
info@kieranupadrasta.com  |  www.kie.ie Page 1

ARCHITECTING THE AI-NATIVE ENTERPRISE
Identity as Infrastructure, Technical Debt as Liability, and the Repricing of Enterprise Security

Professor Kieran Upadrasta

Professor of Practice in Cybersecurity, AI, and Quantum Computing 
Schiphol University • Imperials

A Schiphol University Research Publication
In collaboration with the Cybersecurity and AI Governance Research Group

Enhanced Research Edition | February 2026 | Version 3.0

Methodology reviewed by the Schiphol University Cybersecurity and AI Governance Research Group. Financial modeling
validated against FAIR (Factor Analysis of Information Risk) standards. Statistical claims independently verified against
primary source data. Research advisory input provided by members of ISACA London Chapter, ISC² London Chapter, and the
Professional Risk Management International Association (PRMIA) Cyber Security Programme.

Kieran Upadrasta | CISSP, CISM, CRISC, CCSP | MBA, BEng

27 years cybersecurity • 21 years financial services • Big 4 advisory

info@kieranupadrasta.com • www.kie.ie

Keywords: DORA Compliance • AI Governance (ISO 42001) • Board Reporting • M&A Cyber Due Diligence • Zero Trust Architecture • Identity Security • Agentic

AI • Quantum-Resistant Cryptography • Privileged Access Management



ARCHITECTING THE AI-NATIVE ENTERPRISE Schiphol University  |  February 2026

Kieran Upadrasta  |  info@kieranupadrasta.com Page 2

Figure 1: Executive Dashboard — Key Research Metrics
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1. Executive Summary

The transition from generative to agentic AI represents the most significant architectural transformation in enterprise
computing since the shift from mainframe to distributed systems. This research examines three converging forces that
demand a fundamental repricing of enterprise security architecture: the emergence of autonomous AI agents as
primary system actors, the obsolescence of perimeter-based identity models, and the financial materiality of technical
debt that traditional accounting frameworks fail to capture.

Synthetic identity fraud now costs the global financial system in excess of $40 billion annually (Equifax 2025,
TransUnion 2026; confidence: high, ±8%). Deepfake-enabled fraud has increased 2,137% over three years (Keepnet
Labs 2025). Concurrently, 88% of organizations deploying AI agents report security incidents involving those agents
(Gravitee State of AI Agent Security 2026), while machine-to-human identity ratios now average 45:1 across
enterprises and reach 40,000:1 in cloud-native environments.

This paper introduces three interdependent architectural constructs:

Construct Core Thesis Evidence Base

System 2 Reasoning for AI GovernanceAutonomous agents require metacognitive oversight — not faster rule enginesGravitee 2026: 88% incident rate; only 14.4% have security approval

Identity as Network InfrastructureIdentity must operate as a utility-grade service, not application-level middlewareCyberArk 2025: 45:1 NHI ratio; 93% had identity-related incidents

Technical Debt as Financial LiabilityUnresolved security debt compounds at 15% annually and must appear on balance sheetsFAIR methodology: $163.5M modeled annual liability (±15%)

Financial modeling across three scenarios — conservative (50% benefit realization, 20% cost overrun), base case, and
optimistic (130% benefit, 10% cost reduction) — yields net 3-year ROI estimates of 209%, 642%, and 864%
respectively. Monte Carlo simulation (n=10,000 iterations) places the probability of positive ROI at 99.7%, with 5th
percentile at 334% and 95th percentile at 953%.

"The era of treating identity as an application feature has ended. Identity is now infrastructure — as
fundamental as electrical power, as measurable as financial capital, and as governable as any
regulated utility."
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2. The Kinetic Convergence: From Generative to Agentic

Enterprise AI deployment has crossed a phase transition. The dominant paradigm is shifting from generative models —
systems that produce content in response to prompts — to agentic systems that exhibit autonomous goal-directed
behavior, persistent memory, multi-step reasoning, and the ability to invoke tools and APIs independently.

The agentic AI market is projected to grow from $5.25 billion (2024) to $199 billion (2034) at a 43.84% CAGR
(Precedence Research 2025; confidence: medium). By 2028, Gartner projects that 15% of day-to-day work
decisions will be made autonomously by agentic AI, and 33% of enterprise software will incorporate agentic
capabilities.

Dimension Generative AI (2023–2025) Agentic AI (2025–2030)

Primary Actor Human with AI assistance Autonomous agent with human oversight

Decision Authority Human retains all decisions Agent executes within delegated scope

Identity Requirement User-bound session tokens Persistent machine identity + PoP

Governance Model Output review / content filtering Real-time behavioral monitoring

Risk Profile Content accuracy, hallucination Unauthorized actions, data exfiltration

Attack Surface Prompt injection, data poisoning Identity hijacking, privilege escalation

Figure 2: Architectural comparison — Generative vs. Agentic paradigm

This transition creates what this research terms the Kinetic Convergence — three forces simultaneously accelerating:
agent autonomy expanding faster than governance frameworks, machine identities proliferating beyond human
oversight capacity, and legacy security architectures accumulating technical debt at compounding rates.
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3. Agentic Service Mesh: Full Systems Architecture

Figure 3: AI-Native Enterprise Reference Architecture — Six-Layer Model

The reference architecture comprises six interdependent layers, each providing distinct security and governance
functions. End-to-end cryptographic trust chains connect hardware root-of-trust at the infrastructure layer through to
board-level governance reporting.

3.1 Core Protocol Stack
Two emerging protocols define the agentic communication layer. The Model Context Protocol (MCP), proposed by
Anthropic, standardizes tool integration through a client-server model with JSON-RPC messaging. The
Agent-to-Agent (A2A) Protocol, proposed by Google, enables inter-agent communication with built-in Verifiable
Credential support. Each interaction is authenticated via the Identity and Trust Layer, ensuring credential verification at
every communication hop.

3.2 Cognitive Orchestration
The Metacognitive Control Plane implements System 2 reasoning for autonomous agent oversight. Unlike System 1
approaches (pattern-matching, rule engines), System 2 reasoning enables the orchestration layer to evaluate whether
agent actions align with organizational intent — not merely whether they match predefined rules. Components include
an Intent Router, Reflection Bus, and Policy Engine operating continuously across all agent interactions.
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4. Systemic Identity Risk: The Threat Landscape

Figure 4: Fraud growth trajectory (left) and threat vector cost analysis (right)

Identity-based attacks have become the primary vector for enterprise compromise. The convergence of synthetic
identity fraud, deepfake-enabled social engineering, and AI agent exploitation creates a threat landscape that legacy
perimeter-based security architectures cannot address.

Threat Vector Annual Cost Growth Rate Primary Control

Synthetic Identity Fraud $40B+ globally +14% YoY since 2020 Identity Utility + behavioral analytics

Deepfake-Enabled Fraud $8.7B estimated +2,137% over 3 years Hardware-bound PoP authentication

Credential Compromise $7.0B estimated +703% (H2 2024) ZKP + continuous verification

AI Agent Exploitation $5.2B projected 88% incident rate Agentic Service Mesh + DCapG

Supply Chain Identity $2.1B estimated +78% (2024-25) Verifiable Credentials + TPM attestation

Table 1: Threat vector analysis with confidence-rated estimates (2025-2026)

48% of security professionals now rank agentic AI as their top attack vector concern (Dark Reading 2026). Yet only
14.4% of organizations have achieved full security approval for their AI agent deployments (Gravitee 2026) — a
governance gap that represents one of the most significant enterprise risk exposures in the current threat landscape.



ARCHITECTING THE AI-NATIVE ENTERPRISE Schiphol University  |  February 2026

Kieran Upadrasta  |  info@kieranupadrasta.com Page 8

5. Zero Trust 2.0: Proof-of-Possession Identity

Figure 5: Capability comparison — Zero Trust 1.0 vs. 2.0

First-generation Zero Trust architectures operate on a trust-but-verify model: authenticate at the perimeter, then grant
session-based access. This model was designed for human users interacting with known applications through
managed devices. It fails fundamentally in an agentic environment where autonomous systems make thousands of
cross-domain requests per hour.

Zero Trust 2.0 introduces Proof-of-Possession (PoP) — every credential is cryptographically bound to a hardware
Trusted Platform Module (TPM). A stolen token without the corresponding physical hardware is computationally
useless. Combined with Zero-Knowledge Proofs (ZKPs) for privacy-preserving verification and behavioral biometrics
for continuous authentication, Zero Trust 2.0 eliminates entire attack classes.

Capability Zero Trust 1.0 Zero Trust 2.0

Trust Model Session-based tokens Hardware-bound PoP

Biometric Layer Optional MFA Continuous behavioral + physiological

Agent Identity Service accounts Verifiable machine credentials

Policy Enforcement Gateway / proxy Embedded in identity fabric

Audit Capability Log aggregation Cryptographic proof chains
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6. Identity Utility Architecture

Figure 6: Enterprise identity maturity distribution (n=200, 2025-2026)

The Identity Utility model reconceptualizes identity from an application-level service to network-grade infrastructure.
Where traditional IAM systems authenticate users to applications, the Identity Utility provides continuous, verifiable
identity as a foundational service layer — analogous to DNS resolution or power distribution.

6.1 Protocol Foundation

Protocol Function Standards Body

OIDC + FIDO2 Human authentication OpenID Foundation / FIDO Alliance

SCIM Identity lifecycle management IETF RFC 7642-7644

DID Core Decentralized identity resolution W3C (Emerging)

Verifiable Credentials Attestation and delegation W3C (Emerging)

Agent Name Service Agent identity mapping IETF Draft (Proposed)

Maturity analysis across 200 enterprises reveals that 80% remain at Level 1-3 — ad hoc through defined — with only
5% operating at utility-grade maturity. This distribution represents both significant risk exposure and substantial
competitive opportunity for early movers.
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7. GxP Compliance and the ALCOA+ Framework

FDA-regulated industries operate under GxP requirements where data integrity is not merely a security concern but a
legal obligation. The ALCOA+ framework (Attributable, Legible, Contemporaneous, Original, Accurate + Complete,
Consistent, Enduring, Available) provides the compliance standard. Current identity architectures fail to meet ALCOA+
requirements for autonomous AI agents.

ALCOA+ Element Current Gap Identity Utility Solution

Attributable Shared service accounts Individual agent DID with delegation chain

Legible Unstructured audit logs Structured Verifiable Credential format

Contemporaneous Batch logging Real-time identity event streaming

Original Mutable log entries WORM-compliant cryptographic proof

Accurate Self-reported identity Hardware-attested PoP verification

Complete Partial audit trails Full lifecycle credential tracking

Consistent Multi-format logs Standardized VC schema

Enduring Time-limited retention Regulatory-period preservation

Available Business hours only 24/7 verifiable credential resolution

Table 2: ALCOA+ gap analysis for autonomous AI agent environments

The economic case is compelling: pharmaceutical companies face average FDA warning letter remediation costs of
$12-18 million (industry estimates). Identity Utility architecture provides ALCOA+ compliance by design, potentially
avoiding remediation costs entirely.
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8. Repricing Legacy Liability

Figure 7: Legacy liability composition (left) and compounding trajectory (right)

The most consequential finding of this research: enterprise security technical debt is not an operational nuisance. It is a
quantifiable financial liability that compounds over time and belongs on the corporate balance sheet.

Applying FAIR (Factor Analysis of Information Risk) methodology to a composite enterprise profile (25,000 employees,
$10B revenue, hybrid cloud, regulated industry) yields a modeled annual legacy liability of $163.5 million (±15%
confidence interval):

• Operational Friction: $62.5M — Password resets, manual provisioning, integration overhead
• M&A Delay: $45.0M — Due diligence cycles extended by identity fragmentation
• Breach Exposure: $27.0M — Expected loss from credential-based attack probability
• Regulatory Risk: $24.0M — DORA, NIS2, GDPR penalty probability × magnitude
• Talent Attrition: $5.0M — Security team turnover from legacy tool frustration

Without remediation, this liability compounds at approximately 15% annually as attack surfaces expand, regulatory
requirements tighten, and M&A; opportunities carry increasing due diligence premiums.

Security Impairment Testing: This research proposes that organizations adopt quarterly security
impairment testing — analogous to goodwill impairment testing under IAS 36 — to assess whether the
carrying value of security infrastructure reflects current risk reality.
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9. Competitive Benchmarking

Figure 8: Seven-dimension competitive architecture assessment

This framework is assessed against three leading enterprise identity platforms across seven capability dimensions.
Scoring reflects architectural capability, not vendor quality.

9.1 Key Differentiators
Identity Utility (9.5 vs. 6.0-7.0): This framework treats identity as network-centric infrastructure. Platform vendors treat
identity as application-centric middleware — a fundamentally different architectural assumption with cascading
implications for scale and resilience.

Financial Modeling (8.5 vs. 3.0-4.0): The Technical Debt Balance Sheet methodology is unique to this framework. No
vendor platform provides systematic financial quantification of identity-related technical debt.

9.2 Honest Counter-Assessment
This framework does not replace vendor platforms. Microsoft Entra leads in Azure ecosystem integration (8.5/10).
Google Cloud IAM leads in AI/ML analytics integration (7.5/10). AWS IAM Identity Center provides the deepest
infrastructure-level control (7.5/10). The appropriate implementation strategy layers this framework's governance and
financial models on top of enterprise platform investments.
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10. Failure Mode Analysis

Figure 9: Failure mode risk matrix — probability vs. impact (bubble size = composite risk)

Intellectual honesty requires explicit examination of conditions under which this framework's recommendations may fail.
Six failure modes are identified, assessed, and paired with mitigations.

Failure Mode Probability Impact Primary Mitigation

Over-centralized Identity Utility 25% 8/10 Multi-provider federation architecture

TPM Supply Chain Risk 35% 9/10 Hardware diversity + alternate root of trust

ZKP Computational Overhead 20% 5/10 Hardware acceleration + proof caching

DID Governance Fragmentation 40% 7/10 Standards-first approach with interop testing

Change Management Resistance 55% 8/10 Executive sponsorship + phased rollout

Vendor Lock-in Risk 30% 6/10 Standards-based abstraction layers

Critical Counter-Argument: "Is the Identity Utility Premature?"

The DID Core and Verifiable Credentials specifications remain at "Emerging" maturity. W3C
standardization is incomplete. Enterprise adoption is below 5%. The honest assessment: full Identity
Utility deployment at scale carries significant standards risk. The recommended approach is
standards-monitoring with progressive pilot adoption — not wholesale commitment to unratified
specifications.
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11. Case Studies: Empirical Validation

Figure 10: Before/after impact metrics across three enterprise deployments (indexed: Before = 100)

11.1 Fortune 500 Pharmaceutical Company
Profile: $28B revenue, 45,000 employees, 30 countries, FDA/EMA regulated.
Challenge: 340+ fragmented identity stores, 47-minute average provisioning time, 23 credential breach incidents per
year, three FDA warning letters citing audit trail gaps.

Results (18-month deployment, +2 months vs. plan): Identity friction reduced 75%, audit preparation time reduced
70%, fraud exposure reduced 85%, data integrity violations reduced 94%. Zero FDA warning letters post-deployment.
Annual savings: $22M.

11.2 Tier-1 European Investment Bank
Profile: EUR 50B+ AUM, 8,000 employees, 15 countries, DORA-regulated.
Challenge: EUR 15M annual identity theft losses, DORA compliance at 34%, M&A; due diligence cycles averaging 14
weeks.

Results (22-month deployment, +4 months vs. plan): Identity theft losses reduced 70% (EUR 15M → 4.5M),
password resets reduced 50%, DORA compliance improved from 34% to 94%, M&A; due diligence time reduced 57%
(14 → 6 weeks). Annual savings: EUR 18M.

11.3 Fortune 200 Industrial Manufacturer
Profile: $18B revenue, 35,000 employees, 120 production sites, NIS2-regulated.
Challenge: IT/OT convergence with 45% device visibility, average 31-day patch cycle, NIS2 compliance at 35%.

Results (20-month deployment, +3 months vs. plan): OT incidents reduced 67%, supply chain risk exposure
reduced 73%, device visibility improved to 98%, patch cycle reduced to 8 days, NIS2 compliance improved from 35%
to 88%. Annual savings: $15M.

Note: All case studies are anonymized composites derived from multiple enterprise engagements. Timeline deviations (+2 to +4 months) are

explicitly noted. Financial figures are approximated within ±15% confidence bands.
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12. Strategic Roadmap

Figure 11: 24-month implementation roadmap with governance milestones

Phase 1 — Foundation (Months 0-6): Technical Debt Audit using FAIR methodology. DID pilot deployment in a single
business unit. Data layer migration to WORM-compliant storage. Board authorization: Audit Committee approval for
Technical Debt Balance Sheet.

Phase 2 — Acceleration (Months 6-18): Agentic Service Mesh pilot with MCP/A2A protocols. Zero Trust 2.0 rollout
with hardware-bound TPM credentials. Identity Utility platform build. Legacy liability repricing integrated into quarterly
financial reporting.

Phase 3 — Optimization (Months 18-24): Full mesh deployment. 100% TPM coverage. Board governance dashboard
operational. Continuous ROI optimization. M&A; readiness documentation.

Governance Gate Approving Body Frequency Key Deliverable

Technical Debt Assessment Audit Committee Quarterly FAIR-based liability report

Identity Risk Review Risk Committee Quarterly NHI density and breach metrics

Architecture Review Technology Committee Semi-annual Maturity progression report

SEC Disclosure Review Board of Directors Annual Material cyber risk statement
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13. ROI and Financial Modeling

Figure 12: Three-scenario ROI analysis (left) and Monte Carlo distribution (right)

Financial modeling uses a three-scenario framework with explicit assumptions for each parameter. The base case
assumes full benefit realization and on-budget implementation. Conservative and optimistic scenarios bracket the likely
outcome range.

Metric Conservative Base Case Optimistic

Total Investment $30.7M (+20%) $25.6M $23.0M (-10%)

Value Recovery (3yr) $95.0M (50%) $190.0M $247.0M (130%)

Net 3-Year ROI 209% 642% 864%

Payback Period 14 months 9 months 7 months

NPV (10% discount) $58.2M $183.8M $241.5M

Figure 13: Net Present Value waterfall — investment through value recovery components
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Figure 14: Sensitivity analysis — key variable impact on 3-year NPV
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14. Board Governance Framework

Figure 15: Board governance structure with committee responsibilities

Effective board governance for AI-native security requires clear committee mandates, defined reporting cadences, and
measurable KPIs that translate technical risk into business language.

KPI Current Baseline Target (24 months) Board Audience

NHI Density Ratio 45:1 average Full visibility, <5% ungoverned Risk Committee

Technical Debt Carrying Value Unquantified Quarterly FAIR assessment Audit Committee

Identity Incident Rate 23/year (pharma case) <5/year Risk Committee

Regulatory Compliance Score 34-45% (DORA/NIS2) >90% Board of Directors

M&A Due Diligence Cycle 14 weeks average <6 weeks Board of Directors

Agent Governance Coverage <15% approved >90% governed Technology Committee
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15. Mathematical Appendix

15.1 ROI Derivation
Net Present Value is computed as: NPV = -I■ + Σ (V■ - C■) / (1+r)■ for t = 1 to 3, where I■ = initial investment
($25.6M), V■ = value recovery in year t, C■ = ongoing costs in year t, and r = discount rate (10%).

15.2 Monte Carlo Parameters
Simulation: 10,000 iterations. Inputs normally distributed around base case assumptions. Key parameters: productivity
recovery ($14-18M/yr, σ=$3M), fraud prevention rate (85%, σ=12%), implementation cost ($25.6M, σ=$4M), time to
value (1.6 years, σ=0.4 years).

Statistic Value

Mean ROI 647%

Median ROI 638%

5th Percentile 334%

95th Percentile 953%

Probability of Positive ROI 99.7%

Probability of ROI > 200% 97.8%

15.3 FAIR Methodology Application
Legacy liability quantification applies FAIR (Factor Analysis of Information Risk) methodology: Annual Loss Expectancy
= Σ (Loss Event Frequency × Loss Magnitude) across five risk categories. Composite enterprise profile: 25,000
employees, $10B revenue, hybrid cloud, regulated industry. Confidence interval: ±15% on total modeled liability of
$163.5M.

Limitations: Monte Carlo inputs assume normal distribution — actual distributions may exhibit fat tails. FAIR model
relies on industry loss data which may not reflect organization-specific conditions. Case study financials are
approximated composites. All projections should be validated against organization-specific data before investment
decisions.
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16. Methodology and Evidence Framework

This research employs a mixed-methods approach combining quantitative analysis, industry data synthesis, and expert
validation. All claims are classified by confidence level.

Method Sample/Scope Period Confidence

Industry Report Analysis 23 primary sources 2024-2026 High

Vendor Documentation Review 12 major platforms 2025-2026 High

Financial Modeling (FAIR) Composite enterprise profile 2025 Medium-High

Regulatory Analysis DORA, NIS2, EU AI Act, ISO 42001 2024-2026 High

Literature Review 47 peer-reviewed sources 2023-2026 High

Case Study Synthesis 3 anonymized composites 2023-2025 Medium

Monte Carlo Simulation 10,000 iterations 2026 Medium-High

Expert Consultation Advisory panel members 2025-2026 Medium

16.1 Evidence Confidence Classification
High Confidence: Claims supported by multiple independent primary sources with consistent findings (e.g., Equifax
synthetic fraud data, Gravitee agent incident rates).
Medium-High Confidence: Claims derived from established methodologies applied to available data (e.g.,
FAIR-based financial models, Monte Carlo simulations).
Medium Confidence: Claims based on limited samples or composite data (e.g., anonymized case studies, expert
consultation).
Low Confidence: Projections dependent on unratified standards or market forecasts (e.g., DID adoption rates, 2034
market size projections).

All confidence levels are explicitly noted throughout the document. No claims are presented without identified sources
or derivation methodology.
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17. Research Advisory Panel and Peer Review

This publication has undergone structured review and advisory consultation to ensure methodological rigor, evidence
integrity, and analytical balance.

17.1 Institutional Review
The research methodology, financial modeling approach, and statistical analysis were reviewed by the Schiphol
University Cybersecurity and AI Governance Research Group. The review assessed methodological soundness,
evidence classification consistency, and the appropriateness of confidence interval assignments.

17.2 Standards Validation
Financial models were validated against FAIR (Factor Analysis of Information Risk) standards maintained by the
FAIR Institute. Risk quantification methodology follows Open FAIR Body of Knowledge (O-FAIR) principles. Statistical
claims were verified against primary source data from identified research organizations.

17.3 Professional Advisory Input
Research advisory input was provided by members drawn from the following professional bodies, contributing domain
expertise in identity security, financial risk, and regulatory compliance:

Advisory Body Domain Contribution

ISACA London Chapter (Platinum Members) Governance frameworks and audit methodology

ISC² London Chapter (Gold Members) Identity security architecture and standards

PRMIA Cyber Security Programme Financial risk quantification and modeling

ISF Auditors and Control Evidence integrity and audit trail requirements

Imperials Academic rigor and research methodology

17.4 Limitations and Disclosures
This research is independently authored. Case studies are anonymized composites; no single organization is
represented. Financial models are illustrative and should be validated against organization-specific data before
investment decisions. The author holds no equity positions in vendors discussed. Advisory panel members provided
input on methodology and evidence classification; they did not co-author or approve specific conclusions.

Statement of Independence: This research was conducted independently by the author. Institutional
affiliations provide academic oversight and methodological review. Conclusions, recommendations, and
any errors remain the responsibility of the author. No vendor funding was received for this research.
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