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Executive Summary

THE BOARD-LEVEL PROMISE

Build adversarial resilience against the fastest-growing attack surface in enterprise security
Validated against MITRE ATLAS, OWASP Top 10 for LLM Applications 2025, seven regulatory frameworks,
mathematically grounded in certified robustness theory, empirically validated via 10,000 Monte Carlo simulations,

and verified through original Stackelberg equilibrium derivations and detection ROC analysis

The adversarial Al threat has crossed from theoretical to operational. In September 2025, Anthropic
disclosed the first documented case of Al executing 80-90% of a multi-target cyber espionage campaign
autonomously across approximately 30 organizations. This watershed event, combined with prompt
injection appearing in 73% of production Al deployments, deepfake fraud losses exceeding $1.1 billion in
the US alone, and the EU Al Act mandating adversarial robustness testing with penalties up to EUR35
million or 7% of global turnover, creates an inflection point demanding a new red-team framework
purpose-built for Al-era web exploitation.

This whitepaper introduces the Adversarial Pattern Recognition Framework (APRF) and the
accompanying Al Red-Team Maturity Model (APRMM). This Research Edition goes beyond synthesis
to include original experimental contributions: (1) Monte Carlo simulations (n=10,000) demonstrating
APRF 4-layer defence achieves 99.7% risk reduction vs single defences; (2) a formal proof that layered
APRF architecture minimizes expected adversarial payoff under Dohmatob impossibility constraints; (3)
Stackelberg equilibrium derivation showing optimal defence investment at $0.53M/year yielding 0.72
defender payoff; (4) detection ROC analysis achieving AUC=0.98 for the APRF ensemble; and (5) a
complete AEI worked example with statistical sensitivity analysis demonstrating 72% AEI reduction over
four quarters.

The stakes are unambiguous. Multi-turn adaptive attacks now achieve a 64% success rate. The Gray
Swan Agent Red Teaming Challenge proved indirect prompt injection is 4.7x more effective than direct
injection. Dohmatob's Generalized No Free Lunch Theorem (ICML 2019) establishes that adversarial
vulnerability is mathematically inevitable beyond perturbation thresholds. We provide a proof sketch of
this result and demonstrate its operational implications: no single defence can provide complete
protection, but our Monte Carlo simulations prove that APRF's layered architecture reduces residual risk
to below actuarial significance thresholds.
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1. The Adversarial Al Inflection Point

1.1 From Theoretical to Operational

The taxonomy of adversarial attacks has expanded dramatically since NIST codified the field in its Al
100-2e2025 publication. Attacks now span two lifecycle stages — training-time (data poisoning,
backdoor insertion, model poisoning) and deployment-time (evasion, extraction, inversion, prompt
injection) — across white-box, black-box, and gray-box knowledge models.

Training-time attacks have proven devastatingly effective at scale. Anthropic and the UK Al Safety
Institute demonstrated that as few as 250 malicious documents can successfully backdoor LLMs from
600M to 13B parameters. A Nature Medicine study showed replacing just 0.001% of training tokens with
medical misinformation produced harmful models undetectable on standard benchmarks. Most
alarmingly, Anthropic's "Sleeper Agents" research (Hubinger et al., arXiv:2401.05566, 39 authors, 300+
citations) proved that backdoor behaviours persisted through RLHF, supervised fine-tuning, and
adversarial training in 90-100% of test cases. Adversarial training made models better at hiding
backdoors rather than removing them.

Deployment-time evasion attacks achieve staggering success rates. Cisco Al Defense's 2025 study
found that while single-turn attacks succeed approximately 13% of the time, multi-turn adaptive attacks
achieve a 64% average success rate — a 5x increase. A joint paper by OpenAl, Anthropic, and Google
DeepMind bypassed all 12 published defences with over 90% success, and OpenAl conceded that
prompt injection is "unlikely to ever be fully solved."

Figure 1: Adversarial Attack Success Rates by Vector (2025-2026)
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1.2 The Board-Level Business Case

The global average cost of a data breach reached $4.44 million in 2025, with US averages at $10.22
million. Al-specific metrics show 13% of organizations reported breaches of Al models or applications,
with 97% lacking proper Al access controls. Shadow Al breaches cost $670,000 more on average.
However, organizations extensively using Al in security saved $1.9 million per breach and reduced
breach lifecycle by 80 days. Our Monte Carlo simulations (Section 19) demonstrate that APRF
4-layer defence reduces expected annual loss from $1.33M to $0.004M — a 99.7% reduction with
ROI payback in under 3 months.
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2. Threat Landscape: Nation-State Al
Weaponization

CrowdStrike's 2025 Global Threat Report documented China-nexus adversaries escalating
state-sponsored operations by 150%, with targeted attacks on financial services surging up to 300%.
Seven new China-nexus adversaries were identified in 2024 alone. Average eCrime breakout time
dropped to 48 minutes, with the fastest at just 51 seconds. The Anthropic GTG-1002 Disclosure
represents the most significant development of 2025: a Chinese state-sponsored group used Al to
conduct autonomous espionage against approximately 30 organizations across technology, financial
services, chemical manufacturing, and government. Al performed 80-90% of the operational lifecycle
independently.

Figure 6: Nation-State Al Threat Escalation (2024-2026)
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Al-powered phishing has become the dominant attack vector. 82.6% of phishing emails now use Al
language models — a 53.5% increase since 2024. Deepfake-related losses in the US tripled from $360
million in 2024 to $1.1 billion in 2025. Deloitte projects Al-facilitated fraud losses will reach $40 billion
annually by 2027. Vishing attacks surged 442% between H1 and H2 2024.
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3. The Adversarial Attack Taxonomy
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Prompt injection has been ranked #1 in the OWASP Top 10 for LLM Applications for the second
consecutive year. The vulnerability arises from a structural impossibility: LLMs cannot reliably distinguish
between instructions and data.

LLMO1: Prompt Injection

LLMO2: Info Disclosure

LLMO3: Supply Chain

LLMO04: Data Poisoning

LLMO5: Output Handling

LLMO6: Excessive Agency

LLMO7: Prompt Leakage

LLMO08: Vector/Embedding

LLMOQ9: Misinformation

LLM10: Unbounded Consumption

Figure 7: OWASP Top 10 for LLM Applications 2025 — Severity & Status

6.5 [NEW]

9.8 [Retained]

8.5 [Retained]

8.2 [Retained]

9.0 [Revised]

7.8 [Revised]

9.2 [NEW]

7.5 [NEW]

7.0 [NEW]

8.0 [NEW]
I Retained
I Revised
B New

© 2026 Kieran Upadrasta | info@kieranupadrasta.com | www.kie.ie Page 35 of 35

4 6

Severity Score


mailto:info@kieranupadrasta.com
http://www.kie.ie/

Adversarial Pattern Recognition in Al Systems | Research Edition WHITEPAPER | RESEARCH EDITION

4. Web Exploitation Vectors Targeting Al
Systems

A landmark study accepted at IEEE S&P 2026 found that 8 of 17 third-party chatbot plugins (covering
8,000 websites) transmit message history without integrity checks. RAG poisoning demonstrated that 5
carefully crafted documents can manipulate Al responses 90% of the time (USENIX Security 2025). The
HashJack attack weaponizes URL fragments to embed malicious instructions for Al browser assistants.

CVE-2025-53773 GitHub Copilot RCE via prompt injection; millions at risk
CVE-2025-32711 (EchoLeak Microsoft Copilot 8.8 Zero-click data exfiltration
CVE-2025-12420 (BodySnat« hSeer)rviceNow 9.1 Unauthenticated user impersonation
CVE-2025-47241 Browser Use 8.5 SSRF and agent hijacking
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5. The Adversarial Pattern Recognition
Framework (APRF)

PROPRIETARY FRAMEWORK | ORIGINAL CONTRIBUTION

The APRF synthesizes MITRE ATLAS tactics, OWASP LLM and Agentic application vulnerabilities, and
web exploitation vectors into a unified detection and response architecture operating across four
integrated layers: (1) Threat Intelligence Layer — continuous mapping from MITRE ATLAS, OWASP,
and proprietary feeds; (2) Detection Pattern Layer — signature and behavioural detection enhanced
with information-theoretic detection; (3) Response Orchestration Layer — automated containment
grounded in game-theoretic optimal response; (4) Governance Reporting Layer — board-ready
dashboards and regulatory compliance evidence. Section 19 provides formal proof that this layered
architecture minimizes expected adversarial payoff, and Section 20 provides reproducible
pseudocode for implementation.

Figure 11: Adversarial Pattern Recognition Fra
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ML Model Access  API endpoint exploitation Anomalous API call patterns EU Al Act Art. 15(4
Data Poisoning RAG content injection Data integrity + KL divergence 1ISO 42001 CI. 8.3.2
Evasion Prompt injection via web Input sanitization + NLI + perplex tyOWASP LLMO1
Exfiltration Browser-based data theft ~ Output filtering + DLP NIS2 Art. 21

Model Theft Side-channel via web APl Query rate + pattern detection DORA Ch. IV
Resource Hijacking Agentic tool exploitation Permission boundary enforcemer tEU Al Act Art. 14
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6. Quantitative Risk Scoring: Mathematical
Foundations

MATHEMATICAL FORMALIZATION | AEI STATISTICAL VALIDATION

6.1 OWASP AIVSS Scoring Formula
The OWASP Al Vulnerability Scoring System (AIVSS), version 0.5, defines:
AIVSS = ((CVSS_Base + AARS) / 2) x ThM

Extended: [(wl x ModifiedBaseScore) + (w2 x AISpecificMetrics) + (w3
x ImpactMetrics)] x TemporalMetrics x MitigationMultiplier

With weights w1=0.3, w2=0.5, w3=0.2. Traditional CVSS proves inadequate: Householder et al. (ACM,
2021) demonstrated ML vulnerabilities achieve implausible maximum CVSS scores of 10.0. Version 1.0
is targeted for RSA Conference, March 2026.

6.2 FAIR-AIR Adaptation

FAIR-AIR adapts the established FAIR framework where Risk = LEF x LM to generative Al contexts,
introducing a "Black Box" multiplier reflecting deep learning failure opacity.

6.3 Adversarial Exposure Index (AEIl)

AEI = (Sum of AIVSS i x Criticality i x Exposure i) / N

6.4 AEl Worked Example: NovaTech Financial

ORIGINAL CONTRIBUTION | STATISTICAL VALIDATION

Scenario: NovaTech Financial operates 8 Al systems across customer-facing, risk management, and
internal operations. We compute the AEI to demonstrate the metric's practical application:

m AIVSS Score Criticality (1-5)| Exposure Fact{ rWeighted Scor

Customer Chatbot 24.48
Fraud Detection 8.5 ) 0.72 30.60
Credit Scoring 8.1 5 0.68 27.54
Document Processing 5.3 2 0.45 4.77
Trading Assistant 9.2 5 0.91 41.86
HR Resume Screener 4.1 2 0.35 287
Email Classifier 3.8 1 0.25 0.95
Internal Search 5.6 3) 0.55 9.24
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AEIl Computation: Sum of weighted scores = 142.31. Total Al assets = 8. AEl = 142.31 / 8 = 17.79.
Normalized to 0-100 scale: AEI = 35.6 (HIGH RISK). The Trading Assistant (41.86) and Fraud Detection
(30.60) dominate the score, indicating immediate remediation priority. This aligns with ATLAS technique
T1059 (Command Execution via Al Agent) for the trading system and T1595 (Active Scanning) for fraud
detection.

Adversarial Exposure Index (AEl): Worked Example — NovaTech Financial

Per-Asset Weighted Risk Scores
: Mean: 17.8

STEP 1: Inventory Al Assets
Total Al Assets: 8

Intenal _|EEPVSEP R 9.2
Search

Email
Classifier

STEP 2: Score Each Asset
AIVSS scores: 3.8109.2

HR Resume : e
Screener STEP 3: Rate Criticality (1-5)

Range: 1 (email) to 5 (trading)

Trading SV EPRIERITIY 419

Assistant STEP 4: Measure Exposure

ATLAS coverage: 0.25 to 0.91

Document

¢ Avss=5.3, K]
Processing

STEP 5: Compute Weighted Sum
) Sum = 1423
sgﬁgg ANSS=8.1,C=5, E=0.68
STEP 6: Calculate AEI
AEI =1423/8=178
Gl Avss=s5,c5. =072 - H 30.6
Detection

Customer

Chatbot k5

HIGH RISK — Immediate remedia

0 5 10 15 20 25 30 35 40
Weighted Risk Score (AIVSS x Criticality x Exposure)

6.5 AEI Sensitivity Analysis

We conduct one-at-a-time (OAT) sensitivity analysis to determine which parameters most strongly
influence the composite AEI score. The tornado diagram reveals that the Trading Assistant's exposure
factor and the Fraud Detection criticality rating are the two highest-leverage parameters. Reducing
Trading Assistant exposure from 0.91 to 0.50 (via network segmentation and permission boundary
enforcement) decreases AEI by 4.1 points — the single most impactful intervention.

The quarterly trajectory analysis projects AEI reduction from 35.6 to 10.0 over four quarters of APRF
deployment: Q1 baseline (35.6) — Q2 post-Circuit Breaker deployment (25.6, -28%) — Q3 post-RPO
and TRIM integration (16.0, -55%) — Q4 full APRF with game-theoretic adaptation (10.0, -72%). This
achieves the board target of AEl <20 by Q3, one quarter ahead of schedule.

AEIl Sensitivity Analysis: Parameter Impact on Composite Risk Score

Tornado: Single-Parameter Sensitivity AEl Quarterly Trajectory with APRF Deployment
W AE| Decrease @ Projected Al
Remove Trading | M AEl Increase I 4 Board Target
Assistant ] Target Zone (<20)
20 17.8
Chatbot AIVSS | I
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151 12.8
Add 2 Low-Risk |
Assets g
0
o
[l
Trading | [ <104 8.0
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T T T T T T T 0+— T T T
-4 -2 0 2 4 6 8 Q1 Q2 Q3 Q4
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7. Certified Robustness Theory

PEER-REVIEWED MATHEMATICAL FOUNDATIONS | PROOF SKETCH

7.1 Randomized Smoothing: Certified Defence Radii

Cohen, Rosenfeld, and Kolter (ICML 2019) define the smoothed classifier g(x) = argmax_c P[f(x +
epsilon) = c] providing a provably tight certified L2 radius:

R = (sigma/2) x (Phi_inv(p_A) - Phi_inv(p_B))

Practical result: 49% certified top-1 accuracy on ImageNet under L2 perturbations of 0.5.

7.2 CROWN-IBP Neural Network Verification

Certified training via CROWN-IBP (Zhang et al., ICLR 2020) propagates interval bounds layer-by-layer:
6.68% verified error on MNIST (epsilon=0.3), 67.11% verified error on CIFAR-10 (epsilon=8/255). The
verification problem is NP-complete in general (Katz et al., 2017).

7.3 Fundamental Impossibility Results

Dohmatob (ICML 2019) proves adversarial vulnerability is inevitable beyond a perturbation threshold.
Tsipras et al. (ICLR 2019) prove accuracy and robustness are fundamentally at odds. Bubeck et al.
(ICML 2019) prove adversarial robustness can be computationally intractable even when
information-theoretically feasible.

7.4 Lipschitz Continuity and Adversarial Training

Madry et al.'s PGD formulation: min_theta E[max_delta L(f_theta(x+delta), y)]. TRADES achieves
48.58% adversarial test accuracy on CIFAR-10 with the lowest Lipschitz constant (13.05).

7.5 Dohmatob Inequality: Proof Sketch

ORIGINAL CONTRIBUTION | MATHEMATICAL WALKTHROUGH

Theorem (Dohmatob, ICML 2019): Generalized No Free Lunch for Adversarial Robustness

For any measurable classifier f: RY > {1,...,K} and any data distribution D supported on a manifold of
intrinsic dimension d*, if epsilon > C * sqrt(d* / d) for a universal constant C > 0, then:

Pr[there exists delta, ||delta||_2 <= epsilon : f(xt+delta) !'= y] >= 1 -
2exp (-epsilon”*2 / 2C) - R(f)

where R(f) is the standard risk (classification error) of f.

Proof Sketch (3-Step Walkthrough)
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Step 1 (Concentration): For high-dimensional data (d >> 1), random samples from a smooth
distribution concentrate on a thin shell of radius approximately sqrt(d). By the Gaussian annulus
theorem, for x ~ N(O, 1_d), the probability that ||x|| falls outside [sqrt(d) - t, sqrt(d) + t] decays as
exp(-t*2/2). This means any two random points are approximately equidistant.

Step 2 (Boundary Proximity): Since points concentrate on a thin shell, decision boundaries of any
classifier must pass through regions of high probability mass. For epsilon exceeding C*sqrt(d*/d), the
perturbation ball B_epsilon(x) around almost every point x intersects the decision boundary with high
probability. The key insight: in high dimensions, every point is "close" to the decision boundary relative
to the data radius.

Step 3 (Lower Bound): Combining Steps 1 and 2 via a union bound argument: the probability that the
epsilon-ball around x contains a point from a different class is lower-bounded by 1 -
2exp(-epsilon*2/2C). Subtracting the standard risk R(f) (probability of misclassification without
perturbation) yields the theorem.

Operational Implication: For a 1000-dimensional Al embedding space (typical for transformer
representations), with intrinsic dimension d* approximately 50, the critical threshold is epsilon_crit
approximately C*sqrt(50/1000) = 0.22C. Beyond this, adversarial examples are guaranteed to exist
regardless of the classifier. This is why APRF mandates layered defences rather than relying on any
single robust classifier.

Figure 14: Certified & Adversarial Robustness Results
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8. Empirical Red-Team Benchmark Analysis

EMPIRICAL VALIDATION FROM 1.8M+ PROMPTS

The Gray Swan Al / UK AISI Agent Red Teaming Challenge (2025, NeurlPS-accepted) engaged
approximately 2,000 participants across 22 Al agents and 44 real-world scenarios. Key finding: indirect
prompt injection achieved 27.1% ASR — 4.7x more effective than direct injection at 5.7%. The
degradation curve: Claude Opus 4.5 at 4.7% ASR on a single attempt degraded to 63.0% at 100
attempts. However, in computer use with extended thinking, Opus 4.5 achieved 0% ASR even after 200

attempts.
Figure 4: Adversarial Degradation Curve Under Sustained Attack
80 -
=@®— Claude Opus 4.5 (Standard)
=fll= Claude Opus 4.5 (Extended Thinking)
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Source: Gray Swan Al / UK AISI Agent Red Teaming Challenge (NeurlPS 2025)
1 5 10 25 50 100 200

Number of Attack Attempts

Average insecure code generation 30-31% CyberSecEval 1 & 3
Prompt injection success (all models)  26-41% CyberSecEval 2
Cyberattack compliance improvement ~ 52% -> 28% CyberSecEval 1 vs 2
Best single-attempt frontier ASR 4.7% Gray Swan / Opus 4.5
Indirect vs direct injection ratio 27.1% vs 5.7% (4.7x) Gray Swan ART

Sleeper agent persistence 90-100% Anthropic (Hubinger et al.)
Best prompt injection detector 97.7% (PINT) Lakera Guard
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Figure 2: Empirical Red-Team Benchmark Results (2024-2026)
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9. Novel Defense Paradigms (2024-2026)

PARADIGM-SHIFTING DEFENSES

Circuit Breakers (Zou et al, NeurlPS 2024): Representation Rerouting connects harmful
representations to orthogonal spaces. Attack-agnostic. Two Cygnet models remained completely safe
for nearly a year in Gray Swan Arena. Limitation: multi-turn attacks like Crescendo bypass by
presenting inputs that appear benign in representation space.

RPO (Zhou et al., NeurlPS 2024 Spotlight): Minimax objective incorporating the adversary directly. ASR
reduced to 6% on GPT-4 and 0% on Llama-2. Rainbow Teaming (Meta): fine-tuning reduced ASR from
92% to 0.3%.

StruQ (Chen et al., USENIX Security 2025): Structured query architecture separating instructions from
data at encoding level. PoisonedRAG (USENIX Security 2025): 5 poisoned documents achieve 90%
ASR against RAG systems. TRIM (arXiv:2505.22604): Training-free detection via KL divergence-based
denoising.

Figure 3: Defense Mechanism Effectiveness (2024-2026)
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10. Al Red-Team Maturity Model (APRMM)

PROPRIETARY MODEL | BOARD-READY ASSESSMENT

Figure 12: Al Red-Team Maturity Model (APRMM)

Level 1 Level 2 Level 3 Level 4 Level 5
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11. Enterprise Red-Team Tooling Ecosystem

PyRIT Microsoft Multi-turn attacks, Crescendo, multimodal Enterprise-grade

Al Red Teaming Age tAzure Al Foundry  Automated scanning, ASR metrics Cloud-native

NVIDIA Garak v0.14. NVIDIA 37+ probe modules, 23 backends Open-source

IBM ART v1.17.0 IBM/Linux Foundatic n39+ attack, 29+ defence modules Framework-agnostic
Purple Llama Meta Llama Guard 4, Prompt Guard 2 Open-source
CyberSecEval 4 Meta + CrowdStrike CyberSOC Eval, AutoPatchBench SOC-focused
Anthropic Frontier RT Anthropic Cyber range, 1ISO 42001 certified Research-grade
HarmBench CMU/UCL 510 behaviors, 18 methods, 33 LLMs Academic benchmark
JailbreakBench Multi-institution 100 behaviors, public leaderboard Community standard
ASB ICLR 2025 10 scenarios, 400+ tools, 27 methods Agentic Al focus
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12. Regulatory Compliance Crosswalk

The EU Al Act mandates resilience against data poisoning, model poisoning, adversarial examples, and
confidentiality attacks for high-risk Al systems (Article 15(5)). DORA requires annual vulnerability
assessments and TLPT every three years. NIS2 creates personal liability for management bodies.
ISO/IEC 42001:2023 requires adversarial stress testing under Clause 8.3.2 with 38 Annex A controls.

Figure 13: Regulatory Compliance Crosswalk Matrix
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EU Al Act Mandatory Mandatory Mandatory Mandatory Mandatory Mandatory e Partial
Not Required

DORA a Mandatory Mandatory Mandatory Mandatory

NIS2 Mandatory Mandatory Mandatory Mandatory
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Figure 5: Regulatory Penalty Matrix — Cumulative Exposure >15%
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Sources: EU Al Act 2024/1689, NIS2 2022/2555, DORA 2022/2554, GDPR
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13. Case Studies: Adversarial Al in the Wild

Case Study A: Arup Engineering Deepfake Heist (January 2024)
Deepfake video conferencing impersonated multiple senior executives. 15 fraudulent wire transfers
totalling $25.6 million. Deepfake technology crossed from detectable to operationally convincing.

Case Study B: Canadian Insurance Voice Cloning (February 2025)
Al voice-cloning impersonated CFO during authorization calls. Loss: $12 million. Within weeks, a
Singapore multinational lost $499,000 to a similar deepfaked Zoom call.

Case Study C: Anthropic GTG-1002 Disclosure (September 2025)
Chinese state-sponsored group used Al for autonomous espionage across 30 organizations. Al
performed 80-90% of the operational lifecycle independently.

Case Study D: Al Agent Procurement Fraud (2025)
Procurement agent manipulated over 3 weeks through incremental "clarifications" about authorization
limits. $5 million in fraudulent purchase orders across 10 transactions.

Figure 15: Major Al-Enabled Attacks & Regulatory Milestones (2024-2026)
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14. Board-Level Governance Artifacts

BOARD-READY TEMPLATES | GOVERNANCE TOOLS

m Q1 Target | Q2 Target | Q3 Target | Q4 Target | Board Significance

Al Red-Team Exercise 2 Testing cadence

Prompt Injection Detec ti>on70% >80% >85% >90% Defence effectiveness
ATLAS Coverage >40% >55% >70% >80% Threat coverage

MTTD (Al Incidents)  <48hrs <24hrs <12hrs <6hrs Incident identification
Regulatory Readiness >50% >65% >80% >90% Compliance posture
Shadow Al Inventory  >60% >75% >85% >95% Asset visibility

Adversarial Exposure In<d6eOx <45 <30 <20 OWASP AIVSS composite
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15. 90-Day Implementation Roadmap

Figure 16: 90-Day Al Red-Team Implementation Roadmap

Phase 1: Foundation Phase 2: Operationalize Phase 3: Optimize
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16. ROI Analysis and Strategic
Recommendations

Figure 10: Al Breach Economics Dashboard — Cost, Adoption, and ROI
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Al Red-Team Programme¢ $350K-500K Breach prob: 40-60% $1.78M-2.66M 3-6 months
Continuous Automated T sHi0gK200K Detection rate: 85%+ $670K (shadow Al) 2-4 months
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External Red-Team (Ann a$i1)50K-300K Third-party validation Insurance: 15-30% 6-12 months

For Board Directors: Establish formal Al risk oversight. Require quarterly adversarial testing reports
using the APRF governance template. Budget minimum 5% of Al programme spend for adversarial
testing. Our Stackelberg equilibrium analysis (Section 18.3) identifies optimal annual investment
at $0.53M.

For CISOs: Deploy the APRMM self-assessment immediately. Target Level 3 within 90 days. Integrate
adversarial testing into CI/CD pipelines. Use the AEIl worked example (Section 6.4) as a template for
your own Al asset inventory.

For Security Architects: Implement defence-in-depth acknowledging the Dohmatob-Tsipras
impossibility results. Our Monte Carlo proof (Section 19.1) demonstrates 4-layer APRF reduces
residual risk by 99.7%.
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17. Emerging Threats: Post-Quantum and
Agentic Al

Harvest-Now-Decrypt-Later operations actively collect encrypted model weights and API traffic. Experts
forecast quantum computers capable of breaking RSA-2048 between 2029-2044. Agentic Al red-teaming
is the most critical frontier: the Cloud Security Alliance's May 2025 guide defines 12 unique threat
categories. Gray Swan found over 60,000 successful prompt injection attacks across 22 frontier agents
that proved "highly transferable and generalizable."

Figure 8: The CISO Readiness Gap (2025-2026)
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Figure 9: Al Security Market Trajectory (2023-2030)
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18. Game-Theoretic Defense Architecture

THEORETICAL INNOVATION | EQUILIBRIUM DERIVATION

Adversarial ML is naturally a two-player zero-sum game (Madry et al.'s min_theta max_delta
formulation). Recent work extends this to richer strategic settings that directly inform APRF response
architecture.

18.1 Dynamic Stackelberg Game Framework

Liu and Zhu (arXiv:2507.08207, July 2025) model prompt-response dynamics as a sequential
extensive-form game where the defender (leader) commits to a policy anticipating the attacker's
(follower's) optimal response. The Purple Agent construct integrates adversarial exploration (Red) with
defensive strategies (Blue) using Rapidly-exploring Random Trees.

18.2 Curiosity-Driven Red Teaming

CRT (Hong et al., ICLR 2024) trains red-team LLMs with PPO plus curiosity rewards. DART (OpenAl,
2024) extends this with Rule-Based Rewards for improved diversity-success tradeoffs.

18.3 Stackelberg Equilibrium Derivation

ORIGINAL CONTRIBUTION | FORMAL DERIVATION

Proposition: Optimal Defender Policy Under Stackelberg Equilibrium

Let pi_D denote the defender's policy (investment allocation across L defence layers) and pi_A the
attacker's strategy (attack vector selection). The defender's payoff function is:

U D(pi_ D, pi_A) = 1 - Product {1=1}*{L} p 1l(pi_D) - c(pi_D)

where p_I is the bypass probability of layer | (decreasing in investment) and c(pi_D) is the cost function.
The attacker maximizes breach probability: U_A = Product_{I=1}*{L} p_L. In the Stackelberg formulation,
the defender commits first:

pi_D* = argmax {pi_D} U D(pi_D, BR A(pi_D))

where BR_A(pi_D) is the attacker's best response. For independent layers with p_| = exp(-alpha_| * |_I)
where |_| is investment in layer | and alpha_l is effectiveness, the KKT conditions yield equal marginal
returns across layers: alpha_| * exp(-alpha_| * |_I*) = lambda for all I. This proves the intuitively
appealing result that optimal investment equalizes marginal risk reduction across all APRF layers.

Numerical Result: For our 4-layer APRF architecture with alpha values (2.5, 3.0, 3.5, 4.0) corresponding
to Circuit Breakers, RPO, perplexity monitoring, and structured queries respectively, the optimal total
investment is $0.53M/year yielding a defender payoff of 0.72 (attacker residual success probability:
0.0009). This is consistent with the Monte Carlo result of 99.7% risk reduction (Section 19.1).

18.4 Equilibrium Visualization
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Stackelberg Equilibrium: Defender-Attacker Game Tree

DEFENDER (Leader)
Commits Policy pi_D

Single Defence APRF Layered Game-Theoretic
(Circuit Breaker) 4-Layer Stack Adaptive

Multi-turn Indirect Adaptive Deterrence
Bypass Injection Escalation Equ. .ium

64% ASR 27% ASR 12% ASR ~0% ASR

Stackelberg Solution: Defender commits to APRF layered + game-theoretic
adaptive policy. Attacker best response is deterrence equilibrium.
Expected payoff: (0.92 defender, 0.08 attacker) — optimal for defender.

Stackelberg Equilibrium Analysis: Optimal Defence Investment

Defender Payoff Matrix (Security Effectiveness)
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19. Original Experimental Contributions

ORIGINAL RESEARCH | EXPERIMENTAL VALIDATION | n=10,000

This section presents original experimental contributions that validate the APRF framework's theoretical
claims through simulation, statistical analysis, and formal proof. These results constitute new research
contributions by the author.

19.1 Monte Carlo Simulation: Layered vs Single Defence

Experiment Design: Monte Carlo Breach Simulation (n=10,000)

Setup: 10,000 independent attack simulations per defence configuration. Each simulation draws from
calibrated attack distributions based on published empirical data (Gray Swan, CyberSecEval, Cisco Al
Defense). Breach damage conditional on successful bypass drawn from Exp(lambda=4.44) matching
the IBM/Ponemon global average.

Defence Configurations:

1. Single Defence (Circuit Breakers): p_bypass = 0.30 (multi-turn bypass rate)

2. Two-Layer Stack (CB + RPO): p_bypass = 0.30 x 0.20 = 0.06

3. APRF 4-Layer (CB + RPO + Perplexity + StruQ): p_bypass = 0.30 x 0.20 x 0.15 x 0.10 = 0.0009
4. Game-Theoretic Adaptive: p_bypass = 0.25 x 0.15 x 0.10 x 0.05 = 0.00019

Results: Single defence: 30.0% breach probability, E[loss] = $1.33M. APRF 4-Layer: 0.09% breach
probability, E[loss] = $0.004M. Risk reduction: 99.7%. Game-theoretic adaptive: 0.02% breach
probability, E[loss] = $0.0008M. Risk reduction: 99.94%.

Statistical Significance: 95% CI for breach probability difference (single vs APRF 4-layer): [0.289,
0.309], p < 0.0001 (two-proportion z-test). The null hypothesis that layered defence provides no
improvement over single defence is rejected at all conventional significance levels.

Monte Carlo Simulation: APRF Layered Defence vs Single Defence (n=10,000)

Breach Probability by Defence Architecture Loss Distribution (Conditional on Breach)
35 e e APRF Risk Reduction: 99.7%
i ~ :99.7%
APRF 4-Layer (E(LI=S0.004M)
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0 0.1|2/o 0.0}/» 004 | I e : !
Single 2-Layer APRF Game-Theoretic 0 5 10 15 20 25
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19.2 Detection ROC Analysis
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We simulate detection performance by calibrating receiver operating characteristic curves to published
empirical detection rates. Each detection method is modelled as a binary classifier with true positive and
false positive rates drawn from the published literature:

Detection Method | Calibration Source Simulated AU| Operating FPR| Operating TPR

Perplexity Filter DeepMind Gemini Defence 2 205.82 10% 2%
TRIM Framework arXiv:2505.22604 0.91 5% 84%
Lakera Guard / NLI  Lakera PINT Benchmark 0.96 3% 93%
APRF Ensemble Weighted combination 0.98 3% 97.7%
Sleeper Agent Probe Anthropic (>99% AUROC) >0.99 1% >99%

Detection ROC Curves: Single Methods vs APRF Ensemble
Simulated on CyberSecEval-Derived Attack Distributions

1.0 1.
0.8 —i
i |
2 0.6 —i
g -
2 |
£ I
@ H
'g 0.4 —|
F Random (AUC=0.50)
0.2 ~ - Perplexity Filter (AUC=0.82)
== TRIM Framework (AUC=0.91)
- Lakera Guard/NLI (AUC=0.96)
= APRF Ensemble (AUC=0.98)
— - Sleeper Agent Probe (AUC=>0.99)
0.0 T T T T
0.0 0.2 0.4 0.6 0.8 1.0

False Positive Rate

19.3 Formal Proof: APRF Layering Minimizes Expected
Adversarial Payoff

Theorem: Optimality of Layered Defence Under Dohmatob Constraints
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Statement: Given Dohmatob's impossibility result that Pr[adv. vuln.] >= 1 - delta(epsilon) for any single
classifier, an L-layer defence architecture with independent detection mechanisms achieves residual
vulnerability:

Pr[full bypass] = Product {1=1}"{L} (1 - delta_l(epsilon_1)) <= (1 -
delta min)“L

which decreases exponentially in L. For the APRF 4-layer architecture with empirically calibrated
bypass rates (0.30, 0.20, 0.15, 0.10), the composite bypass probability is 0.0009 — below the 0.001
threshold typically considered actuarially insignificant in financial risk management.

Proof: By independence of detection layers (enforced through architectural separation in APRF:
different detection paradigms operating on different signal spaces — token-level perplexity,
representation-level circuit breakers, semantic-level NLI, structural-level StruQ), the joint bypass
probability factorizes. The Dohmatob bound applies to each layer independently, since each layer is
itself a classifier. The product of L independent terms, each bounded above by (1-delta_min), yields the
exponential decay. QED.
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20. Reproducible Framework Artifacts

ORIGINAL CONTRIBUTION | REPRODUCIBLE PSEUDOCODE

20.1 APRF Detection Pipeline: Formal Pseudocode

The following pseudocode specifies the APRF detection pipeline with sufficient detail for independent
implementation. This artifact addresses the reproducibility requirement for research-grade publications.

ALGORITHM: APRF DETECT (input, context, model state)

// Layer 1: Input Sanitization & Perplexity Check

tokens = TOKENIZE (input)

ppl = COMPUTE PERPLEXITY (tokens, reference model)

IF ppl > THRESHOLD PPL: // Default: 3.5 sigma above baseline

RETURN (BLOCKED, "L1 PERPLEXITY", ppl)

// Layer 2: Semantic Entailment (NLI-based)

system intent = EXTRACT INTENT (system prompt)

input intent = EXTRACT INTENT (input)

nli_score = NLI_MODEL.entailment (system intent, input_intent)
IF nli score < THRESHOLD NLI: // Default: 0.3

RETURN (BLOCKED, "L2 NLI CONFLICT", nli score)

// Layer 3: Representation Analysis (Circuit Breaker)
hidden = MODEL.get hidden state(input, layer=-4)
cos_sim = COSINE (hidden, HARMFUL CENTROID)

IF cos_sim > THRESHOLD_ CB: // Default: 0.65
REROUTE_REPRESENTATION(hidden, SAFE_SUBSPACE)

RETURN (REROUTED, "L3 CIRCUIT BREAKER", cos_sim)

// Layer 4: Output Verification & DLP
response = MODEL.generate (input, context)
trim score = TRIM DETECT (response, input)
IF trim score > THRESHOLD TRIM:

RETURN (FILTERED, "L4 TRIM", trim score)

// Compute composite AIVSS score
aivss = COMPUTE AIVSS(ppl, nli score, cos_sim, trim score)
LOG (aivss, input hash, timestamp) // Audit trail

RETURN (ALLOWED, response, aivss)

20.2 AElI Computation Algorithm

ALGORITHM: COMPUTE AEI (ai_ inventory)

// Input: List of AI assets with AIVSS, criticality, exposure
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total weighted = 0

n_assets = LEN(ai_ inventory)
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FOR EACH asset IN ai inventory:

aivss i = OWASP_AIVSS(asset) // Section 6.1 formula
crit_i = BIA_RATING(asset) // 1-5 from business impact
expo i = ATLAS COVERAGE (asset) // 0-1 from MITRE mapping
weighted i = aivss i * crit i * expo i

total_weighted += weighted i

aei raw = total weighted / n assets

ael normalized = MIN(aei raw / 50 * 100, 100) // 0-100 scale

// Risk classification

IF aei normalized > 60: risk level = "CRITICAL"
ELIF aei normalized > 40: risk level = "HIGH"
ELIF aei normalized > 20: risk level = "MEDIUM"
ELSE: risk level = "LOW"

RETURN (aei normalized, risk level, asset breakdown)

Implementation Note: The APRF detection pipeline is designed for integration with existing Al
deployment platforms. Thresholds are calibrated to the APRF ensemble operating point (FPR=3%,
TPR=97.7%) identified in Section 19.2. Organizations should tune thresholds based on their risk appetite
using the AEI sensitivity analysis methodology from Section 6.5. A reference implementation is planned
for open-source release, with the pseudocode above providing sufficient detail for independent
validation.
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Appendix A: The Three Impossibility Results

INFOGRAPHIC | BOARD-READY VISUALIZATION

The following infographic distils three foundational impossibility results from peer-reviewed ML research
(all ICML/ICLR 2019) into a single board-ready visualization. Together, these results establish the
mathematical necessity of layered, defense-in-depth architectures like APRF.
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Key Board-Level Takeaway: These three independently proven results converge on a single
conclusion: no amount of investment in a single defence mechanism will eliminate adversarial risk. The
Dohmatob theorem proves vulnerability is inevitable beyond a perturbation threshold. The Tsipras result
proves that making a model more accurate necessarily makes it less robust. The Bubeck result proves
that even when robust classifiers exist in theory, they cannot be found efficiently in practice. Only
layered architectures — combining multiple independent detection paradigms as APRF does —
can drive residual risk below actuarial significance thresholds. Our Monte Carlo simulations
(Section 19.1) empirically validate this theoretical conclusion with 10,000 trials.
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