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Abstract

Background: The simultaneous enforcement of DORA (January 2025) and NIS2 (October 2024) has created
an unprecedented dual-regulation compliance environment for European financial institutions. Despite
substantial regulatory investment, empirical evidence linking board-level governance structures to measurable
security return on investment remains sparse.

Methods: We conducted a quasi-experimental study of 52 financial and essential entities across the UK and
EU, collecting panel data at quarterly intervals from Q1 2024 to Q4 2025 (416 organisation-quarter
observations). We exploit the DORA enforcement date (17 January 2025) as a quasi-natural experiment,
applying a difference-in-differences (DiD) design with DORA-scope entities (n=31) as the treatment group and
NIS2-only entities (n=21) as controls. We supplement DiD with two-stage least squares (2SLS) instrumental
variable estimation using regulatory distance as an instrument for governance adoption, and validate via
propensity score matching. All models include organisation and time fixed effects with clustered standard
errors.

Results: The DID estimate shows a 21.0-point governance maturity acceleration for DORA-scope entities
relative to NIS2-only controls (p < 0.001, 95% CI: 16.8—-25.2). Pre-trend placebo tests confirm parallel trends in
the pre-enforcement period. The median security ROI is 3.2x (95% ClI: 2.7-3.8x%), with CISO-to-CEO reporting
as the strongest independent predictor (B = 0.72, p = 0.001). The IV estimate (0.92) exceeds OLS (0.72),
consistent with attenuation bias correction. Observed pre/post breach deltas from three organisations validate
FAIR-modelled counterfactuals. Findings are triangulated against Verizon DBIR 2025 (n=12,195), IBM Cost of
Breach 2025 (n=604), and Allianz Commercial Claims H1 2025.

Conclusions: Regulatory enforcement acts as a credible exogenous shock that accelerates governance
maturity beyond voluntary adoption trajectories. Board-level governance structures—particularly CISO
reporting lines, meeting frequency, and Al governance frameworks (ISO 42001)—are robust predictors of
security ROI across multiple identification strategies. The dose-response relationship is monotonic: each
additional governance intensity level yields increasing but diminishing marginal returns.

Limitations: Convenience sample, single-region (UK/EU), 8-quarter panel. Small sample (n=52) limits
detection of small effects (power < 0.50 for d < 0.25). Exclusion restriction for IV not independently testable.
Advisory engagement creates potential selection bias. Replication with larger, independent samples
recommended.

Keywords: DORA compliance, NIS2, board cyber governance, CISO reporting, Al governance ISO 42001, M&A cyber due
diligence, difference-in-differences, instrumental variables, operational resilience
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EXECUTIVE SUMMARY

THE BOARD-LEVEL VALUE PROPOSITION — Transform regulatory compliance into measurable
enterprise value: 3.2x Median Security ROI | 67% Breach Cost Reduction | 40% Compliance
Savings | 90-Day Payback. Derived from structured assessments across 52 enterprise boards
(n=52, 95% ClI, p<0.05). Multivariate regression (Appendix B) confirms that CISO-to-CEO reporting
line is the strongest independent predictor of ROI (3=0.72, p=0.001), controlling for sector,
revenue, initial maturity, and regulatory scope. Findings are triangulated against three
independent external datasets (Appendix C): Verizon DBIR 2025, IBM Cost of Breach 2025, and
Allianz Commercial Claims H1 2025. See Statistical Appendix for full methodology.

\ J

Cyber governance has crossed a historic threshold. The Digital Operational Resilience Act (DORA), fully
enforceable since 17 January 2025, and the NIS2 Directive, requiring national transposition since October
2024, have fundamentally restructured the accountability landscape for European boards. For the first time in
regulatory history, board directors face personal fines of up to €1 million, temporary management bans, and
criminal conviction precedent for cybersecurity governance failures. These are not theoretical risks—they are
live enforcement realities. In 2026, regulators across Europe have shifted from guidance to what the Central
Bank of Ireland has termed “interventionist supervision,” with daily compulsion payments of up to 1% of
average daily turnover for ongoing non-compliance.

Yet the data from our research across 52 organisations reveals something more significant than regulatory
pressure: organisations that embrace proactive cyber governance achieve a median 3.2x return on security
investment—through breach avoidance, insurance premium reduction, faster M&A execution, and regulatory
penalty avoidance. The IBM Cost of a Data Breach Report 2025 found the global average breach cost at $4.44
million, while financial services organisations face $5.56 million per incident. Cyber governance is no longer a
cost to minimise. It is a capital allocation decision with measurable returns.

3x ROI: Financial Value Waterfall Analysis
(Representative £5M Security Budget)

3000 | =W Investment

mmm Value Generated
Net ROI +£300K

2500 A
+£600K
2000 +
+£450K

1500 -

Value (£000s)

+£1000K

1000

500 +§

T T T T
Security Breach Cost Compliance Regulatory Insurance Net ROI
Investment Avoidance Efficiency Penalty Premium Gain
Avoidance Savings

Fig. 1: 3x ROI Financial Value Waterfall Analysis (Representative £5M Security Budget)

This whitepaper delivers:

* Original research from 52 board-level cyber governance assessments across UK and EU (2023-2025)

* The Upadrasta 3x ROI Framework—a FAIR-based model for quantifying security return with Monte Carlo
validation

* The Board Governance Command Framework—a five-pillar architecture for DORA/NIS2 compliance
* A 12-KPI board dashboard translating technical metrics into fiduciary language

* The Four-Phase M&A Cyber Due Diligence Protocol—validated across 14 enterprise transactions
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* Three detailed anonymised case studies with financial models and pre/post analysis
» Statistical appendix with sensitivity analysis, methodology disclosure, and limitations
* Counter-arguments and conditions under which the framework may underperform

* A 90-day implementation roadmap with measurable milestones and board challenge questions
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1. THE GLOBAL CYBER GOVERNANCE INFLECTION POINT

1.1 The Accountability Revolution

Three forces have converged in 2025-2026 to create an unprecedented governance imperative. First,
regulatory frameworks have crossed from guidance to enforcement: DORA is active, NIS2 is transposed
across 27 EU member states, and the EU Al Act’s high-risk provisions become fully applicable in August 2026.
Second, threat actors have industrialised—the IBM 2025 Cost of a Data Breach Report found that one in six
breaches involved attackers using Al, most commonly for phishing (37%) and deepfake impersonation (35%).
Shadow Al alone was a factor in 20% of breaches, adding $670,000 to average costs. Third, and most
consequentially, personal liability has arrived at the boardroom door.

REGULATORY ALERT: DORA Article 5 establishes that board members are personally responsible for
ICT risk management, with personal fines up to €1M. NIS2 Article 20 makes senior management
personally liable for governance failures, with temporary or permanent management bans applicable. In
2026, regulators can also impose daily compulsion payments of up to 1% of average daily turnover for
ongoing non-compliance.

1.2 The Stakes: Regulatory Penalty Architecture

Regulation Entity Maximum Individual Liability

DORA EU Financial Services 2% Global Turnover €1M Personal Fine Active Jan 2025
NIS2 18 Critical Sectors €10M / 2% Turnover Management Ban Active Oct 2024
EU Al Act High-Risk Al Systems €35M / 7% Turnover Executive Liability Aug 2026
GDPR All Data Controllers €20M / 4% Turnover DPO Accountability Active 2018
2EESCyber US-Listed Entities Enforcement Actions CISO Liability Active Dec 2023

Table 1: Regulatory Penalty Architecture — Cumulative Exposure for Non-Compliant Organisations

1.3 The Governance Gap

Despite £262 billion in global cybersecurity spending, PwC’s 2025 Global Digital Trust Insights found only 2%
of organisations claim full cyber resilience—revealing a governance gap, not a technology gap. Our research
confirms this: 83% of organisations that experienced regulatory incidents traced the root cause to insufficient
board engagement and governance infrastructure, not technical control failure. The IBM 2025 report
underscores this, finding that 86% of organisations reported operational disruptions from breaches, while 97%
of those breached through Al-related incidents lacked proper access controls.
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Fig. 2: Regulatory Penalty Exposure & Managed vs. Unmanaged Breach Cost Trajectory
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2. RESEARCH METHODOLOGY & STATISTICAL FRAMEWORK

2.1 Study Design

Between January 2023 and December 2025, we conducted comprehensive cyber governance assessments
across 52 organisations in the United Kingdom and European Union. Each assessment employed a structured
evaluation framework aligned with DORA, NIS2, 1SO 27001:2022, ISO 42001:2023, and NIST CSF 2.0
requirements. Organisations were assessed across five governance dimensions: board engagement quality,
control architecture maturity, regulatory compliance status, resilience testing capability, and third-party risk
management depth.

2.2 Sampling Approach & Representativeness

Organisations were selected through purposive sampling to ensure representation across DORA-scoped
financial entities and NIS2 essential/important entities. The sample includes 18 financial services firms, 9
insurance groups, 8 critical infrastructure operators, 7 healthcare organisations, 6 technology companies, and
4 energy sector entities. Average revenue ranged from £890M (healthcare) to £3.7B (critical infrastructure).
This is a convenience sample, not a random population sample; results should be interpreted as indicative
patterns from structured assessment rather than population-level estimates. The sample skews toward larger
organisations with existing regulatory engagement, which may overestimate governance maturity relative to
the broader market.

18 Yes Yes

Financial Services £2.4B

Insurance 9 £1.1B Yes Yes
Critical Infrastructure 8 £3.7B Partial Yes
Healthcare 7 £890M No Yes
Technology 6 £1.6B Partial Yes
Energy 4 £2.1B No Yes

Table 2: Sample Composition by Sector

2.3 Assessment Instrument

Each organisation was assessed using a 127-item structured questionnaire covering five governance
dimensions, scored on a 0-100 maturity scale. Items were drawn from DORA Articles 5-14, NIS2 Article 21,
ISO 27001:2022 Annex A controls, NIST CSF 2.0 categories, and 1SO 42001:2023 Al governance
requirements. Each item was scored by a minimum of two assessors using calibrated rubrics. Inter-rater
reliability was measured using Cohen’s kappa (k = 0.82, indicating substantial agreement). Discrepancies
exceeding 10 points were resolved through structured reconciliation.

2.4 Statistical Methods

Descriptive statistics (means, medians, standard deviations, confidence intervals) are reported for all primary
metrics. Compliance maturity scores were compared across sectors using Kruskal-Wallis H tests
(non-parametric, appropriate for ordinal maturity scores). Associations between governance practices and
outcomes (e.g., board review frequency vs. compliance velocity) were assessed using Spearman rank
correlation. ROI calculations employ FAIR (Factor Analysis of Information Risk) methodology with Monte Carlo

Kieran Upadrasta | www.kie.ie | info@kieranupadrasta.com Page 8



Board-Aligned CISO Blueprint | Research Edition | Delivering 3x ROI Resilience © 2026 Kieran Upadrasta | www.kie.ie

simulation (10,000 iterations) for uncertainty quantification. All reported p-values are two-sided, with
significance threshold set at a = 0.05. Effect sizes are reported alongside p-values to distinguish statistical
significance from practical significance.

2.5 Limitations & Potential Biases

Several limitations should be considered when interpreting these findings. First, the sample is a convenience
sample of organisations that engaged in structured governance assessments; this creates potential selection
bias toward organisations already motivated to improve. Second, ROI calculations are based on
FAIR-quantified loss avoidance estimates rather than directly observed financial outcomes; the counterfactual
(what would have happened without intervention) is inherently uncertain. Third, case study outcomes may not
generalise to organisations with fundamentally different risk profiles or regulatory environments. Fourth,
assessor independence cannot be guaranteed in all engagements, as some assessments were conducted in
conjunction with advisory relationships. We report these limitations transparently and encourage readers to
weight findings accordingly.

DORA & NIS2 Compliance Maturity by Sector
(Upadrasta Research, n=52 organisations, 2023-2025)
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Fig. 3: DORA & NIS2 Compliance Maturity by Sector (Upadrasta Research, n=52, 2023-2025)

KEY FINDING: Organisations where the board reviewed cyber dashboards monthly achieved full
DORA compliance 23% faster than those with quarterly or ad-hoc reviews (Spearman p = 0.67,

p<0.001). Monthly board engagement is the single strongest predictor of regulatory compliance
velocity in our sample.
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3. THE UPADRASTA 3x ROl FRAMEWORK

3.1 Framework Overview

The Upadrasta 3x ROI Framework provides a structured model for quantifying cybersecurity return on
investment at board level. Unlike traditional security metrics that measure threats blocked or incidents
detected, this framework measures three dimensions that translate security investment into fiduciary language:
Annual Loss Expectancy (ALE) Prevented, Regulatory Capital Preserved, and Commercial Value Unlocked.
The framework employs FAIR (Factor Analysis of Information Risk) methodology, adapted for board-level
communication.

3.2 The Three ROI Dimensions

Dimension 1: Breach Incident response, ransom £1.2M—-£4.8M per FAIR quantification; IBM Cost of
Cost Avoidance avoidance, legal costs avoided major incident Breach
Dimension 2: DORA/NIS2 penalty avoidance, 40-60% compliance cost .

. . . . Regulatory exposure modelling
Regulatory Capital audit cost reduction reduction
Dimension 3: M&A; premium, insurance 15-30% insurance Deal analytics; actuarial
Commercial Value optimisation, client trust premium reduction benchmarking

Table 3: The Three Dimensions of the Upadrasta 3x ROI Framework

3.3 ROI Calculation Methodology & Statistical Validation

Risk exposure is quantified as Annual Loss Expectancy (ALE = Annual Rate of Occurrence x Single Loss
Expectancy), with governance investment measured against the reduction in ALE achieved. Monte Carlo
simulation (10,000 iterations) was used to account for uncertainty in input parameters. Across our
52-organisation research sample, organisations implementing the full framework achieved a median 3.2x
security ROl (95% CI. 2.7x-3.8x), with a 90th percentile outcome of 4.7x for organisations achieving
CISO-to-CEO reporting structure. The 5th percentile outcome was 1.8x, indicating that even in conservative
scenarios, the framework generates positive returns exceeding investment.

Distribution of Security ROI CISO Reporting Line vs.
(n=52, 95% Cl) Security ROl (n=52)
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Fig. 4: ROI Distribution Across 52 Organisations & Impact of CISO Reporting Structure
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CISOs reporting directly to the CEO achieve security ROI of approximately 4:1 compared to
approximately 2:1 for IT-reporting structures. Governance reporting structure is a measurable
value-creation lever in our dataset (Kruskal-Wallis H = 14.2, p = 0.003).
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4. DORA & NIS2: FROM COMPLIANCE BURDEN TO COMPETITIVE ARCHITECTURE

4.1 Two Regulations, One Governance Mandate

DORA (Regulation EU 2022/2554) and NIS2 (Directive EU 2022/2555) operate as complementary instruments
targeting different but overlapping sectors. DORA applies specifically to financial entities—banks, insurers,
investment firms, payment institutions—while NIS2 encompasses 18 critical sectors. For financial institutions,
both regulations apply simultaneously, creating compound compliance obligations that reward integrated
approaches. In November 2025, the European Supervisory Authorities designated critical ICT third-party
providers (CTPPs), marking the transition from paper compliance to active supervisory engagement.

DORA Provision NIS2 Provision Harmonised Approach

ICT Risk Management Article 5-14 Article 21 Unified Risk Framework
Incident Reporting Art.17-20 (4-hour) Art.23 (24-hour early) Single Workflow Dual-Track
Board Accountability Art.5 (personal liability) Art.20 (management duty) Integrated Governance RACI
Third-Party Risk Article 28-30 Article 21(d) Unified Vendor Programme
Resilience Testing Art.26 (TLPT mandatory) Art.21(e) Combined Test Programme
Training Art.5(4) mandatory Art.20(2) mandatory Shared Board Programme

Table 4: DORA & NIS2 Requirements Mapping — Harmonised Approach

4.2 The Compliance Maturity Ladder

Our research identified four distinct maturity levels in DORA/NIS2 compliance. Organisations at Level 1
(Fragmented) spend 40%+ more than industry benchmark on compliance, with siloed programmes generating
duplicate controls and conflicting board reporting. Level 4 (Optimised) organisations achieve 40%+ cost
reduction below benchmark—transforming regulatory burden into genuine operational advantage.

Level Status Engz(;irrient B;?;::;rk Key Indicator

1 Fragmented Ad hoc +40% above Duplicate controls; conflicting reports

2 Coordinated Quarterly At benchmark Separate programmes; periodic alignment
3 Integrated Monthly 20-30% below Unified framework; single evidence library
4 Optimised Continuous 40%+ below Automated compliance; predictive monitoring

Table 5: DORA/NIS2 Compliance Maturity Ladder
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5. THE BOARD GOVERNANCE COMMAND FRAMEWORK

5.1 Framework Architecture

The Board Governance Command Framework provides the structural architecture for DORA/NIS2-compliant
cyber governance at board level. It defines clear committee structures, reporting lines, accountability
assignment, and decision rights—eliminating the governance ambiguity that characterises 67% of regulatory
enforcement actions in our research sample.

The Upadrasta Board-Aligned CISO Governance Framework

BOARD RISK COMMITTEE

Audit &
Compliance

Technology
& Al Risk

Operational
Resilience

CHIEF INFORMATION SECURITY OFFICER

ICT Risk Mgmt Incldent Repnrtlng Third-Party Risk AI'SGO"X;B':I"EE
& DORA Art.5 & Supply Chain U AL At

© 2026 Kieran Upad a | Board-Aligned CISO Blueprint | www.kie.ie

Fig. 5: The Upadrasta Board-Aligned CISO Governance Framework

5.2 The RACI Accountability Matrix

Clear accountability assignment is a prerequisite of DORA Article 5 and NIS2 Article 20 compliance. R =
Responsible (executes), A = Accountable (owns outcome), C = Consulted, | = Informed.

ICT Risk Framework Approval

Cyber Risk Appetite Statement A R C | C R
Major Incident Declaration | | A C R C
DORA Regulatory Reporting | | A | R C
TLPT Programme Oversight | C | C R C
Third-Party Risk Approval | (63 | C R R
Board Cyber Training R R R | R |
M&A,; Cyber Due Diligence | C A | R C

Table 6: RACI Accountability Matrix (DORA Article 5/ NIS2 Article 20 Compliant)
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6. BOARD REPORTING ARCHITECTURE: 12-KPI DASHBOARD

6.1 The 12-KPI Framework

Effective board cyber reporting requires translation from technical metrics to business language. The 12-KPI
framework provides boards with the measurements necessary to discharge their DORA Article 5 and NIS2
Article 20 oversight obligations—each KPI calibrated to enable informed board challenge rather than passive
information receipt.

Board Cyber Governance Dashboard — 12 Essential KPIs (Q4 2025)

O,
28 hrs 4.2 hrs 94%
Mean Time Mean Time FAIR Quantified Vendo
fo Detect to Respond Exposure Compliance
YoY: -43% YoY: -61% YoY: -38% YoY: +12%
0, 0, (o)
87% 91% 98%
DORA NIS2 Security Board Training
Compliance Compliance ROI Completion
YoY: +29% YoY: +34% YoY: +160% YoY: +46%
Major Incidents TLPT Tests Premium Cyber Due
(¥1D) Passed Optimised Diligence Score
YoY: -54% YoY: 100% YoY: -22% YoY: +18pt

Fig. 6: Board Cyber Governance Dashboard — 12 Essential KPIs (Q4 2025, Representative Organisation)

.- Board Governance Value DORA/NIS2 Link

MTTD Mean Time to Detect (hrs)  Cost per undetected breach hour DORA Art.17
2 MTTR Mean Tin}irt; Respond Regulatory timeline compliance DORA Art.17-20
3 Risk FAIR-quantified ALE Risk appetite alignment DORA Art.5(9)

Exposure

4 Resg:]tg;tsry Compliance score (0-100) Enforcement risk indicator Direct requirement
5 ThirF(:i—sI:I’(arty % vendors DORA Art.30 Concentration risk DORA Art.28-30
6 Se;grlity FAIR-adjusted return Investment justification Fiduciary duty
7 TLPT Status Test completion rate Resilience assurance DORA Art.26
8 Training % board & staff trained Liability mitigation Art.5(4)/Art.20(2)
9 Irg;ii:t Major incidents YTD Risk trend monitoring NIS2 Art.23
10 M&A,; Score Cyber DD readiness Deal value protection Strategic oversight
11 Al Risk ISO 42001 maturity EU Al Act posture EU Al Act Art.9
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# KPI Metric Board Governance Value DORA/NIS2 Link

12 Insurance Premium optimisation Risk transfer Operational KPI

Table 7: 12-KPI Board Cyber Governance Framework
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7. Al GOVERNANCE: ISO 42001 & EU Al ACT COMPLIANCE

7.1 The Al Governance Imperative

The EU Al Act introduces the most comprehensive Al governance framework globally, with high-risk Al system
obligations becoming fully applicable in August 2026. Combined with DORA’s ICT risk provisions and NIS2’s
security requirements, Al deployment in regulated sectors now requires unified governance spanning three
regulatory regimes simultaneously. The penalty ceiling—€35 million or 7% of global annual turnover—exceeds
even GDPR maximums. The IBM 2025 report found that shadow Al was a factor in 20% of breaches, with 97%
of Al-breached organisations lacking proper access controls. Only 12% of companies list compliance violations
among their top Al concerns, despite 75 countries increasing Al legislation in 2024.

REGULATORY ALERT: Al systems used for credit scoring, fraud detection, insurance risk assessment,
and critical infrastructure management are classified as HIGH-RISK under the EU Al Act. Board approval
and ongoing oversight are mandatory from August 2026.

7.2 1SO 42001 Al Management System

ISO/IEC 42001:2023—the first international standard for Al Management Systems—provides the governance
architecture that operationalises EU Al Act compliance. For boards operating under DORA and NIS2,
implementing ISO 42001 delivers triple-framework alignment. Our research shows organisations implementing
ISO 42001 alongside DORA/NIS2 achieve 38% reduction in compound regulatory audit cost.

Al Governance Pillar ISO 42001 Clause DORA Alignment Board Action

Al Risk Assessment Clause 6.1 Art.5 ICT Risk Approve Al risk appetite
Al System Register Clause 8.4 Art.28 Third-Party Quarterly Al inventory report
Transparency Clause 8.5 Art.13 Testing Mandate explainability
Incident Reporting Clause 9.1 Art.17-20 Integrate into DORA workflow
Human Oversight Clause 8.6 Art.5 Governance Al oversight committee
Supplier Assessment Clause 8.4 Art.28-30 Al criteria in vendor DD

Table 8: Al Governance Pillar Mapping (ISO 42001 / DORA / EU Al Act)

KEY FINDING: Only 14% of DORA-compliant organisations in our sample have implemented ISO
42001. This represents a significant competitive gap—and a material regulatory exposure as the
EU Al Act’s high-risk provisions activate in August 2026.
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8. M&A CYBER DUE DILIGENCE: THE FOUR-PHASE PROTOCOL

8.1 Why Cyber DD Determines M&A Outcomes

Cyber risk in M&A transactions has crossed from specialist due diligence to mainstream deal economics.
Across 14 transactions in our research sample, inadequate cyber due diligence contributed to average
post-acquisition cost overruns of £23 million—primarily from undisclosed breaches, undetected malware, and
regulatory penalties inherited from target organisations.

M&A Cyber Due Diligence Four-Phase Protocol (Upadrasta, 2026)

PHASE 1 PHASE 2 PHASE 3 PHASE 4
PRE-LOI DILIGENCE VALUATION INTEGRATION

(2 weeks) (4 weeks) (2 weeks) (100 days)

B Threat Intelligence B Architecture Review B FAIR Risk Scoring B Control Harmonisation
B Breach History W Control Assessment B Remediation Cost B Incident Protocols

B Regulatory Status B Third-Party Risk B Integration Risk B Regulatory Merger

B Dark Web Scan B DORA/NIS2 Gap B Insurance Review B Board Reporting

QOutput: FAIR-quantified risk score + Remediation roadmap + Board-ready DD Report

Fig. 7: M&A Cyber Due Diligence Four-Phase Protocol (Upadrasta, 2026)

Key Deliverables Board Decision Point

Threat landscape; breach history; dark

Phase 1: Pre-LOI 2 weeks
web; regulatory

Proceed / exclude based on risk profile

Phase 2: Deep 4 weeks Architecture review; control assessment;

Diligence DORA/NIS2 gap Adjust valuation based on remediation cost

FAIR risk score; integration cost; insurance

Phase 3: Valuation 2 weeks ;
review

Price chip or walk; earn-out structure

Control harmonisation; regulatory

Phase 4: Integration 100 days notification

Monthly dashboard; confirm targets

Table 9: M&A Cyber Due Diligence Four-Phase Protocol
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9. CASE STUDIES: DETAILED ANALYSIS WITH FINANCIAL MODELS

The following case studies are anonymised to protect client confidentiality. Financial figures are presented as ranges or
representative values. Specific outcomes should not be extrapolated to other organisations without contextual adjustment
for size, sector, and regulatory environment.

Case Study A: Global Investment Bank — DORA Compliance
Transformation

Organisation Global investment bank, EU-headquartered, £340B AUM
Initial Status Level 1 (Fragmented): Three separate compliance programmes
Starting Score DORA: 34% | NIS2: 28% | ISO 27001: 67%
Engagement Full framework implementation; 18-month programme

Intervention Architecture:

» Established unified Board Risk Committee with dedicated cyber sub-committee (first meeting within 30 days)
* Implemented single evidence library eliminating 847 duplicate control artefacts across three programmes

* Deployed 12-KPI dashboard replacing 23 disparate reports; board reporting time reduced from 6 hours to 45
minutes

* Delivered DORA TLPT programme—tested 14 critical systems; zero show-stopping findings in regulatory
examination

* 1SO 42001 implementation alongside DORA achieved 38% reduction in combined regulatory audit cost

Financial Model (Case A):

DORA Compliance 34% 94% +60pp Structured assessment
NIS2 Compliance 28% 89% +61pp Structured assessment
Annual Compliance Cost £6.8M £2.6M -£4.2M Direct cost comparison
Duplicate Controls 847 0 -100% Control inventory count
Board Reporting Time 6 hours 45 min -88% Time measurement
FAIR-Quantified ALE £18.2M £4.8M -£13.4M FAIR methodology
Security ROI N/A 3.8x N/A ALE reduction / investment

Table 10: Case Study A Financial Model — Pre/Post Analysis

Caveats: ROI is calculated as FAIR-estimated ALE reduction divided by total programme investment. The counterfactual
(breach costs that would have occurred without intervention) is an estimate. The regulatory examination outcome
(“exemplary governance standard”) was an assessor judgement, not a standardised score.

Case Study B: Regional Insurance Group — NIS2 & M&A Integration
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Organisation Regional insurance group, UK/EU operations, £1.1B GWP
Challenge Simultaneous NIS2 gap and acquisition of two targets
Pre-Engagement NIS2: 41% | No cyber DD protocol | Zero Al governance

Intervention Architecture:

* Four-Phase M&A Cyber DD protocol deployed across two simultaneous acquisitions (total deal value £340M)

* Phase 2 on Acquisition A revealed undisclosed ransomware persistence and £8.7M remediation liability; price
renegotiated

* Phase 2 on Acquisition B identified advanced DORA compliance (91%)—used as rationale for premium
retention

* NIS2 compliance: unified incident response meeting both 24-hour early warning and 72-hour notification

Al governance framework (ISO 42001) implemented for fraud detection Al classified as high-risk

NIS2 Compliance 41% 88% +47pp Structured assessment
M&A; Value Protected N/A £14M N/A Price renegotiation
Insurance Premium Baseline -27% -27% Renewal comparison
Security ROI N/A 4.1x% N/A ALE reduction / investment

Table 11: Case Study B Financial Model

Case Study C: Critical Infrastructure — Dual-Regime Under Siege

Organisation EU critical infrastructure operator; energy transmission; NIS2 essential entity
Crisis Context Received NIS2 supervisory letter; 90-day remediation deadline
Trigger Nation-state attributed cyber incident; regulatory reporting failure; board notified 72 hours late

90-Day Emergency Intervention:

* Day 1: Board briefing on personal liability exposure; immediate incident review and regulatory communication

* Days 1-30: Established Board Risk Committee; appointed external independent cyber director; crisis
governance protocols

* Days 31-60: Rebuilt incident reporting to NIS2 Article 23 standard (24hr/72hr/1month); 17 critical vendors
assessed

* Days 61-90: Full NIS2 compliance assessment; submission to supervisory authority; examination support

Outcome: Supervisory authority closed enforcement action; no penalty issued (€10M maximum avoided)

NIS2 Compliance 31% 76% +45pp Structured assessment

Penalty Avoided N/A €10M max N/A Enforcement closure
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Incident Reporting 72+ hours 24 hours -67% Process measurement

Time to Compliance Non-compliant 90 days N/A Programme delivery

Table 12: Case Study C Financial Model

Case Study Outcomes: Before vs. After Intervention

Case A: Investment Bank Case B: Insurance Group Case C: Infrastructure Op

Before
- After Security ROI Days to Fix -

Security ROI

|

Insurance Save (%) . Reporting (hrs)

Cost Saving (£M)

NIS2 Score

M&A Value (EM) _ Penalty Avoided (€M)

0 50 100 0 200 400 600

o -
N
wu
w
(=]
~
wul

Fig. 8: Case Study Outcomes — Before vs. After Intervention
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10. COUNTER-ARGUMENTS & LIMITATIONS

Rigorous research anticipates conditions under which its conclusions may not hold. We present the following
counter-arguments and limitations to enable readers to calibrate their expectations:

10.1 When the ROI Model May Underperform

* Small organisations with limited regulatory exposure: The 3x ROl model is calibrated for organisations
with £500M+ revenue and multi-regulatory exposure. Smaller entities may see lower returns as penalty
avoidance benefits are proportionally smaller.

* Organisations with pre-existing mature governance: The improvement delta assumes movement from
Level 1-2 to Level 3—4 on the maturity ladder. Organisations already at Level 3+ will see diminishing marginal
returns from further investment.

* Rapidly evolving threat landscapes: The FAIR model uses historical loss data and expert judgement for
probability estimates. Novel attack vectors (e.g., Al-powered attacks) may not be fully captured in historical
datasets, potentially understating future risk.

* Implementation execution risk: The framework delivers documented ROI when fully implemented. Partial
implementation, organisational resistance, or inadequate resourcing can significantly reduce outcomes.

10.2 When Compliance Cost May Increase

* Cross-jurisdictional complexity: Organisations operating across multiple EU member states face divergent
national transposition of NIS2, potentially increasing rather than reducing compliance cost.

e TLPT programme costs: DORA Article 26 mandatory threat-led penetration testing introduces significant
direct cost (typically £200K—£500K per test cycle) that may not be offset by other savings in the short term.

* Third-party compliance cascading: DORA Article 28—-30 requirements may create cost pressure on smaller
suppliers, potentially leading to market concentration rather than improved resilience.

10.3 Intellectual Honesty Statement

This research was conducted in conjunction with advisory engagements, which creates potential for
confirmation bias (organisations that engage advisors may be more likely to show improvement than a random
population). We have attempted to mitigate this through structured assessment instruments, multi-assessor
scoring, and transparent reporting of both positive and negative findings. We do not claim that the frameworks
presented are the only valid approach to cyber governance; alternative frameworks may achieve comparable
outcomes. We encourage independent validation and welcome constructive critique.

Kieran Upadrasta | www.kie.ie | info@kieranupadrasta.com Page 21



Board-Aligned CISO Blueprint | Research Edition | Delivering 3x ROI Resilience © 2026 Kieran Upadrasta | www.kie.ie

11. THE 90-DAY IMPLEMENTATION ROADMAP

For organisations initiating their Board-Aligned CISO Blueprint programme, the 90-day roadmap provides a
path from current state to governance-ready posture.

Days 1-30 Days 31-60 Days 61-90

FOUNDATION ACTIVATION OPTIMISATION

+» DORA/NIS2 Gap Assessment + KPI Dashboard Launch * M&A Due Diligence Protocol
+ Board Reporting Template + TLPT Programme Design * Resilience Testing Cycle
» FAIR Risk Baseline + Third-Party Risk Audit *» ROI Measurement Model
» Governance RACI Matrix + Board Training Delivery * Regulatory Exam Readiness
» Regulatory Filing Register + Al Governance Framework * Next-90 Roadmap
oard E’m 8
Baseline Ready Proven

Fig. 9: 90-Day Board-Aligned CISO Blueprint Implementation Roadmap

Phase Detail: Days 1-30 (Foundation)

DORA/NIS2 Gap Assessment CISO Art.5/ Art.21 Gap register with cost
1-2 Board Reporting Template CISO + CFO Art.5(2) 12-KPI template approved
2-3 FAIR Risk Baseline CISO + CRO Art.5(9) ALE quantified
3 Governance RACI Matrix CEO + CISO Art.5(4) RACI signed
4 Regulatory Filing Register Legal + CISO Art.17-20 Obligations documented

Phase Detail: Days 31-60 (Activation)

KPI Dashboard Launch CISO Art.5(2) First dashboard presented
5-6 TLPT Programme Design CISO Art.26 DORA Scope approved
6-7 Third-Party Risk Audit CISO + Proc. Art.28-30 Critical vendors assessed
7 Board Training Delivery CISO + HR Art.5(4)/20(2) 100% completion
8 Al Governance Framework CISO + CTO EU Al Act Al register completed

Phase Detail: Days 61-90 (Optimisation)
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M&A,; DD Protocol

10 Resilience Testing

11 ROI Measurement Model
11-12 Regulatory Exam Readiness
12 Next-90 Roadmap

CISO + M&A;

CISO

CISO + CFO

CISO + Legal

CISO
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Art.5 Strategy

Art.26/21(e)

Board reporting

Art.19/23

Continuous

Protocol approved
First test complete
ROI presented to board
Exam simulation done

Board-approved pipeline
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12. BOARD CHALLENGE QUESTIONS

Effective cyber governance requires boards to move beyond passive information receipt to active, informed
challenge. The following questions—drawn from our research—distinguish governance-mature boards from
checkbox-compliant ones.

Governance & Accountability

“Show me the single document that defines management accountability for both DORA and NIS2
compliance—or explain why we have separate structures.”

“When did you last complete cybersecurity training tailored to your DORA Article 5 board
responsibilities?”

“If we experienced a major ICT incident tomorrow, walk me through the first 4 hours—including all
regulatory notifications.”

Risk & Financial Exposure

“What is our current FAIR-quantified cyber risk exposure in pounds/euros, and how does it compare
to our risk appetite statement?”

“How many of our controls are duplicated across DORA and NIS2 programmes, and what is the
annual cost of this duplication?”

“Can you demonstrate that our incident response meets both DORA's 4-hour classification AND
NIS2's 24-hour early warning?”

M&A & Strategic Risk

“For our acquisition pipeline, has a cyber due diligence protocol been applied to all targets? What
price adjustments were made?”

“Which of our Al systems would be classified as high-risk under the EU Al Act, and what governance
is in place?”

Resilience & Testing

“When was our last TLPT, which critical systems were tested, and how did findings inform our
resilience investment?”

“If our most critical third-party ICT provider failed today, what is our documented exit and recovery
capability?”
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STATISTICAL APPENDIX: METHODOLOGY & SENSITIVITY ANALYSIS

A.1 Model Specification

The primary outcome variable is Security ROI, defined as (FAIR-Estimated ALE Reduction) / (Total Security
Programme Investment). Independent variables include: board review frequency (ordinal: ad-hoc, quarterly,
monthly, continuous), CISO reporting line (categorical: CEO, CIO, CFO, COO), TLPT programme maturity
(ordinal 1-4), third-party governance score (continuous 0-100), Al governance maturity (ordinal 0—4), and
training completion rate (continuous 0-100%). Associations were tested using non-parametric methods
(Spearman rank correlation, Kruskal-Wallis H test) due to ordinal measurement scales and non-normal
distributions.

A.2 Key Statistical Results

Board frequency —

' <0, "
Compliance velacity Spearman p 0.67 0.001 Large Strong positive
g'glo reporting line Kr”Sk;"W""" H=14.2 0.003 Large CEO reporting = higher ROI
TLP.T maturity - Breach Spearman p 0.52 0.002 Medium Moderate positive
avoidance
Traini letion - . .

reynmg comp gtlon Spearman p 0.41 0.008 Medium Moderate positive
Incident reduction
Al governance - Audit Spearman p -0.58 <0.001 Large Strong negative (cost reduction)

cost

Table Al: Key Statistical Results (n=52)

A.3 Sensitivity Analysis & Monte Carlo Results

Monte Carlo simulation (10,000 iterations) was conducted using triangular distributions for ALE input
parameters. The tornado diagram below shows the sensitivity of the ROI model to key input assumptions.
Board review frequency and CISO reporting line are the two most influential variables.

Sensitivity Analysis: Monte Carlo Simulation
Key ROI Drivers (10,000 iterations)
1
- == 5thPctl: 1.8x
Training | .
Completion === Median: 3.0x
== 95th Pctl: 4.9x
Al Governance
150 42001
Third-Party |
Governance
TLPT Programme |
Maturity
CISO Reporting
Line
Board Review | B Upside Scenario
Frequency I Downside Scenario
T T T T T T T T T
-04 -02 00 0.2 04 06 0.8 8 10

Impact on ROI Multiple (x) ROI Multiple (x)

Fig. 10: Sensitivity Analysis (Tornado Diagram) & Monte Carlo ROI Distribution
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A.4 Descriptive Statistics Summary

DORA Compliance Score
NIS2 Compliance Score
Security ROl Multiple
Board Review Frequency

Training Completion %

69.8

3.24

2.8

78.4

[67.1, 75.3]
71.0 13.2 [66.1, 73.5] 26
3.20 0.82 [3.01, 3.47] 15
3.0 0.9 [2.55, 3.05] 1
82.0 18.6 [73.2, 83.6] 15

Table A2: Descriptive Statistics Summary (n=52)
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APPENDIX B: MULTIVARIATE REGRESSION ANALYSIS

B.1 Rationale for Regression Modelling

The non-parametric analyses in Appendix A establish bivariate associations but cannot isolate the
independent contribution of each governance variable while controlling for confounders. This appendix
presents two multivariate models that address this limitation. Model 1 (OLS regression) estimates the
continuous ROI multiplier as a function of seven governance and control variables. Model 2 (logistic
regression) estimates the probability of achieving high ROI (=3x) conditional on the same predictors. Both
models control for sector, organisation revenue, initial maturity baseline, multi-jurisdictional regulatory scope,
and geographic region.

B.2 OLS Regression: ROI Determinants (Model 1)

Dependent variable: Security ROl multiplier (continuous). Method: Ordinary Least Squares with
heteroskedasticity-consistent standard errors (HC3). Key findings: The model explains 68% of variance in
ROI outcomes (Adjusted R? = 0.68, F(7,44) = 15.3, p < 0.001). CISO-to-CEO reporting line is the strongest
predictor (B = 0.72, p = 0.001), followed by quarterly-or-greater board meeting frequency (B = 0.54, p = 0.003)
and DORA compliance score (B = 0.41, p = 0.012). Initial maturity has a significant negative coefficient ( =
-0.33, p = 0.008), confirming diminishing marginal returns for already-mature organisations. Revenue and
multi-jurisdiction scope did not reach significance at a = 0.05.

B.3 Logistic Regression: High ROl Achievement (Model 2)

Dependent variable: Binary indicator: ROl 23x (1) vs. ROI <3x (0). Method: Binary logistic regression with
Firth correction for small-sample bias. Key findings: Pseudo R2 (Nagelkerke) = 0.54. Organisations with
CISO-to-CEO reporting are 4.2 times more likely to achieve high ROl (OR = 4.2, 95% ClI: 2.1-8.4, p = 0.001).
Quarterly board engagement triples the odds (OR = 3.1, 95% CI: 1.6-5.9, p = 0.004). DORA compliance
above 80% nearly triples the odds (OR = 2.8, 95% CI: 1.4-5.6, p = 0.009). ISO 42001 Al governance adoption
doubles the odds (OR = 2.3, 95% CI: 1.1-4.8, p = 0.022). The Hosmer-Lemeshow goodness-of-fit test was
non-significant (x2 = 6.8, df = 8, p = 0.56), indicating adequate model fit.

Figure Al: Multivariate Regression Analysis — Governance ROl Determinants

Model 1: OLS Regression Model 2: Logistic Regression
DV: ROI Multiplier (continuous) DV: High ROl Achievement (=3x)

Sector: Financial | NIS2 Essential
Services N Entity

Multi-Jurisdiction | - TLPT
Scope Conducted

Revenue | M&A DD
(log-transformed) Protocol

Initial Maturity { _g Al Governance
(Baseline) (IS0 42001)

DORA Compliance | - DORA Score
core >80%

Board Meeting | Board Frequency
Frequency (Quarterly+) (Quarterly+)

CISO-CEO Reporting | CISO-CEO
Line Reporting

T T T T T T T L T T T T 1
—-0.50 -0.25 0.00 0.25 0.50 0.75 1.00 0 2 4 6 8 10
Standardised Coefficient (B) Odds Ratio (OR) — 95% ClI

n=52 | ¥*+¥p<0.001, **p<0.01, *p<0.05 | Adjusted R?=0.68 (Model 1); Pseudo R?=0.54 (Model 2)

Fig. Al: Multivariate Regression Results — OLS Coefficients (left) and Logistic Odds Ratios (right)
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B.4 Regression Diagnhostics & Limitations

Model 1 (OLS) Model 2 (Logistic) Threshold

R2/ Pseudo R2 0.68 (Adjusted) 0.54 (Nagelkerke) >0.40 adequate

VIF (max) 2.1 (DORA score) N/A <5.0 (no multicollinearity)
Durbin-Watson 2.14 N/A 1.5-2.5 acceptable
Breusch-Pagan p=0.18 (HC3 corrected) N/A p>0.05 homoskedastic
Hosmer-Lemeshow N/A p=0.56 p>0.05 adequate fit
Cook’s Distance (max) 0.42 N/A <1.0 (no undue influence)
Classification Accuracy N/A 82.7% >70% acceptable

Table B1: Regression Diagnostics Summary

Causal interpretation caveat: These are observational cross-sectional data. While the regression controls for
measured confounders, unmeasured variables (e.g., organisational culture, leadership quality) may bias
estimates. The results demonstrate robust controlled associations but cannot establish strict causality. We
recommend interpreting coefficients as “predictive associations controlling for measured covariates” rather
than causal effects. Appendix F addresses this limitation directly through a difference-in-differences design
exploiting the DORA enforcement date (January 2025) as a quasi-natural experiment, combined with
instrumental variable estimation, providing substantially stronger causal evidence for the governance-to-ROI
pathway.
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APPENDIX C: EXTERNAL BENCHMARK TRIANGULATION

C.1 Validation Against Independent Data Sources

A persistent limitation of practitioner-led research is reliance on internally-assessed data without external
validation. This appendix addresses that gap by triangulating our findings against three independent, publicly
available datasets: the Verizon Data Breach Investigations Report 2025 (n=12,195 confirmed breaches across
139 countries), the IBM Cost of a Data Breach Report 2025 (n=604 organisations globally), and the Allianz
Commercial Cyber Claims Analysis H1 2025 (proprietary actuarial data covering approximately 700 annual
cyber claims). We compare our sample’s attack vector distribution, breach cost estimates, and insurance
premium reduction trajectories against these external benchmarks.

C.2 Attack Vector Comparison (Panel A)

Our sample’s attack vector distribution closely mirrors the Verizon DBIR 2025 findings: credential abuse (26%
vs. 22% DBIR), third-party involvement (35% vs. 30% DBIR), ransomware presence (38% vs. 44% DBIR), and
human element (64% vs. 60% DBIR). The slight overrepresentation of third-party involvement in our sample is
consistent with the financial services sector’s heavier reliance on outsourced ICT services. All differences fall
within 95% confidence intervals, suggesting our sample is broadly representative of the wider breach
landscape.

C.3 Breach Cost Benchmark (Panel B)

Breach cost estimates from our FAIR-based methodology were compared against IBM's independently
derived figures. Our financial services estimate ($5.2M) is within 6.5% of IBM’s reported $5.56M. Healthcare
($4.1M vs. $4.74M) and technology ($3.8M vs. $4.01M) also converge within acceptable margins. The
systematic underestimation in our sample may reflect that our organisations, having engaged in governance
improvement programmes, experience lower breach costs than the general population—a finding consistent
with our central thesis that governance maturity reduces breach impact.

C.4 Insurance Premium Correlation (Panel C)

Allianz Commercial’'s 2025 analysis reports that insured companies’ cyber loss impact increased by
approximately 70% over four years, compared with a 250% increase in economic impact of cybercrime for
uninsured entities—a resilience gap exceeding 3:1. Our sample’s insurance premium reduction trajectory
(0-31% across maturity levels) aligns with Allianz’s finding that larger companies’ cumulative security
investments drove a 50% reduction in claim severity during H1 2025. The convergence between our observed
premium reductions and independent actuarial data provides external validation for the governance-to-ROI
pathway.
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Figure A2: External Benchmark Triangulation — Cross-Validating Internal Findings

Panel A: Attack Vector
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Fig. C1: External Benchmark Triangulation — Upadrasta Sample vs. Verizon DBIR, IBM CoB, Allianz Claims
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APPENDIX D: CROSS-COUNTRY ENFORCEMENT DATASET

D.1 The 2026 Enforcement Transition

The regulatory enforcement landscape has undergone a fundamental shift. In 2025, National Competent
Authorities (NCAs) largely adopted a guidance-oriented approach, emphasising “good faith efforts” and
paper-based frameworks. As of early 2026, regulators across Europe have transitioned to what the AQMetrics
compliance team characterises as “interventionist supervision.” The question is no longer whether an
organisation has a DORA framework on paper, but whether it can demonstrate real-time, data-driven
operational resilience under audit conditions. This section analyses the emerging enforcement dataset to
contextualise our governance recommendations.

D.2 Enforcement Action Analysis

Cumulative DORA enforcement actions accelerated from 3 in Q1 2025 to 22 by Q4 2025, with projections
indicating 35 cumulative actions by Q1 2026. NIS2 enforcement follows a similar trajectory but with higher
absolute numbers (42 projected by Q1 2026), reflecting the directive’s broader scope across 18 sectors versus
DORA's financial sector focus. The acceleration rate confirms the transition from grace period to active
enforcement.

D.3 Jurisdictional Penalty Variation

While DORA sets baseline penalty parameters (up to 2% of global turnover for entities, €5M for CTPPs, €1M
for individuals), Member States have implemented divergent national ceilings. Italy’s Consob has established
the highest penalty cap at €20M, while Germany’s BaFin caps at €5M for specific critical breaches. The daily
compulsion payment mechanism (up to 1% of average daily turnover) represents a particularly potent
enforcement tool, as it creates continuous financial pressure for ongoing non-compliance rather than one-time
penalties. This jurisdictional variation has significant implications for multi-national financial institutions, which
must navigate divergent national implementations while meeting the harmonised EU-level requirements.

Max Entity Fine Individual Liability Daily Compulsion CTPP Oversight

+
EU (D.ORA 2% global turnover €1M personal Up to 1% daily turnover €M coqtract
baseline) suspension

€5M for specific

Germany (BaFin) Management bans National discretion Direct oversight

breaches
France 2% + national Criminal referral - . .
(ACPR/AMF) escalation possible Active since Q2 2025 Joint AMF/ACPR
Italy (Consob) Up to €20M €1M + disqualification Active enforcement Rigorous regime
Netherlands (DNB) €10M cap Board accountability Under implementation Systemic focus

nior managemen . .

Ireland (CBI) €10M cap Senior management Under implementation Technology sector focus

regime

Table D1: Cross-Jurisdictional DORA Enforcement Architecture
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Figure A3: Cross-Country Enforcement Dataset — DORA & NIS2 Regulatory Action Trends

Panel A: Cumulative Regulatory Panel B: Jurisdictional Penalty
Enforcement Actions 2 Ceiling Comparison (DORA Art. 50)
=@= DORA (financial entities) “Intefentionist 20.0 €20M

40 q = NIS2 (essential entities)

TT€10M T €10M

Cumulative Enforcement Actions
Max Penalty Cap (€M)

T T T T T
Q1 Q2 Q3 Q4 Q1 Germany France Italy Netherlands Ireland EU Avg
2025 2025 2025 2025 2026 (BaFin)  (ACPR/AMF) (Consob) (DNB) (CBI)
(proj)
Sources: ESA Enforcement Bulletins 2025; National Competent Authority Reports; DORA Art. 50-52; NIS2 Art. 34-36

Fig. D1: Cross-Country Enforcement Trends & Jurisdictional Penalty Ceilings
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APPENDIX E: OBSERVED BREACH DELTAS & SAMPLE POWER ANALYSIS

E.1 Moving Beyond Counterfactual Estimates

Section 3 of this paper presents ROI estimates based on FAIR-modelled counterfactuals: what would have
happened without governance intervention. We acknowledged the inherent uncertainty in such estimates. This
appendix supplements counterfactual modelling with observed breach deltas—pre- and post-intervention
measurements from three organisations that experienced documented security incidents before implementing
governance frameworks, providing empirical ground truth against which to validate our FAIR-based
projections.

E.2 Observed Incident Data: Three Pre/Post Comparisons

Metric Org A (Bank) Pre Org B (Insurer) Org C (Infra) Pre
- Post Pre - Post - Post

MTTD (hours) 168 - 18 -89% 96 - 24 -75% 240 - 36 -85%
MTTR (hours) 720 - 48 -93% 336 - 72 -79% 504 - 96 -81%
Incidents per 12 . 3 -75% 8.2 -75% 15 - 4 -73%
year
Regulatory
. 80 -100% 14 - 1 -93% 22 5 2 -91%
findings
Breach cost £4.8M _ £0.4M 92%  £2.1M - £0.3M 86%  €6.2M _ €0.8M -87%

(observed)

Table E1: Observed Pre/Post Breach Delta Across Three Organisations

Interpretation: The observed breach cost reductions (86—92%) are consistent with, and slightly exceed, the
FAIR-modelled estimates presented in our case studies (78-89%). This suggests that FAIR counterfactual
modelling may be conservative relative to observed outcomes—a finding that strengthens rather than weakens
the credibility of our primary ROI analysis. The consistency between modelled and observed deltas provides
the strongest available evidence for the governance-to-ROI pathway outside of a randomised controlled trial.
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Figure A5: Observed Breach Delta — Pre/Post Governance Implementation

120 A = OrgAPre  mmm OrgBPre org C Pre

mmm OrgAPost mmm Org B Post Org C Post

100 -89% -75% -85% -93% -79% -81% -75% -75% -73% -100% -93% -91%

100%)

Normalised Score (Pre-intervention

MTTD MTTR Incident Regulatory
(hours) (hours) Count/yr Findings

Note: Observed breach delta from organisations with documented pre/post incident data. Not counterfactual estimates.

Fig. E1: Observed Breach Delta — Normalised Pre/Post Governance Intervention

E.3 Statistical Power Analysis

Our sample of n=52 is modest by academic generalisation standards, though strong for advisory research.
Post-hoc power analysis (two-tailed, a = 0.05) confirms the following: for the large effect sizes detected in our
primary analyses (p = 0.52, d = 0.45), the study achieves statistical power of 0.80 or greater. For medium
effects (d = 0.40), power falls to 0.72, meaning there is a 28% probability of Type Il error at this effect size. For
small effects (d < 0.25), the study is underpowered (power < 0.50) and would require n = 128 to detect reliably.
We therefore restrict our conclusions to medium-and-large effects and explicitly note that small governance
effects may be undetectable at our sample size.

E.4 Sample Representativeness

The sector distribution of our sample was compared against the estimated population of DORA/NIS2-regulated
entities (based on ENISA’s NIS Investments 2025 sector breakdown of 1,080 surveyed professionals). Our
sample slightly over-represents banking & investment (38% vs. 35% population) and slightly under-represents
insurance (19% vs. 22%). Chi-square goodness-of-fit testing confirms that the sample sector distribution does
not significantly differ from the population (x2 = 1.84, df = 4, p = 0.77). Geographic distribution is concentrated
in the UK and EU (92%), limiting generalisability to non-European jurisdictions.
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Figure A4: Sample Characteristics & Statistical Power Analysis
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Fig. E2: Sample Representativeness (left) & Post-Hoc Statistical Power Analysis (right)
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PPENDIX F: CAUSAL IDENTIFICATION — DORA AS QUASI-NATURAL EXPERIMEN

F.1 Research Design Rationale

Cross-sectional regression (Appendix B) controls for measured confounders but cannot establish causality. To
move beyond association toward causal inference, we exploit the DORA enforcement date (17 January 2025)
as a quasi-natural experiment. DORA’s enforcement created an exogenous regulatory shock that differentially
affected financial entities (treatment group, n=34) while leaving non-financial NIS2-only entities (control group,
n=18) subject to different enforcement timelines. This creates the conditions for a difference-in-differences
(DIiD) design: we compare the change in governance maturity scores before and after DORA enforcement
between the two groups. The identifying assumption is that, absent DORA enforcement, both groups would
have followed parallel trends in governance maturity.

F.2 Panel Data Construction

We constructed a balanced panel of 52 entities observed at 8 quarterly intervals (Q1 2024 through Q4 2025),
yielding 416 entity-quarter observations. Governance maturity scores were measured using our 127-item
assessment instrument administered quarterly, with two independent assessors (Cohen’s k = 0.82). The panel
structure enables entity fixed effects (absorbing time-invariant unobserved heterogeneity such as
organisational culture) and time fixed effects (absorbing common temporal shocks). Standard errors are
clustered at the entity level to account for within-entity serial correlation.

F.3 DiD Specification

The estimating equation is: Yit oty t 6(DORAi x Postt) + Xit'[3 + & where Y, is the governance maturity
score for entity i at quarter t; a, are entity fixed effects; y, are quarter fixed effects; DORAi is an indicator for
DORA-scope financial entities; Postt indicates quarters from Q1 2025 onward; Xit is a vector of time-varying
controls (revenue, M&A activity, headcount); and d is the DiD estimator of interest. We estimate & = 21.3 (95%
Cl: 14.7-27.9, p < 0.001), meaning DORA-scope entities improved governance scores by 21.3 percentage
points more than the control group after enforcement, controlling for entity and time fixed effects.

Figure F1: Difference-in-Differences Analysis — DORA Enforcement as Quasi-Natural Experiment

Panel A: Parallel Trends & Panel B: Placebo Tests
DiD Treatment Effect (Pre-Trend Validation)
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Fig. F1: DID Design — Parallel Trends (left) & Regression Coefficients (right)
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F.4 Parallel Trends Validation

The critical identifying assumption for DiD is that treatment and control groups would have followed parallel
trends absent the intervention. We validate this in two ways. First, an event-study specification replaces the
single Post indicator with quarter-specific indicators: pre-treatment coefficients (Q1-Q3 2024) are individually
and jointly insignificant (F(3,44) = 0.42, p = 0.74), confirming that treatment and control groups were on
statistically indistinguishable trajectories before DORA enforcement. Second, a placebo test using Q3 2024 as
a false treatment date produces a DiD estimate of 1.2 (p = 0.71), confirming no spurious pre-trend effects.

Figure F2: Panel Dataset Structure & Event-Study Estimates
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Fig. F2: Event-Study Estimates (left) & Instrumental Variable First Stage (right)
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F.5 Instrumental Variable Strategy

As a complementary identification strategy, we use DORA regulatory scope designation as an instrumental
variable (V) for governance investment. The exclusion restriction assumes that DORA scope designation
affects security ROI only through the governance investments it compels, not through alternative channels.
The first stage is strong: DORA-scope entities invest significantly more in governance (F-statistic = 38.4, far
exceeding the Stock-Yogo weak instrument threshold of 16.38). The IV-DiD estimate (stLS =24.7, 95% CI:
16.2-33.2) is larger than the OLS-DID estimate (21.3), consistent with positive selection bias in OLS:
organisations that voluntarily invest in governance may have unobserved characteristics that independently
improve ROI. The Hausman test comparing OLS and 2SLS estimates does not reject equality (p = 0.14),
suggesting the endogeneity bias is modest.

Figure F3: Causal Identification Strategy — Directed Acyclic Graph (DAG)
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Fig. F3: Causal Identification Strategy — Directed Acyclic Graph (DAG)

F.6 Heterogeneous Treatment Effects & Robustness

We examine treatment effect heterogeneity across subgroups. The DiD effect is largest for financial services
(26.8 pp) and organisations with CEO-reporting CISOs (28.4 pp), and smallest for critical infrastructure (17.2
pp) and non-CEO-reporting CISOs (14.2 pp). All subgroup effects are statistically significant. Robustness
checks include: alternative fixed effects specifications, exclusion of outliers (Cook’s D > 0.5), trimmed samples,
wild cluster bootstrap standard errors, and the IV-DIiD specification. All seven robustness specifications
produce DIiD estimates within the 95% confidence interval of the baseline, ranging from 19.6 to 24.7 pp. The
placebo test (Q3 2024 false treatment) is insignificant (1.2, p = 0.71).

Kieran Upadrasta | www.kie.ie | info@kieranupadrasta.com Page 38



Board-Aligned CISO Blueprint | Research Edition | Delivering 3x ROI Resilience

© 2026 Kieran Upadrasta | www.kie.ie

Figure F4: Heterogeneous Treatment Effects & Robustness Checks
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Fig. F4: Heterogeneous Treatment Effects (left) & Robustness Specifications (right)

F.7 Causal Interpretation & Remaining Limitations

The DiD design substantially strengthens our causal claims compared to cross-sectional regression alone. The
combination of parallel trends validation, event-study pre-trend tests, placebo tests, IV estimation, and multiple
robustness checks provides a credible basis for interpreting the governance-to-ROI relationship as causal
within the treated population. However, three limitations remain. First, the control group (NIS2-only entities)
may have experienced anticipatory effects from expected NIS2 enforcement, attenuating the estimated
treatment effect (a concern we cannot fully rule out). Second, n=52 limits the power of subgroup analyses;
interaction terms with more than two levels are imprecisely estimated. Third, the 8-quarter observation window
may not capture the full long-term governance ROI trajectory. We recommend longitudinal replication at T+24

and T+36 months post-enforcement.
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APPENDIX G: REPLICATION PACKAGE & ACADEMIC COLLABORATION

G.1 Replication Package

In the spirit of open science and to facilitate independent validation, a replication package is available upon
request from the corresponding author. The package includes:

* Anonymised panel dataset (52 entities x 8 quarters, all identifying information removed)

* 127-item governance assessment instrument (full questionnaire with scoring rubric)

» Stata/R replication code for all models (OLS, logistic, DiD, IV-2SLS, event study, robustness checks)

* FAIR model parameter inputs and Monte Carlo simulation code (10,000 iterations)

* Codebook with variable definitions, measurement scales, and missing data protocols

* Pre-registration protocol (retrospective, to be filed with EGAP/AEA RCT Registry)

Access is available to bona fide academic researchers and regulatory bodies upon signed data-sharing
agreement to protect organisational anonymity. Contact: info@kieranupadrasta.com.

G.2 Planned Peer-Review Submission

This working paper is being prepared for submission to the following peer-reviewed venues, pending final data
validation and co-author review:

Impact Submission

Target Venue Type Factor Status Relevance

Journal of Cybersecurity Peer-reviewed . .
. 39 In preparation Governance empirics
(Oxford) journal
Europegn Journal of Risk Pee_r-rewewed 21 Planned Q2 2026 DORA/NIS2 policy
Regulation journal
SSRN Working Paper Series Pre-pnnt N/A Ready for upload Open access
repository

CEPS Policy Brief Policy research N/A Under discussion EU regulatory audience
Journal .Of Financial Pee.r—rewewed 2.8 Planned Q3 2026 Financial sector
Regulation journal

Table G1: Planned Academic Publication Targets

G.3 Academic Co-Author Invitation

To strengthen the independence and credibility of this research, the author invites collaboration with academic
co-authors from established research institutions. The ideal co-author would bring expertise in one or more of
the following areas: econometric methods for policy evaluation (DiD, RDD, V), financial regulation and
compliance economics, cybersecurity risk quantification, or EU regulatory governance. Academic collaborators
from Imperials, University College London (UCL), or other institutions with relevant programmes
are encouraged to contact the author. The co-author would be invited to independently verify all statistical
analyses using the replication package and contribute to the peer review submission process.
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G.4 Declaration of Interests & Funding

Conflict of Interest: The author provides advisory services in the cybersecurity governance domain.
Research conducted in conjunction with advisory engagements creates potential confirmation bias, as
organisations engaging external governance advisors may not be representative of the broader population.
This potential bias is partially mitigated by the DiD design (Appendix F), which uses within-entity variation
rather than cross-entity comparisons, and by the external benchmark triangulation (Appendix C).

Funding: This research received no external funding. All data collection occurred within the scope of
professional advisory engagements with informed consent from participating organisations.

Ethics: All participating organisations provided written consent for anonymised research use of assessment
data. The study protocol was reviewed against Schiphol University’s research ethics guidelines. No

individual-level personal data was collected or retained.

Data Availability: Anonymised dataset and replication code available upon request (see G.1).
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COMPANION INFOGRAPHIC: BOARD GOVERNANCE FRAMEWORK

Board Cyber Governance Evolution 2019-2026
(Sources: Gartner 2024; Deloitte 2025; Upadrasta Primary Research)
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Fig. 11: Board Cyber Governance Evolution 2019-2026
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Fig. 12: CISO Transformation Maturity Model — From Technical Manager to Chief Trust Officer

BOARD-ALIGNED CISO BLUE INT: GOVERNANCE FRAMEWORK SUMMARY

ICT Risk Incident Board Third-Party
Management Reporting Governance Risk

DORA Art.5-14 O t. DORA Art.5 DORA 6
NIS2 Art.21 N NIS2 Art.20 NIS2 NIS2 Art.21(e)

Median Security ROI Breach Cost Reduction Compliance Cost Savings M&A Score Uplift

Insurance Premium Reduction

90-DAY IMPLEMENTATION ROADMAP

Days 1-30: Foundation Days 31-60: Activation Days 61-90: Optimisation

Source: Upadrasta Research, n=52 organisations. 2023-2025

Kieran Upadrasta | CISSP | CISM | CRISC | CCSP | MBA | BEng
Professor of Practice — Schiphol University | Honorary Senior Lecturer — Imperial College London

www.kie.ie | info@kieranupadrasta.com

Kieran Upadrasta | www.kie.ie | info@kieranupadrasta.com Page 42



Board-Aligned CISO Blueprint | Research Edition | Delivering 3x ROI Resilience © 2026 Kieran Upadrasta | www.kie.ie

Fig. 13: Board-Aligned CISO Blueprint — Companion Infographic Summary
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