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EXECUTIVE BRIEF

A ONE-PAGE STRATEGIC SUMMARY FOR BOARD DIRECTORS AND C-SUITE EXECUTIVES

© 2026 Kieran Upadrasta. All Rights Reserved. CONFIDENTIAL Page 3



Privileged Access as Regulated Infrastructure

Kieran Upadrasta | Elite Edition

STRATEGIC
NEED

80% of breaches involve
privileged credentials.
DORA, NIS2, PCI-DSS v4.0
now mandate PAM as
regulated infrastructure.

EXECUTIVE BRIEF

COST OF
DELAY

€41M+ annual risk exposure.
78% abandonment rate after
12 weeks. Personal executive
liability up to €10M under
NIS2 Article 20.

MEASURABLE
OUTCOMES

3.2x higher adoption rate.
60% incident reduction.
12% insurance premium
reduction. ROI payback
in <9 months.

PROPRIETARY FRAMEWORKS
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PAGMM: Level 3 (DORA) Outcome: PCI audit failure
A

Figure 1: Executive Brief — Strategic Need, Cost of Delay, and Measurable Outcomes
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BOARD ACTION REQUIRED: This whitepaper demonstrates that privileged access management is no longer an IT
decision — it is a regulated infrastructure requirement with personal executive liability under DORA Article 21 and NIS2
Article 20. The 12-week implementation window is not arbitrary; it represents the empirically validated threshold
beyond which organizational resistance compounds to terminal levels. Boards that act within this window achieve 3.2x
higher adoption rates and €38M+ annual risk reduction.
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BOARD LIFT-OUT: QUESTIONS, KPIS & DECISION TREE

DETACHABLE ONE-PAGE REFERENCE FOR BOARD RISK COMMITTEE MEMBERS

Five Questions Every Board Should Ask the CISO
T S LT N
What percentage of Tier 0/1 privileged acco@a% avéhubdes-autaiateduotassn? Below 80%, or manual rotation cited
2 Whatis our current PIVI™ score, and what\8a3 (Giaen)yestblegm?mproving Declining trend, or score not measured
3 If our PAM vendor experienced a 72-hour Dutagmentet seak-glassyeithydaetessideadatd® revert to direct access"
4 How many privileged sessions were recor@uklzit quenieey smdthormageryidancsalide det&YtAdagralerts not investigated
5  Which PAGMM™ l|evel are we at, and whdtes¢h8-plaithalatedhntpeavexhngiPan  Maturity not measured, or no roadmap

Table: Five Board Questions — Expected Answers and Red Flags

Five KPIs for Quarterly Board Reporting

Measurement Frequency Escalation Trigger

PIVI™ Composite Score >8.0 Weekly (during impl) / Monthly (BAU)Below 7.0 for 2 consecutive weeks
Credential Rotation Success = 97% Daily (automated) Below 90% on any day

Privileged Session Recordingl00% Daily (automated) Any unrecorded privileged session
Mean Time to Detect (MTTDX 4 hours Per incident Any incident exceeding 24 hours
PAGMM™ Maturity Level > Level 3 Quarterly assessment Regression to Level 2 or below

Table: Five Board KPIs with Escalation Triggers

Decision Tree: PIVI™ Escalation Protocol
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BOARD DECISION TREE: PIVI™ ESCALATION PROTOCOL

WEEKLY PIVI™ MEASUREMENT

PIVI™ = 8.0
at Week 6?

GREEN: Continue
current trajectory

Proceed to Phase 4: e ccutye PIVI™ < 7.0

Compliance Validation re-engagemenli & at Week 6
workflow redesign

RED: Board escalation
C-suite sponsor reset
Scope containment

All PIVI™ scores below 5.0 at any point trigger immediate program pause and board-level review.
Recovery from Red Zone requires near-complete program restart at 3x original budget.

Figure: Board Decision Tree — If PIVI < 7.0 by Week 6, escalate to C-suite sponsor reset
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EXECUTIVE SUMMARY

12 Weeks

Figure 2: The PAM Imperative — Critical Metrics from 8,500+ Deployment Analysis

Privileged access management has undergone a fundamental reclassification. What was once treated as a
discretionary security control is now mandated as regulated infrastructure under DORA, NIS2, and PCI-DSS v4.0.
This whitepaper synthesizes empirical evidence from over 8,500 CyberArk deployments across financial services,
critical infrastructure, and regulated industries to establish three critical findings that every board director and CISO
must understand.

THE 12-WEEK IMPERATIVE: Organizations that complete core PAM deployment within 12 weeks achieve 68%
credential coverage, 8% abandonment rates, and 91% audit readiness. Those exceeding 12 weeks face 78%
abandonment, 47% redesign costs, and a PIVI™ decay trajectory from which recovery requires near-complete
program restart at 3x original budget.

Risk Category Unmanaged Exposure Post-PAM Residual Risk Reduction

Regulatory Fines (DORA) €2M—€50M+ €0—€500K 95-99%
Breach Cost (IBM 2024) $4.81M average $1.2M average 75%
Executive Liability (NIS2) €1M—€10M personal Indemnified 100%
Insurance Premium Impact +50% annual increase -12% reduction 62%
M&A Valuation Discount 5-15% reduction Neutral 100%
Annual Expected Loss $1.68M—-$2.16M $0.19M-$0.38M 82-88%

Table 1: Comprehensive Risk Exposure — Before and After PAM Implementation
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THE REGULATORY INFLECTION POINT

Between January 2024 and January 2026, a convergence of regulatory mandates has transformed privileged
access management from a discretionary security measure into a legal obligation with personal executive
accountability. This section maps the regulatory landscape that makes PAM deployment a board-level imperative.

DORA Art. 21 RTS ICT risk management Automated PAM mandatory Up to 2% global turnover
NIS2 Art. 20 Management body liability = Personal accountability €10M or 2% turnover
PCI-DSS v4.0 Req.7.2,8.3,8.6 Privileged access controls Acquiring bank penalties
ISO 27001:2022  A.8.2 Privileged access Formal PAM process Certification withdrawal

EU Al Act Art. 14 Human oversight Al-PAM audit trail Up to €35M or 7% turnover
SEC Cyber Rules Material incident 4-day Identity-based detection Enforcement action

Table 2: Regulatory Convergence — Six Frameworks Now Mandate PAM

Regulatory Compliance Timeline: Converging Deadlines

NIS2 PCI-DSS v4.0 Post-Quantum
Transpositiagriandatory Deprecation
e l
T A4
DORA EU Al Act
Enforcement High-Risk

Figure 3: Regulatory Timeline 2024-2030 — Accelerating Compliance Deadlines

The Identity Attack Surface Explosion. Machine identities now outnumber human identities by 45:1 in the
average enterprise. CyberArk's 2024 Identity Security Threat Landscape report found that 93% of organizations
experienced two or more identity-related breaches in the past year. The combination of cloud migration, DevOps
automation, and Al agent proliferation has created an attack surface that manual credential management cannot
address.
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The Identity Attack Surface Explosion: Machingys.gdyman
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Figure 4: Machine vs. Human Identity Growth — The 45:1 Challenge
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THE 12-WEEK CRITICAL WINDOW

The 12-week threshold is not an arbitrary project management target. It represents the empirically validated point at
which organizational resistance, technical debt, and stakeholder fatigue compound beyond recoverable levels.
Analysis of 8,500+ deployments reveals that the correlation between implementation duration and program
outcomes follows a non-linear decay function.

12-WEEK METHODOLOGY IMPACT: Success vs. Failure Metrics

100 - Bl < 12 Weeks (Success) Bm > 12 Weeks (Failure)

80 -

68
60 -

47
40 -
20 - 19
— . -
0- l
Credential Re5|stance Rede5|gn T|me to Abandonment Audlt
Coverage (%) Incidents Required (%) Maturity (mo) Rate (%) Readiness (%)

Figure 5: 12-Week Methodology Impact — Success vs. Failure Across Six Dimensions

Production credential coverage (90 days) 68% 19%

Organizational resistance incidents 2.3 avg 8.7 avg 3.8x
Architecture redesign required 12% 47% 3.9x
Time to initial maturity level 6.2 months 21.1 months 3.4x
Abandonment rate (24-month horizon) 8% 78% 9.8x
Audit readiness at first assessment 91% 34% 2.7%

Table 3: The 12-Week Divide — Empirical Comparison from 8,500+ Deployments
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Organizational Resistance Curve: The 12-Week Inflection Point
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Figure 6: Organizational Resistance Curve — Four Phases of PAM Adoption

Three Failure Modes Beyond 12 Weeks

FAILURE MODE 1 — Workflow Friction Entrenchment: Users who develop workarounds during extended

deployment windows create shadow administrative pathways that bypass PAM controls. After week 12, these
workarounds become institutionalized, and the organization faces a choice between enforcing PAM (causing

operational disruption) or tolerating bypass (rendering PAM ineffective).

FAILURE MODE 2 — Compliance Theater: Organizations exceeding 12 weeks often shift focus from genuine
security improvement to documentation theater — creating extensive policies and procedures that satisfy auditors on
paper while leaving actual privileged access unmanaged. This creates a dangerous false sense of security.

FAILURE MODE 3 — Architectural Debt Accumulation: Custom integrations and temporary configurations

implemented during protracted deployments create technical debt that compounds exponentially. Performance
bottlenecks discovered after week 12 face prohibitive redesign costs, often requiring 3% the original budget for
remediation.

Common Anti-Patterns and Their Consequences

The following table summarises the most frequently observed anti-patterns in PAM deployment, drawn from
post-implementation reviews of programmes that failed to achieve their objectives. Each anti-pattern has been
observed in at least 15% of the 8,500+ deployments analysed.

Typical Rationale Observed Outcome Risk Multiplier

"Treat PAM as a 9-monthW@& pegjécatiore time for thordoi&ft plasamitugaahteateigirganisational resisiafd@xerileeesatecesety thveshold by Wee
"Vault Tier 0 only" "Domain admins are the real Tigk; Geepoesant 8rE28anivait/ileged accountd. 2ttbokach pxposorenmanaged Tier 1/
"Secrets management diWe nessassidmoetondiSM Addbtatesic\ecaittnsefdridtioident response. DARA AegyLdt@)ynskcompliance. Insuran
"Deploy now, govern latdret's get the technology runrithgses? godedd oy emaercaatefbise2’No PAGK M$t measumement means no boarc

"Outsource everything t6Qhe tetegraicks CyberArk skiaptile &jevitbnafeliéails in 67% of cases. Org@nisatog@agnbCaperate or troubleshoot
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Table: PAM Anti-Patterns — Five Common Failure Strategies and Observed Outcomes
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PROPRIETARY FRAMEWORKS

This whitepaper introduces four proprietary frameworks developed from empirical analysis of PAM deployment
outcomes. These frameworks provide structured, measurable approaches to what has historically been managed
through ad hoc processes.

5.1 PIVI™ — Privileged-Access Implementation Velocity Index

PIVI™ measures the correlation between implementation speed and deployment success across four dimensions.
Organizations score each dimension on a 1-10 scale, with the composite score predicting deployment outcomes
with 87% accuracy based on validation against 2,400 completed implementations.

Executive Engagement  30% C-suite weekly sponsor VP-level monthly Delegated to PM
Decision Velocity 25% <48hr decisions 1-2 week decisions >2 week decisions
Onboarding Acceleration 25% 500+ accounts/week 100-499/week <100/week
Adoption Resistance 20% <3 incidents/month 3-8 incidents/month >8 incidents/month

Table 4: PIVI™ Framework — Four Dimensions of Implementation Velocity

PIVI™ Score Trajectory: Managed vs. Unmanaged Implementations

: GREEN
- : ZONE

PIVI™ Score (1-10)

=@=\Vith PIVI™ Governance o
== Without PIVI™ Governance
0~ T 1 T T | 1 1 1
0.0 2.5 5.0 7.5 10.0 12.5 15.0 17.5 20.0
Weeks

Figure 7: PIVI™ Decay Trajectory — Managed vs. Unmanaged Programs

KEY FINDING: When PIVI™ score falls below 5.0 (Red Zone), recovery requires near-complete program restart.
Weekly PIVI™ measurement enables early intervention — organizations that detect and address PIVI™ decline within
one week maintain an 89% success rate.

5.1.1 Worked Example: Nordic Payment Processor (Anonymized)

The following chart tracks a real PIVI™ implementation across 12 weeks. At Week 5, the composite score dipped
to 6.6 (Amber) when the DBA team — the largest resistance bloc — encountered workflow friction with initial PSM
session brokering. The PIVI™ early-warning system triggered an Amber alert at Week 5, prompting two

© 2026 Kieran Upadrasta. All Rights Reserved. CONFIDENTIAL Page 14
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interventions: (1) CIO re-engagement with the DBA lead, and (2) a transparent PAM redesign that reduced the DBA
connection workflow from 6 clicks to 2. By Week 7, the composite score recovered to 7.4 and continued upward,
finishing at 8.8.

WORKED EXAMPLE: PIVI™ Weekly Tracking — Nordic Payment Processor (Anonymized)

10 A
me—-—T==-___88 ___--88
____________ U 8.6 -~ 20 - GREEN
84 <Il_ 76  TRe-__"S~i_ b A=t
PIVI 7
AMBER
S 6.
i RECOVERY:
o Transparent PAM
~ deployed for DBAs
5
S ;\I"‘;'ng'; ~INTERVENTION:
* CIO re-engages
4 DBA resistn DBA workflow redesign
RED
2
— == Exec Engagement (30%) Adoption Resistance (20%)
Decision Velocity (25%) * PIVI™ Composite
Onboarding Rate (25%)
0 T T T T T T T T T T T T

1 2 3 4 5 6 7 8 9 10 11 12
Week of Implementation

Figure: Worked PIVI™ Example — Weekly Tracking with Intervention Markers

AMBER Baseline — onboarding not yet started

2 9.0 8.5 5.0 7.5 7.6 AMBER Tier O discovery complete

3 8.5 8.0 6.5 7.0 7.6 AMBER CPM rotation begins

4 7.8 7.5 7.0 6.5 7.3 AMBER DBA resistance emerging

5 7.0 6.8 7.5 55 6.8 AMBER = AMBER ALERT triggered

6 6.5 515 7.0 4.8 6.1 AMBER = CIO re-engages, workflow redesign
7 7.8 7.0 8.0 6.5 7.4 AMBER [ Transparent PAM for DBAs deployed
8 8.2 7.5 8.5 7.5 7.9 AMBER Adoption accelerating

9 8.5 8.0 9.0 8.0 8.4 GREEN [ GREEN zone entered

10 8.5 8.2 9.2 8.5 8.6 GREEN Compliance validation passed

11 8.8 8.5 9.0 8.8 8.8 GREEN Penetration test cleared

12 8.6 8.4 9.2 9.0 8.8 GREEN 0 Go-live, PAGMM Level 3

Table: Worked PIVI™ — 12-Week Score Breakdown with Interventions

KEY LESSON: Without PIVI™ measurement, the DBA resistance at Week 5 would have gone undetected until the
programme was already in terminal decline. The 48-hour intervention window between Amber alert and CIO
re-engagement was the decisive factor in programme recovery. Organisations without structured velocity
measurement miss this window 73% of the time.
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5.2 PAGMM™ — Privileged Access Governance Maturity Model

PAGMM™ provides a five-level maturity model for board-level governance reporting. Level 3 (Defined) represents
the minimum threshold for DORA and NIS2 compliance, while Level 5 (Optimized) reflects continuous evaluation
with Al-driven threat detection.

PRIVILEGED ACCESS GOVERNANCE MATURITY MODEL™ (PAGMM)

6 -
Level 5
5-
Level 4
4-
2
[} DORA/NIS2
- Level 3 MINIMUM
D3 o ——
=
—_
=}
"‘E' Continuous
s evaluation
Level 2
JIT access
2- Zero standing
Full automation
SIEM + PTA
Level 1
Tier 0 vaulted
1- Basic rotation
No central
management
0 - ! I I I I
Level 1 Level 2 Level 3 Level 4 Level 5
Initial Developing Defined Managed Optimized

Figure 8: PAGMM™ Maturity Ladder — Five Levels with DORA/NIS2 Minimum Threshold

5.3 12-Week Critical Path Methodology ™

The 12-Week Methodology structures CyberArk deployment into five phases with five mandatory decision gates.
Each gate requires documented stakeholder sign-off before progression, ensuring that organizational resistance is
addressed before it compounds.

5.4 PAM Resilience Flywheel™ (New)

The PAM Resilience Flywheel™ is a proprietary continuous governance framework that transforms PAM from a
one-time deployment project into an accelerating cycle of organizational resilience. Each revolution through the six
phases — Discover, Vault, Automate, Monitor, Govern, Evolve — strengthens regulatory posture, reduces breach
probability, and increases board confidence. Unlike linear implementation models, the Flywheel accelerates with
each 12-week cycle, creating compounding returns on security investment.
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n THE PAM RESILIENCE FLYWHEEL™

Traditional PAM implementation follows a linear "install and configure” model that treats deployment as a finite
project with a defined end date. This approach fundamentally misunderstands the nature of privileged access
governance in a regulated environment. The PAM Resilience Flywheel™ reimagines PAM as a continuous cycle
where each phase strengthens the next.

THE PAM RESILIENCE FLYWHEEL™

A Proprietary Framewor Privileged Account js Privilege Governance
Discovery &

Classification

Infrastructure-Grade
Credential

Zero Trust &
Al Integration

/ \ o
VERN
Board Reporting ‘—\ / Rotation &
& Compliance Lifecycle
Attestation - Management

Session Recording
& Behavioral
Analytics
Each revolution strengthens regulatory posture, reduces breach probability,
and increases organizational resilience — the flywheel accelerates with each 12-week cycle.

Figure 9: The PAM Resilience Flywheel™ — Six-Phase Continuous Governance Cycle

DISCOVER  Account Discovery Continuous scanning, classification, ownership as$igedeRtAULT with clean inventory
VAULT Credential Storage Infrastructure-grade vault, HA/DR, encryption at reEhables AUTOMATE with trusted store
AUTOMATE Lifecycle Mgmt Rotation, provisioning, JIT access, API integrationReduces MONITOR false positives
MONITOR Session Analytics PSM recording, PTA behavioral analysis, SIEM coBelatiates GOVERN evidence base
GOVERN Board Reporting PAGMM™ scoring, KPI dashboards, compliance dtiéstaisoB\V OLVE priorities

EVOLVE Future Integration Zero Trust alignment, AI/ML enhancement, machidemgatidtes next DISCOVER cycle

Table 5: PAM Resilience Flywheel™ — Phase Descriptions and Acceleration Effects
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FLYWHEEL ACCELERATION PRINCIPLE: Each complete revolution reduces the time for subsequent cycles by
approximately 15-20%. A first-cycle DISCOVER phase taking 2 weeks will take 1.6 weeks on the second revolution
and 1.3 weeks on the third. This compounding effect means that organizations operating the Flywheel for 12 months
achieve governance maturity that linear models would require 24—30 months to match.
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INFRASTRUCTURE ARCHITECTURE

The Vault-First Principle. CyberArk's architecture follows a vault-first design philosophy where the Digital Vault
serves as the immutable trust anchor. All credential operations — rotation, retrieval, session brokering — originate
from this hardened vault. This principle distinguishes infrastructure-grade PAM from lightweight password
managers.

CyberArk Component Architecture: Infrastructure-Grade Deployment

USERS & ADMINISTRATORS
HTTPS/443

PVWA (Web Portal)
1IS / Windows

Secrets Manager DIGITAL VAULT DR VAULT
Application Credentials Replication
TCP 1858 Only | Hardened Server

CPM PSM PTA

Credential Rotation Session Recording Threat Analytics

TARGET SYSTEMS: Windows | Linux | Databases | Network | Cloud

Figure 10: CyberArk Component Architecture — Vault-First Design

Small (1K-5K) Medium (5K-20K) Large (20K+)

Vault IOPS 2,000 5,000+
CPM Rotation Capacity 1,000/hr 5,000/hr 15,000/hr
PSM Concurrent Sessions 50 200 500+
PTA Events/Second 1,000 5,000 20,000+
DR RTO Requirement 4 hours 2 hours <1 hour
Storage (7yr retention) 500GB 5TB 25TB+

Table 6: Infrastructure Capacity Planning Matrix

Single Site 8+ hours 24 hours Dev/test only
Active-Passive 2—4 hours 1 hour Partial Small enterprises
Active-Active 15-30 min <5 min Yes Mid to large
Geographic DR <15 min Near-zero Yes Critical infrastructure

Table 7: High-Availability Deployment Models

© 2026 Kieran Upadrasta. All Rights Reserved. CONFIDENTIAL Page 19



Privileged Access as Regulated Infrastructure Kieran Upadrasta | Elite Edition

n PRIVILEGE RISK HEATMAP

Understanding where privilege risk concentrates across the enterprise is essential for prioritizing PAM deployment
phases. The following heatmap assesses eight system categories across five risk dimensions, enabling boards to
direct investment toward the highest-impact areas.

Privileged Access Risk Heatmap: System Categories x Risk Dimensions

Breach Credential Regulatory Detection Lateral

Impact Sprawl Exposure Difficulty Movement PRIORITY
1 1 1 1 1
Domain Controllers - CRITICAL
Cloud IAM Roles - HIGH - 10
Database Admin - HIGH -8
Network Devices - HIGH -6 o
3
(7]
Y2
0
App Service Accts - HIGH -4 <
CI/CD Pipelines - HIGH -2
Third-Party Vendor - HIGH -0
MEDIUM

Endpoint Local Admin -

Figure 11: Privileged Access Risk Heatmap — System Categories x Risk Dimensions

BOARD INSIGHT: Domain Controllers and Cloud IAM Roles score CRITICAL priority, representing the highest
combined risk across all five dimensions. These should be the first targets in Phase 1 (Weeks 1-2) of the 12-Week
Methodology. Application Service Accounts, while scoring MEDIUM on breach impact, rank highest on credential
sprawl — making them the most likely source of undetected lateral movement.
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u MARKET POSITIONING

CyberArk has maintained its position as the sole Leader in Gartner's Magic Quadrant for Privileged Access
Management for seven consecutive years — the longest unbroken tenure in the PAM market. This is not a vendor
endorsement but an empirical assessment of market positioning relevant to enterprise procurement decisions.

PAM Market Positioning: Why CyberArk Leads
(Based on Gartner Magic Quadrant Analysis)

7 consecutive years
as PAM MQ Leader
'mk

Cy!

‘ndTrust

Delinea

T
Q
e
3 Saviynt
g WALLIX
b One Ildentity
V1)
]

[ J
>
= Arcon .
E P HashiCorp
< Senhasegura [ )

ManageEngine

Completeness of Vision -

Figure 12: PAM Market Positioning — Gartner Magic Quadrant Analysis

Why Market Position Matters for Regulated Entities. Under DORA Article 28, financial entities must
demonstrate that critical ICT third-party providers meet specific operational resilience standards. Selecting a market
leader reduces vendor risk and simplifies regulatory justification. CyberArk's strategic acquisitions — Venalfi
($1.54B for machine identity) and Zilla ($175M for IGA) — signal a platform consolidation strategy aligned with the
convergence of PAM, Zero Trust, and identity governance that regulators increasingly expect.

PROCUREMENT NOTE: When presenting PAM vendor selection to the board, frame CyberArk's market position
against DORA Article 28 third-party risk requirements. A Gartner Leader classification provides documented evidence
of vendor capability that satisfies regulatory due diligence obligations.
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ORGANIZATIONAL TRANSFORMATION

The 89/11 Budget Problem. Organizations that fail PAM deployment consistently demonstrate the same budget
pathology: 89% allocated to technology licensing and infrastructure, 11% to organizational change management.
Successful deployments invert this imbalance with a 55/30/15 allocation: 55% technology, 30% change
management, 15% governance and measurement.

Budget Allocation: Why 89/11 Guarantees Failure
Current State Recommended
(Failure Pattern) (Infrastructure Model)

Change Mgmt Governance

11% 15%
Technology
55%
Technology

Change Mgmt
30%

89%

Figure 13: Budget Allocation — Failed (89/11) vs. Successful (55/30/15) Deployments

The Nine-Stakeholder Engagement Matrix

CISO/CIO Week 1 Risk reduction & compliance Board-ready reporting

IT Operations Lead Week 1 Operational continuity Zero unplanned downtime
IAM Team Week 2 Integration complexity SSO/MFA federation
Database AdministratorgVeek 3 Workflow disruption Transparent access
Network Engineering Week 3 Firewall & segmentation Automated provisioning
Application Owners Week 4 Service account impact API compatibility

Internal Audit Week 5 Evidence sufficiency Automated attestation
Legal / Compliance Week 5 Regulatory mapping DORA/NIS2 alignment
Board Risk Committee Week 8 Strategic oversight PAGMM™ dashboard

Table 8: Nine-Stakeholder Engagement Matrix with Timing
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Stakeholder Engagement Timeline: The 12-Week Orchestration

Board / Audit Committee -_

c1s0 / security Leadership -
CIO / IT Leadership - _

Windows Administrators - _
Unix/Linux Administrators - _

Database Administrators - _

Cloud Platform Teams - _
I —

Application Development -

12-Week
Deadline

6 8 10 12
Weeks

o-
IN

Figure 14: Stakeholder Engagement Timeline Across 12 Weeks

THE EMPATHY PRINCIPLE: Transparent PAM is the single most important design principle for organizational
adoption. Every PAM interaction must be as seamless as direct access. If a DBA previously connected to a production
database in two clicks, the PAM-mediated connection must also require two clicks — or fewer. Any additional friction
becomes the justification for bypass.
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CASE STUDIES: EMPIRICAL EVIDENCE

The following case studies are drawn from anonymized financial services deployments conducted between 2022
and 2025. Both organizations faced identical regulatory requirements (DORA compliance deadlines) and
comparable technical environments (3,000-5,500 privileged accounts). The divergent outcomes provide empirical
evidence for the 12-week thesis.

CASE STUDY COMPARISQN:. THE,12-WEEK DIFFERENCE
PerformanceE%ﬂ:ﬁ’r%l EvideneeChserh: Failareciah®ervices PAM Deployments

Adoption Rotation
Rate Success PIVI™ Score Trajectory
10 - =@= Case A
© 12-Week =m- CaseB
0 Threshold
/,4 8- v Oy .
[ § 5
s 1 :
i \ :
o4 \ :
/ g LS .
PIVI™ ¢ {2 50 75 1agcount 5 6 - 0
O -
Score \ 3 Coverage 3 \ .
7z £ .
v’ s \ c
o -
4- wy
N
. B
. ~
h . ~—
— - -
|
2 .
Compliance Stakeholder D
Readiness Satisfaction 0- . . . r . . _
0 5 10 15 20 25 30
Weeks
BUSINESS IMPACT SUMMARY
Case A (Success) Case B (Failure)
Deployment Time 11 weeks 9+ months
Insurance Premium -12% +50%
Regulatory Status DORA Compliant Audit Failure
Total Cost 1x budget 3x budget
Annual Risk Reduction $1.8M $0

Figure 15: Case Study Comparison — Performance Radar and PIVI™ Trajectory

CASE A — EU INVESTMENT BANK (SUCCESS)

Profile: Tier 1 European investment bank, 3,200 privileged accounts, €2.1B assets under management.
Timeline: 11 weeks from project kick-off to production go-live.
PIVI™ Score: 8.4 (sustained Green Zone throughout implementation).

Key Success Factors:

« CIO served as weekly executive sponsor with direct board reporting line

e Transparent PAM design — DBA workflows reduced from 4 clicks to 2 clicks
« Decision gates enforced: architectural decisions made within 48 hours

» Early DBA engagement (Week 2) neutralized the strongest resistance bloc

Outcomes: 97.3% rotation success rate | 100% Tier 0/1 account coverage | DORA-compliant 6 months ahead of
deadline | 12% cyber insurance premium reduction | Zero unplanned downtime during deployment | Internal audit
commendation for "best-in-class privilege governance.”
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CASE B — MULTINATIONAL INSURER (FAILURE)

Profile: Global insurance group, 5,500 privileged accounts, €4.8B gross written premium.
Timeline: 9 months (originally planned for 12 weeks).
PIVI™ Score: 7.8 — 2.8 (terminal decline from Week 8).

Failure Analysis:

« Executive sponsor delegated to VP-level after Week 3 (PIVI™ Executive Engagement: 3.2)
« DBA team not engaged until Week 7 — discovered workflow friction too late to redesign

« Architecture decisions averaged 16 days (vs. 48-hour best practice)

* Week 12: only 800 of 5,500 accounts onboarded. Project paused for "reassessment”

Consequences: 62% rotation rate (below regulatory threshold) | PCI-DSS audit failure | 50% cyber insurance
premium increase | 3% original budget for remediation program | CISO departure within 6 months | Board loss of
confidence in security function.

CASE C — CRITICAL INFRASTRUCTURE (POST-BREACH RECOVERY)

Profile: National energy provider, post-ransomware recovery, 1,800 privileged accounts.
Timeline: 12 weeks (emergency deployment under incident response mandate).
PIVI™ Score: 9.1 (crisis-driven executive engagement).

Key Insight: PTA behavioral analytics detected 3 previously unidentified persistence mechanisms planted by the
threat actor during the original breach — mechanisms that traditional EDR and SIEM had missed. This finding alone
justified the entire PAM investment and demonstrated that PAM serves as both preventive and detective control.
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TRANSFORMATION MAP

The transformation from unmanaged privileged access to regulated infrastructure follows a three-stage journey.
The following visual maps the organizational state transition, key activities at each stage, and the measurable
business impact metrics that boards can use to track progress.

PAM TRANSFORMATION MAP: FROM VULNERABILITY TO RESILIENCE

CURRENT STATE

Unmanaged privileged access
* 80% breach vector
* No automated controls
* Manual credential mgmt
* Audit findings

(T2 WEEKS

—

TRANSFORMATION

12-Week Critical Path™
* PIVI™ governance
¢ Infrastructure-grade vault
* Transparent PAM
« Stakeholder adoption

(CONTINUOUS)

—

* Zero standing privileges

TARGET STATE

Regulated infrastructure
* PAGMM™ Level 3+
* 97%+ rotation success

* Board confidence

Risk: €41M+ - €3M | Breach Prob: 40% — 7.5% | Insurance: +50% - -12% | Compliance: 34% - 91%

Figure 16: PAM Transformation Map — From Vulnerability to Resilience

Current State Week 6 (Mid-Point) Week 12 (Target)

Risk Exposure €41M+
Breach Probability 40%
Account Coverage 0%
Rotation Rate 0%
Insurance Impact +50%
Audit Readiness 34%
PAGMM™ Level Level 1

€22M

25%

45%

65%

Neutral

68%

Level 2

7.5%

100% Tier 0/1

97%+

-12%

91%

Level 3

€1.5M

<5%

100% All Tiers

99%-+

-20%

96%+

Level 4-5

Table 9: Transformation Metrics — Progressive Improvement Timeline

"The question is no longer whether to implement PAM — it is whether you will
complete it before the regulatory clock runs out. The 12-week window is closing."
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TIME-TO-VALUE ANALYSIS

The time-to-value analysis demonstrates how risk reduction and cost avoidance accumulate progressively across
the 12-week implementation window. This dual-axis visualization enables boards to understand both the security
improvement trajectory and the financial returns.

TIME-TO-VALUE: Progressive Risk Reduction Across 12 Weeks

100 -
=@= Cumulative Cost Avoided ($M) ;e 2 Phase 3 Phase 4 Ph5
88% -5
80 -

9 <
= 4 5
- i
Re] o
§ g
_g 60 - <;3
& -3<K
35 ]
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20 - -1

0- -0

Week of Implementation

Figure 17: Time-to-Value — Progressive Risk Reduction and Cost Avoidance

Risk Reduction | Cost Avoided Key Milestone

Discovery & Design 12% $300K Complete inventory, architecture approved
Core Deployment 34 30% $1.0M Vault operational, Tier O vaulted
Integration & Onboarding 5-8 64% $3.2M Full SIEM/MFA/PTA integration
Compliance Validation ~ 9-10 78% $4.1M Penetration test passed

Production & Governance 11-12 88% $4.7M Go-live, PAGMM™ Level 3 achieved

Table 10: Time-to-Value Breakdown by Implementation Phase

ROI INSIGHT: The crossover point — where cumulative cost avoided exceeds cumulative investment — occurs at
approximately Week 9 for a standard deployment. By Week 12, organizations achieve a positive net value of
approximately $2.3M, representing a 3-year ROl of 300-400% based on Forrester Total Economic Impact™
methodology.
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REGULATORY COMPLIANCE DEEP-DIVE

14.1 DORA Article 21 RTS — ICT Risk Management

The Digital Operational Resilience Act's Regulatory Technical Standards on ICT Risk Management (RTS
2024/1774) contain explicit requirements for privileged access controls that make PAM a legal obligation for
financial entities operating in the EU. Article 21(2)(c) mandates "automated privileged access management tools
that enforce least privilege access" — language that directly maps to CyberArk's core capabilities.

14.2 NIS2 Article 20 — Personal Executive Liability

NIS2 introduces a paradigm shift in cybersecurity governance: Article 20 establishes that members of management
bodies of essential entities bear personal liability for cybersecurity compliance. This is not a theoretical risk — the
directive explicitly states that no delegation shield exists for cyber governance responsibility.

Executive Liability Severity Matrix by Jurisdiction

EU (DORA) - Low
EU (NIS2 | Low
Essential)
EU (NIS2 _ LOW
Important)
US (SEC) -
Germany _|
(NIS2UmsuCG)
] ] ] |
Institutional Individual Criminal Management
Penalty Penalty Sanctions Suspension

Figure 18: Executive Liability Heatmap — Five Jurisdictions x Four Sanction Categories

DORA Article CyberArk Control Evidence Artifact

Privileged access controlsArt. 21(2)(c) Vault + CPM rotation Rotation report
Session monitoring Art. 21(3)(a) PSM recording Session recordings
Behavioral analytics Art. 21(3)(b) PTA threat detection PTA alerts & response
Access certification Art. 21(4) Access review workflows Certification reports
Incident response Art. 17(2) PTA + SIEM integration Incident timeline
Third-party risk Art. 28(1)(a) Vendor session isolation Third-party access logs

Table 11: DORA Compliance Validation Matrix
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BOARD GOVERNANCE & PAGMM™

Board governance of privileged access requires structured, measurable reporting that enables non-technical
directors to assess program health and make informed risk decisions. PAGMM™ provides this structure through a
five-level maturity model with quantitative KPIs.

BOARD GOVERNANCE DASHBOARD — PAM KPIs

COVERAGE OPERATIONS COMPLIANCE “

Tier 0 Rotation DORA PIVI™
100% >98% 100% >7.5
Tier 1 Revoke NISs2 PAGMM™
>95% <4hrs 100% Lv3+
Sessions Exception PCI-DSS Breach
100% 100% <10%

Figure 19: Board Governance KPI Dashboard — Four Categories x Three Metrics

Credential Coverage >95% Tier 0/1 Automated scan vs. inventory Quarterly

Rotation Success Rate  >97% CPM success/total attempts Monthly

Session Recording Coverd#0% privileged PSM sessions/total sessions Monthly

Mean Time to Detect (MTK2)hours PTA alert to triage Monthly

PAGMM™ Level > Level 3 Maturity assessment Quarterly

PIVI™ Score >8.0 (Green) Composite 4-dimension Weekly (during impl)
Insurance Premium Trend Reduction 210% Annual renewal comparison Annually

Regulatory Finding Count Zero critical Audit report analysis Per assessment

Table 12: Board Governance KPI Framework — Eight Key Metrics

Sample Quarterly Board Slide

The following illustrates a production-ready board slide format. This single visual provides the Board Risk
Committee with programme status, PIVI™ and PAGMM™ scores, eight operational KPIs, and three action items
requiring board approval — all on one page without requiring supplementary materials or verbal explanation.
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PRIVILEGED ACCESS PROGRAMME — BOARD RISK COMMITTEE UPDATE

STATUS: GREEN PIVI™ Score: 8.4 PAGMM™ Level: 3 Week 11 of 12

97.3% 3,200 -12% 0
Rotation Accounts Insurance Critical
Success Onboarded Premium Findings

100% $4.7M 4.2 hrs 91%
Tier 0/1 Cost Mean Time Audit

Coverage Avoided to Detect Readiness

ACTIONS FOR BOARD APPROVAL:

1. Approve transition to PAGMM™ Level 3 governance reporting cadence (quarterly)

2. Endorse 12-week Phase 2 scope: Machine identity integration (Venafi) — €450K budget
3. Note: DORA compliance achieved ahead of Jan 2025 deadline; NIS2 alignment on track

Figure: Sample Quarterly Board Slide — Status, KPIs, and Action Items
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RISK QUANTIFICATION & ROI

Quantifying privilege risk in financial terms enables boards to make investment decisions based on expected value
rather than abstract risk scores. The following analysis applies breach probability modeling with cost estimates
derived from IBM, Ponemon, and Forrester research.

Breach Probability & Expected Annual Loss by PAM Maturity
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Figure 20: Breach Probability and Expected Annual Loss by PAM Maturity Level
Quantified Risk Exposure: Mid-Tier Financial Institution Without Mature PAM
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Figure 21: Risk Quantification Waterfall — €41M+ Total Annual Exposure
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PAM Investment ROI: Payback Analysis (3-Year Horizon)

3-Year Net: $15.8M
$15.0M -

$12.5M -
$10.0M -
$7.5M -

$5.0M -

Cumulative Net Value ($)

$2.5M -

Ol Breakeven:
~8 months

$0.0M

0 5 10 15 20 25 30 35
Months Post-Implementation

Figure 22: ROI Payback Analysis — Breakeven at Month 9, 3-Year Net Value

Verizon-Yahoo (2017)  Undisclosed credential breach $350M valuation reduction SEC Filing

Marriott—Starwood (2018) Unmanaged privileged access £18.4M ICO fine ICO Decision
SolarWinds (2020) Compromised build credentials $40M+ incident costs Annual Report
Colonial Pipeline (2021) Single VPN credential $4.4M ransom + shutdown DOJ Report
MGM Resorts (2023) Social engineering to help desk$100M+ total impact SEC Filing

Table 13: Real-World Breach Impact — PAM Failure in High-Profile Incidents
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IMPLEMENTATION TOOLKIT

12-Week Implementation Roadmap

12-Week Critical Path Methodology™: Implementation Roadmap

DG1 DG2 DG3 DG4 DG5

L 4 ¢ * L 4 ¢

0 2 4 6 8 10 12
Weeks

Figure 23: 5-Phase Implementation Roadmap with Decision Gates

Discovery & Designl-2 Account inventory, architecture design, firewall requeGiate 1: Architecture Approved
Core Deployment 3-4 Vault- DR - PVWA - CPM - PSM installation sequer@ate 2: Vault Operational
Integration 5-8 Tier 0/1/2 onboarding, SIEM/MFA/PTA integration  Gate 3: Integration Validated
Validation 9-10 Compliance mapping, penetration testing, DR drill ~ Gate 4. Compliance Confirmed
Go-Live 11-12 Production cutover, governance activation, PAGMM™®ate 5: Board Sign-Off

Table 14: 12-Week Implementation Phases with Decision Gates

Project Manager Governance, gate enforcement
CyberArk Architect 1.0 1-12 12 Design, integration, optimization
Vault Administrator 1.0 2-12 11 Installation, configuration, HA
Security Engineer 1.0 3-12 10 SIEM/PTA integration, testing
Change Manager 1.0 1-12 12 Stakeholder engagement, training
Business Analyst 0.5 1-6 3 Requirements, workflow mapping
QA / Test Engineer 0.5 8-12 25 Penetration test, DR validation
Executive Sponsor 0.1 1-12 1.2 Weekly steering, gate decisions

Table 15: Resource Planning Matrix — 63.7 Person-Weeks Total Effort
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CONVERGENCE: ZERO TRUST, Al & MACHINE IDENTITY

Privileged access management does not exist in isolation. The convergence of PAM with Zero Trust architecture,
Al-driven threat detection, and machine identity governance represents the next evolution of privilege security.

PAM and Zero Trust Maturity Convergence

6 -
mmm PAM Maturity (PAGMM™)
mmm Zero Trust Maturity (CISA)

5_

Traditional Initial Advanced Optimal
Perimeter Zero Trust Zero Trust Zero Trust

Maturity Level (1-5)
w I

N
1

Figure 24: PAM/Zero Trust Maturity Alignment — PAGMM™ vs. CISA ZTMM

18.1 The Regulatory Intersection: EU Al Act x ISO 42001 x CyberArk PTA

CyberArk's Privileged Threat Analytics (PTA) module uses machine learning to establish behavioural baselines for
privileged sessions and flag anomalous activity. Under the EU Al Act's risk classification (Annex Ill, Category 5),
any Al system that influences access to critical infrastructure is classified as High-Risk. This means PTA
deployments in financial services or critical infrastructure are subject to the full compliance obligations of Articles 9
through 15 — including mandatory risk management systems, transparency requirements, human oversight
protocols, and the right to explanation.
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PAM x Al GOVERNANCE: REGULATORY INTERSECTION

EU Al Act + 1SO 42001:2023 Requirements for Behavioral Analytics in PAM

PTA behavioral scoring
= High-Risk Al System

Mandatory AIMS for
PTA deployment

Explainable risk scores
for audit trail

Analyst-in-the-loop
for access decisions

Users can query why
access was flagged

Art. 9: Risk Management

Art. 13: Transparency

Art. 14: Human Oversight

EU Al ACT (2024/1689)

Art. 6/Annex llI: Risk Classification

Art. 86: Right to Explanation

CyberArk PTA
as regulated
Al system

1ISO 42001:2023 (AIMS)

Clause 4: Context & Scope
Define PTA as Al system
within AIMS boundary

Clause 6.1: Al Risk Assessment
Assess bias, accuracy,
false positive impact

Clause 7.4: Communication
Stakeholder notification
of Al-driven decisions

Clause 8.4: Al System Lifecycle
PTA model versioning,
retraining governance

Clause 9.1: Monitoring & Measure
Continuous accuracy
and fairness metrics

Figure: PAM x Al Governance Regulatory Intersection — EU Al Act and ISO 42001

ISO 42001:2023 — Al Management System (AIMS). ISO 42001 provides the management system framework
that satisfies the EU Al Act's Atrticle 9 risk management requirement. Organisations deploying PTA should establish
an AIMS covering: (a) Al system inventory — documenting PTA as an Al system with defined inputs, outputs, and
decision boundaries; (b) Risk assessment — evaluating false positive rates, bias in behavioural baselines, and
impact of automated access decisions; (c) Lifecycle governance — versioning PTA models, establishing retraining
schedules, and monitoring accuracy drift; (d) Stakeholder communication — ensuring privileged users understand
that their sessions are subject to Al-driven behavioural analysis.

EU Al Act ArtigldSO 42001 Clgu€gberArk PTA Control Evidence Artifact

Risk classification Art. 6 / Annex Il

Risk management Art. 9
Transparency Art. 13
Human oversight Art. 14
Right to explanationArt. 86
Lifecycle manageméut. 9(9)

Accuracy monitoringrt. 9(2)(b)

Clause 4.1

Clause 6.1

Clause 7.4

Clause 8.2

Clause 9.1

Clause 8.4

Clause 9.1

PTA documented as High-Risk Al

False positive rate monitoring

Al system register

Explainable risk score methodology PTA algorithm docs

Analyst-in-the-loop for access denial Triage workflow logs

User-accessible alert justification
Model version control, retraining

Drift detection, fairness metrics

Explanation audit trail
AIMS change records

Monthly accuracy KPIs

Table: EU Al Act x ISO 42001 Compliance Matrix for CyberArk PTA

Quarterly accuracy report

PRACTICAL IMPLICATION: Organisations cannot simply enable PTA and treat it as a security tool. Under the EU Al
Act, PTA is a regulated Al system requiring documented governance. The PAM Resilience Flywheel™ addresses this
by incorporating Al governance into the GOVERN and EVOLVE phases — ensuring that each cycle includes PTA
accuracy review, false positive rate analysis, and compliance attestation against ISO 42001 clauses. Organisations
that fail to establish an AIMS for PTA face fines up to €35M or 7% of global turnover under Article 99.

18.2 Machine Identity (The 45:1 Challenge)
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CyberArk's acquisition of Venafi ($1.54B, 2024) and Zilla ($175M, 2024) signals a strategic pivot toward machine
identity governance. With machine identities outnumbering human identities 45:1, the PAM Resilience Flywheel™

must incorporate machine identity lifecycle management in its DISCOVER and AUTOMATE phases to remain
comprehensive.
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CONCLUSION

This whitepaper has established three non-negotiable truths about privileged access management in the current
regulatory environment:

TRUTH 1 — PAM is the Primary Breach Vector: 80% of breaches involve privileged credentials. This is not a
trending statistic — it is a structural reality of how modern attacks operate. No amount of perimeter security, EDR
deployment, or awareness training changes the fundamental equation: attackers target credentials because
credentials provide access.

TRUTH 2 — Regulators Have Made PAM Mandatory: DORA, NIS2, PCI-DSS v4.0, and the EU Al Act collectively
establish that PAM is regulated infrastructure with personal executive liability. The question of "whether" to deploy
PAM has been answered by legislators.

TRUTH 3 — 12 Weeks Determines Everything: The organizational ceiling for PAM adoption is 12 weeks. Beyond
this threshold, resistance compounds to terminal levels. The PIVI™ framework, PAGMM™ maturity model, 12-Week
Methodology™, and PAM Resilience Flywheel™ provide the governance tools to navigate this critical window
successfully.

"The clock is running. Organizations that deploy within 12 weeks will achieve
regulated infrastructure status. Those that exceed it will spend 3x the budget to
reach the same destination — if they arrive at all.”

Kieran Upadrasta
CISSP | CISM | CRISC | CCSP | MBA | BEng
Professor of Practice — Cybersecurity, Al & Quantum Computing, Schiphol University
Honorary Senior Lecturer, Imperials
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APPENDIX A: REGULATORY CROSS-REFERENCE MATRIX

Privileged account inventoArt. 9(2) rt. 21(2)(i) Req A.8.2

Credential rotation Art. 21 RTS Art. 21(2)(j) Reg. 8.3.9 A.8.5 —
Session monitoring Art. 21(3) Art. 21(2)(9) Reg. 10.6 A.12.4 Art. 14
Access certification Art. 21(4) Art. 21(2)(i) Req. 7.2.4 A.9.2 —
Behavioral analytics Art. 21(3)(b) Art. 23(1) — A.12.4 Art. 9
Third-party access Art. 28(1) Art. 21(2)(d) Reqg. 8.4 A.15.1 —
Incident detection Art. 17(1) Art. 23(1) Reqg. 12.10 A.16.1 Art. 86
Board reporting Art. 5(2) Art. 20(1) — AS5.1 —
Least privilege Art. 9(4)(c) Art. 21(2)(i) Req. 7.1 A.8.2 Art. 14
Emergency access Art. 11(6) Art. 21(5) Reg. 8.6 A.l11.1 —
Audit trail Art. 21(5) Art. 23(4) Req. 10.1 Al12.4 Art. 86

Table A-1: Regulatory Cross-Reference — 11 Control Areas x 5 Frameworks
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n APPENDIX B: KEY DATA SOURCES & METHODOLOGY
N S S

% breaches via credentials 80% Verizon DBIR 2024 2024
2 Avg credential breach cost  $4.81M IBM Cost of Data Breach 2024 2024
3 Mean detection time 292 days IBM Cost of Data Breach 2024 2024
4 12-week abandonment rate 78% Standish CHAOS Report (adapted) 2024
5 Machine:human identity ratio45:1 CyberArk Threat Landscape 2024 2024
6 PAM deployment failure rate 60—70% Gartner PAM MQ Analysis 2024
7 Identity-related breaches 93% orgs (2+ in year) CyberArk Threat Landscape 2024
8 Forrester TEI ROI 300-400% (3-year) Forrester TEI for CyberArk 2023
9 Rotation success (best) 97.3% Case study analysis 2024
10 Insurance premium impact -12% to +50% Marsh Cyber Insurance Survey 2024
11 DORA max penalty 2% global turnover DORA Regulation 2022/2554 2025
12 NIS2 personal liability €10M NIS2 Directive 2022/2555 2025
13 PCI-DSS v4.0 effective March 2025 PCI SSC 2025
14  CyberArk Venafi acquisition $1.54B CyberArk press release 2024
15  NIST ZT framework SP 800-207 NIST 2020
16 CISA Zero Trust model ZTMM v2.0 CISA 2023
17 EU Al Act enacted Regulation 2024/1689 Official Journal EU 2024

Table B-1: Key Data Sources and Evidence Base
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APPENDIX C: METHODS, DATA SOURCES & LIMITATIONS

This appendix describes how the metrics, frameworks, and empirical findings presented in this whitepaper were
derived. Transparency in methodology is essential for readers assessing the reliability of the conclusions.

C.1 Data Universe and Sample Composition

The "8,500+ deployments"” referenced throughout this whitepaper represents a synthesis of multiple data sources
rather than a single proprietary dataset. The composition is as follows:

CyberArk published deployrBé&s@@atestomers Public (annual report,Tecaskdspligsjent count, market adoption rates, architecture patterns
Forrester TEI study (2023)4 composite orgs Public (commissionedR@ksardh), cost savings projections, payback period calculations

IBM Cost of Data Breach (B024)rganisations Public (annual reseaBhgach cost averages ($4.81M), detection time (292 days), credential br
Verizon DBIR (2024) 30,458 incidents Public (annual resear88% credential breach statistic, attack pattern analysis

Author direct experience ~40 implementatioRsoprietary (consultingleihtfafamentsjk development, 12-week threshold velidation, failure mo
Standish CHAOS Report (&6a08d)projects Public (adapted from Abanojechdatajate extrapolation, organisational resistance modelling
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Table C-1: Data Sources, Sample Sizes, and Usage

C.2 Derivation of Key Metrics
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Table C-2: Metric Derivation, Confidence Levels, and Limitations

C.3 Framework Development Methodology

PIVI™ was developed through iterative refinement across 40+ consulting engagements between 2019 and 2025.
The four dimensions (Executive Engagement, Decision Velocity, Onboarding Acceleration, Adoption Resistance)
were identified through factor analysis of deployment outcomes, with weightings (30/25/25/20) calibrated to
maximise predictive accuracy against a binary success/failure outcome variable. The framework was validated
against 2,400 data points from the CyberArk Threat Landscape survey (correlation between reported executive
engagement and deployment satisfaction).

PAGMM™ was modelled on CMMI and CISA ZTMM maturity frameworks, adapted for privileged access
governance. The five levels and their criteria were developed through gap analysis of 15 DORA/NIS2 readiness
assessments conducted by the author in 2024—-2025, with Level 3 threshold calibrated to the minimum control set
required for DORA Article 21 RTS compliance.

PAM Resilience Flywheel™ is a conceptual governance model, not an empirically measured instrument. The six
phases and the acceleration principle (15-20% cycle time reduction) are based on observed patterns in mature
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PAM programmes rather than controlled measurement. The framework should be treated as a strategic
governance model, not a predictive tool.

TRANSPARENCY NOTE: Where this whitepaper presents statistics from public research (IBM, Verizon, Forrester,
Gartner), the original source methodology applies. Where metrics derive from the author's proprietary synthesis —
particularly the PIVI™ framework, the 12-week threshold, and the anti-pattern observations — readers should treat
these as expert practitioner insights validated against multiple data sources, not as findings from controlled academic
research. All proprietary metrics are marked with ™ to distinguish them from externally validated statistics.
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