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Independent Review and Research Integrity Statement

This whitepaper has undergone independent review by a three-member advisory panel comprising academic
researchers, practising CISOs, and regulatory compliance specialists. The review process evaluated methodological
rigour, citation accuracy, claim substantiation, and practical applicability.

Advisory Review Panel

T T R

Academic Reviewer University research Methodology, citation accuracy, Reviewed &
(Cybersecurity & Al) faculty appointment statistical validity, reproducibility Endorsed
Industry Reviewer Tier-1 Financial Practical applicability, framework Reviewed &
(Practising Group CISO) Services Institution feasibility, operational accuracy Endorsed
Regulatory Reviewer EU Financial Services DORA/NIS2/EU Al Act accuracy, Reviewed &
(Compliance Specialist) Regulatory Body penalty structures, timeline validity Endorsed

Note: Reviewer identities are anonymised in compliance with advisory panel terms of reference. Detailed review comments and author responses are

available upon request to qualified institutional recipients. Panel composition reflects the interdisciplinary nature of agentic Al governance.

Research Integrity Commitments

« Citation Standard: All claims are traceable to numbered endnotes with full bibliographic references. Primary
sources (regulatory texts, vendor reports, survey data) are preferred over secondary commentary. 44 endnotes
reference 14 Tier-1 primary sources, 18 Tier-2 secondary sources, and 12 Tier-3 contextual sources.

« Data Currency: All statistics reflect the most recent available data as of February 2026. The IBM Cost of a Data
Breach Report 2025 (published July 2025), WEF Global Cybersecurity Outlook 2026 (January 2026), and Gartner
Top Cybersecurity Trends 2026 (February 2026) are the primary benchmarks.

* Proprietary Framework Validation: The AAGMS (Agentic Al Governance Maturity Score) is validated against
published industry benchmarks from Gravitee.io, Teleport, and Vanta 2026 survey data. Scoring methodology,
variable weightings, and calibration datasets are disclosed in Appendix B.

e Case Study Integrity: All three case studies are anonymised composites drawn from the author's advisory
practice (2024—-2026). Financial figures represent documented outcomes; identifying details are altered to protect
client confidentiality.

 Limitations Disclosure: Known limitations, including evolving regulatory landscapes, market projection
uncertainty, and the absence of randomised controlled trials, are explicitly acknowledged in Section 14.

Exhibit 11
Evidence Classification and Data Provenance Framework

TIER 1: PRIMARY TIER 2: SECONDARY TIER 3: CONTEXTUAL
Direct measurement from Peer-reviewed research, Industry surveys, expert
regulatory bfﬁ'?d%}‘@%%or platforms analyig%q%t'scégrveys intervie\fﬁ g@meg&timates

All claims in this whitepaper are traceable to numbered endnotes.
Proprietary frameworks are validated against published benchmarks and anonymised client data.
Limitations are disclosed in the Research Methodology section.

Source: Author methodology. All 44 endnote references classified by evidence tier.

Exhibit 11: Evidence Classification and Data Provenance Framework
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1. Executive Summary

"The enterprise that cannot secure an autonomous agent in real time cannot govern an autonomous
enterprise at all. Velocity without governance is not speed — it is detonation."”

— Kieran Upadrasta

The agentic enterprise is arriving faster than the security architectures designed to contain it. By mid-2026, over
40% of enterprise applications will embed task-specific Al agents, up from less than 5% in 20251 Organisations
deploying autonomous agents at scale face a governance gap of existential proportions: 88% of organisations reported
confirmed or suspected Al agent security incidents in the past year,[‘” yet only 14.4% of Al agents go live with full
security approval.[4] Al systems with excessive permissions experience 4.5x more security incidents than those
enforcing least-privilege controls.””’ Machine identities outnumber human employees 82:1," yet only 22% of teams treat
agents as independent identities."!

The regulatory environment compounds this urgency. DORA enforcement has shifted from guidance to active
intervention in 2026. The EU Al Act's high-risk provisions become fully applicable in August 2026. NIS2 imposes
personal liability on senior management for governance failures. A single agentic Al failure can trigger simultaneous
reporting obligations under three distinct frameworks — DORA requires notification within 4 hours, NIS2 within 24
hours, and the EU Al Act without undue delay.”??*l The penalty ceiling reaches €35 million or 7% of global
annual turnover under the EU Al Act, with personal fines up to €1 million for senior management under DORA.*!

This whitepaper introduces The Velocity Mandate Architecture™ — a proprietary five-pillar framework that enables
CISOs to architect zero-latency security for agentic enterprises without sacrificing deployment speed. Drawing on 27
years of cybersecurity leadership across all Big 4 consultancies, 40+ enterprise security transformations, and
direct advisory to boards governing $500B+ in aggregate assets, this framework resolves the fundamental paradox:
the irreconcilable tension between the velocity of Al agent deployment and the latency of traditional security
governance.

Exhibit 1
The Agentic Governance Chasm
Enterprise Al agent deployment is outpacing governance maturity by 37 percentage points
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Exhibit 1: The Agentic Governance Chasm — Enterprise deployment outpaces governance maturity by 37pp
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2. The Agentic Enterprise State of Play

The transition from conversational Al to fully autonomous, stateful agentic workflows has exponentially amplified
both opportunity and risk. Agentic Al systems utilise large language models as dynamic cognitive reasoning kernels
inside closed-loop control systems. These agents possess persistent memory, formulate multi-step executable plans,
leverage external APIs, and adapt behaviour based on real-time environmental feedback."” Complex agentic systems
now work independently for over 45 minutes before requiring human intervention, with auto-approval rates exceeding
40% in mature user cohorts.”

The deployment velocity is staggering. Gartner predicts 40% of enterprise applications will feature task-specific
agents by the end of 2026, while the agentic Al market is projected to grow from $5.25 billion (2024) to $199 billion
(2034) — a 38x expansion at a 44% CAGR." Global information security spending will reach $244.2 billion in 2026.7
Al is anticipated to be the most significant driver of change in cybersecurity in the year ahead, according to 94% of WEF
survey respondents.™”

2.1 The Governance Deficit

Despite this acceleration, governance frameworks remain critically immature. Only 14.4% of Al agents go live with full
security and IT approval.”) A mere 6% of organisations have an advanced Al security strategy.” Only 44% have a
company Al policy, and just 45% conduct regular Al risk assessments.”” The Teleport 2026 State of Al in Enterprise
Infrastructure Security report, based on interviews with 205 CISOs, found that 92% of companies are deploying Al, but
most lack the identity controls to secure it. Only 13% feel highly prepared for agentic Al. 67% still rely on static
credentials for Al systems, correlating with a 20-point increase in incident rates. Only 3% have automated,
machine-speed controls governing Al behaviour.”

2.2 The Shadow Al Crisis

Shadow Al — unsanctioned Al tools adopted by employees without IT oversight — was a factor in 20% of breaches in
2025, adding $670,000 to average breach costs and disproportionately exposing PIl and intellectual property.[sl Among
breached organisations, 97% lacked proper Al access controls, and 63% had no Al governance policies.[g] A Gartner
survey of 175 employees found that 57% used personal generative Al accounts for work, and 33% admitted inputting
sensitive information into unapproved tools.”

Exhibit 7
Agentic Governance Maturity Gap Assessment
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Sources: [4] Gravitee.io 2026; [5] Teleport 2026; [6] Vanta 2025, [7] KPMG 2025; author composite

Exhibit 7: Agentic Governance Maturity Gap Assessment — Current state vs target across six dimensions
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Exhibit 6
Agentic Al Market Trajectory, 2024-2034

The fastest-growing segment in enterprise technology demands proportionate security investment
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Exhibit 6: Agentic Al Market Trajectory, 2024—2034. 38x growth demands proportionate security investment
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3. The Five-Pillar Velocity Mandate Architecture

Traditional security models — built for human-speed decision cycles, quarterly audit cadences, and manual approval
workflows — impose latency that autonomous agents simply route around. An agent executing API calls in milliseconds
cannot wait for a change advisory board meeting on Thursday.

The framework rests on a foundational principle: governance is not a gate; it is the infrastructure. Security controls
must be embedded at the architectural layer, enforced at machine speed, and observable in real time. This requires a
paradigm shift from policy-as-document to policy-as-code, from periodic audit to continuous attestation, and from
identity-as-human to identity-as-universal.

1. Al Control Plane Decision Infrastructure Centralised orchestration, semantic firewalling, policy enforcem&d0dms

1. Sovereign Identity Agent Identity & Access NHI lifecycle, zero standing privileges, agent authentication <50ms

Ill. Adversarial Resilience ~ Threat Detection Behavioural drift detection, compromise containment <200ms

IV. Regulatory Fusion Compliance Multi-regime mapping, automated evidence, continuous attestRtiai-time

V. Board Command Executive Governance FAIR quantification, M&A scoring, fiduciary protection On-demand
Exhibit 2
The Five-Pillar Velocity Mandate Architecture

Integrated governance fabric operating at machine speed across five orchestrated domains

[ THE VELOCITY MANDATE ARCHITECTURE™ ]

o

Al Control Sovereign Adversarial Regulatory Board Command
Plane Identity Resilience Fusion Interface
<100ms <50ms <200ms Real-time On-demand

UNIFIED GOVERNANCE FABRIC — Zero-Latency Security Infrastructure

Source: Upadrasta, K. (2026). The Velocity Mandate Architecture™

Proprietary framework.

Exhibit 2: The Five-Pillar Velocity Mandate Architecture™ — integrated governance operating at machine speed
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4. Pillar | — The Al Control Plane: Zero-Latency Decision Infrastructure

The Al Control Plane is the central nervous system of the agentic enterprise. It provides the unified orchestration layer
through which all Al agent interactions — both human-to-agent and agent-to-agent — are routed, inspected, governed,
and logged. The foundational principle is categorical: the model is not the security boundary; the surrounding
architecture is the perimeter.*?

Traditional firewalls and WAFs are entirely useless against natural language manipulation, prompt injection, and
semantic attacks. The Al Control Plane deploys Al Firewalls across four defensive layers: input filtering (pre-model),
output filtering (post-model), policy enforcement (runtime), and monitoring/observability (continuous). Leading
implementations include NVIDIA NeMo Guardrails, Amazon Bedrock Guardrails, and Palo Alto Cortex AgentiX with
Prisma AIRS."?

Gartner predicts that by 2028, over 50% of enterprises will use Al security platforms to protect their Al investments.”
These platforms centralise visibility, enforce usage policies, and protect against prompt injection, data leakage, and
rogue agent actions — precisely the capabilities the Al Control Plane integrates as foundational infrastructure.

All agent communications generate cryptographic provenance records satisfying DORA Article 11 (ICT risk
management), NIS2 Article 23 (incident reporting), and EU Al Act Articles 12-14 (record-keeping and
transparency).“??*l These records are designed with replaceable cryptographic primitives enabling seamless
post-quantum migration.

5. Pillar I — Sovereign Identity Governance: The ldentity-First Security
Perimeter

Machine identities now outnumber humans 82:1 in the average enterprise.m Yet only 22% of teams treat Al agents as
independent, identity-bearing entities. 45.6% still rely on shared API keys for agent-to-agent authentication, and 27.2%
have reverted to custom, hardcoded logic to manage authorisation.”

Sovereign Identity Governance operates on three axioms. First, every agent receives a unique, non-shared identity.
Second, identity is the perimeter — replacing network boundaries as the primary security control. Third, all identities
are subject to full lifecycle governance from provisioning through decommissioning.

The Teleport 2026 research demonstrates that 67% of organisations still rely on static credentials for Al systems, with
static credentials correlating with a 20-point increase in incident rates.” CyberArk's Secure Al Agents Solution and
Microsoft's Entra Agent ID (announced at Ignite 2025) address the machine identity lifecycle, while vendors including
Oasis Security, Entro Security, Astrix Security, and Veza provide complementary NHI discovery and governance.”!
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6. Pillar Il — The Adversarial Resilience Engine

Agentic Al systems do not fail like deterministic software. They do not crash with explicit error codes. They drift. This
drift creates massive financial or legal liability without triggering a single traditional monitoring alert. Galileo Al's
research demonstrated that a single compromised agent poisoned 87% of downstream decisions within four

hours.!

The 2026 threat landscape validates this urgency. In 2025, 87% of global organisations experienced Al-enabled
cyberattacks.””! Al-generated phishing achieves a 54% click-through rate versus 12% for traditional campaigns.”
Deepfake incidents increased 680% year-over-year.'? Stellar Cyber's threat analysis identifies 520 tool misuse and
privilege escalation incidents as the most common agentic attack vector in 2026, with memory poisoning and supply
chain attacks carrying disproportionate severity.[zg]

The WEF Global Cybersecurity Outlook 2026 notes a striking reversal: data leaks associated with GenAl (34%) now
outweigh fears about adversarial capabilities (29%) as the leading concern — a pivot from offensive innovation to

unintended exposure through agentic systems.”! Forrester predicts that agentic Al will cause a public breach in 2026

leading to employee dismissals.*”

Exhibit 3
The Al-Powered Threat Landscape, 2025-2026

Autonomous agents amplify attack surface across six critical dimensions
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Sources: [3] Palo Alto Networks/HBR 2025; [4] Gravitee.io 2026; [8] IBM COBDR 2025; [10] SoSafe 2025; [12] Deep Instinct 2025; [13] Entrust 2025

Exhibit 3: The Al-Powered Threat Landscape, 2025-2026. Autonomous agents amplify six critical attack dimensions

7. Pillar IV — The Regulatory Fusion Layer

A single agentic Al incident can trigger obligations under three distinct frameworks simultaneously.””"1??#*/ Rather than
maintaining parallel compliance programmes, the Regulatory Fusion Layer maps all requirements to a single
compliance taxonomy, generating evidence once and distributing it to multiple regulators.

Incident Reporting
Personal Liability
Scope

Agent Governance
Evidence Standard

Effective Date

4 hours

€1M senior mgmt
Financial entities
ICT risk (Art 5-15)
Continuous testing

January 2025

24 hours

Board liability

Essential & important
Security measures (Art 21)
Appropriate measures

October 2024 (transposed)

Without undue delay
€35M / 7% revenue
High-risk Al systems

Al system requirements
Technical documentation

August 2026 (high-risk)
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Exhibit 9
Regulatory Convergence Timeline: Five Frameworks, One Architecture

DORA NIS2 NIST PQC
Enforcement Full Scope Deprecation
1 I [

Jan 3025 Oct 026 2085

| |
| |
| |
| |
Aug IEOZG 20:27

EU Al Act CNSA 2.0
High-Risk PQC Mandate

Sources: [21] EU Of L 333/1 (DORA); [22] EU Of L 2024/2847 (NIS2), [23] EU Al Act Reg. 2024/1689; [24] NIST FIPS 203-205

Exhibit 9: Regulatory Convergence Timeline — Five frameworks, one architecture
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8. Pillar V — The Board Command Interface

The WEF Global Cybersecurity Outlook 2026 demonstrates that highly resilient organisations exhibit strong board
engagement in cybersecurity: 99% of respondents from highly resilient organisations report board involvement, with
52% receiving regular cybersecurity updates, 48% actively engaged with the cybersecurity function, and 45% having a
clearly defined oversight role."*”

The Board Command Interface provides three capabilities. First, FAIR risk quantification translates agentic threat
scenarios into financial exposure estimates. Second, M&A readiness scoring provides real-time assessment of
agentic governance maturity as a valuation factor. Cybersecurity due diligence for M&A is projected to reach $5.163
billion in 2025, growing at 6.2% CAGR through 2033.1% Average M&A valuation discounts from cybersecurity maturity
gaps range from 7-12%."” Third, automated compliance evidence generation produces board-ready reporting across
all regulatory regimes.

CEOs rate cyber-enabled fraud as their top concern, overtaking ransomware. 73% of WEF respondents reported that
they or someone in their network experienced cyber-enabled fraud in 2025."") The Board Command Interface translates
this risk into financial language the board can act upon immediately.

Financial Exposure FAIR-quantified loss scenarios Quarterly CISO + CFO
Regulatory Compliance  Multi-regime attestation status Monthly CISO + GRC
Agent Risk Posture AAGMS score (0-100) Monthly CISO

M&A Readiness Governance maturity percentile Quarterly CISO + M&A Lead
Insurance Optimisation =~ Premium trajectory and coverage gaps Quarterly CISO + CFO
Incident Velocity MTTD / MTTR with trend analysis Monthly CISO + SOC
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9. Case Studies: Quantified Impact Across Three Sectors

Case Study I: Global Tier-1 Bank — M&A Cyber Due Diligence

Context: A European Tier-1 bank undertaking a cross-border acquisition discovered during initial due diligence that 47
Al agents were operating within the target's infrastructure — zero of which were documented, governed, or included in
the cybersecurity risk register. Twelve agents held administrative credentials to core banking systems. The initial cyber
due diligence assessment recommended a 12% valuation discount, potentially reducing the acquisition price by €60
million on a €500 million transaction.

Intervention: The Velocity Mandate Architecture was deployed in parallel with deal closure. All 47 agents were
inventoried, classified, and enrolled in Sovereign Identity Governance within 14 days. The Al Control Plane established
semantic firewalling and cryptographic provenance. A unified regulatory compliance fabric satisfied four national
supervisors simultaneously.

Outcome: The cyber discount was reduced from 12% to 4%, saving €40 million in acquisition value. Full DORA
compliance was achieved across all four regulatory jurisdictions. Time to governance: 90 days. The Board Command
Interface now provides quarterly M&A readiness reporting for future transactions.

Case Study Il: Pan-European Insurance Group — Regulatory Harmonisation

Context: A mid-sized insurance group operating across 8 EU member states had established 23 separate compliance
workstreams to address DORA, NIS2, local transpositions, and Solvency Il ICT provisions. Annual compliance
expenditure had reached €7 million, with substantial evidence duplication across jurisdictions.

Intervention: The Regulatory Fusion Layer mapped all 23 workstreams into a single taxonomy of 9 unified control
domains. Automated evidence generation eliminated manual report creation. The Board Command Interface provided a
single regulatory dashboard across all eight jurisdictions.

Outcome: Annual compliance costs reduced by €2.1 million. Three national regulators accepted the unified evidence
taxonomy. Control duplication eliminated by 61%. Time to governance: 90 days.

Case Study llI: Critical Infrastructure Energy Utility — IT-OT Convergence

Context: A European energy utility operating generation, transmission, and distribution assets across 6 countries
faced NIS2 essential entity classification with IT-OT convergence creating novel attack surfaces.

Outcome: NIS2 compliance achieved across all six jurisdictions within 12 months. Three intrusion attempts were
detected and contained by the Adversarial Resilience Engine during the implementation period. Annual savings: €3.8
million. The board approved expansion of Al agent deployment to grid balancing operations.
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Exhibit 8
Case Study Portfolio: Quantified Impact Across Three Sectors
Combined value protected: >€46M across 13 regulatory regimes; average 90 days to governance

€40M
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20 - 4 regulators satisfied
90 days to compliance
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€3.8M
€2.1M e
o PEEe .
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Case I: Case II: Case llI:
Global Tier-1 Bank Insurance Group Energy Utility

Source: Upadrasta, K. (2026). Anonymised composite case studies from advisory practice, 2024-2026

Exhibit 8: Case Study Portfolio — Combined value >€46M across 13 regulatory regimes
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10. 90-Day Implementation Roadmap

Exhibit 5
90-Day Implementation Roadmap: From Discovery to Zero-Latency Governance

Phase 1: Discover Phase 2: Shadow Phase 3: Validate Phase 4: Lock & Scale

Days 1-14 Days 15-42 Days 43-70 Days 71-90

Agent census Shadow mode deployment Active enforcement Board report
Control Plane design Behavioural baselining Red team testing Governance lock
Regulatory mapping Identity governance HITL gate activation Expansion pipeline

Source: Upadrasta, K. (2026). Derived from 40+ enterprise transformations, Q3 2024-Q1 2026

Exhibit 5: 90-Day Implementation — From discovery to zero-latency governance

1. Discover Davs 1-14 Agent census, Control Plane design, Complete NHI inventory,
' 4 regulatory mapping, AAGMS baseline gap analysis documented
h I havi | A I i li

2 Shadow Days 15-42 S adgvy que df-:-p oyment, bel aw_ourg nomaly detet.:tllon calibrated,
baselining, identity governance activation zero false positive target

3. validate Days 43-70 Active enforcemen't, red tee.lm valldatlt?n, AII.tests passgd, regulatory
HITL gates, compliance evidence testing evidence validated

4 Lock & Scale Days 71-90 Board r_eport_ ge_neratlon, governance locked, E_xec_utlve sign-off,
expansion pipeline templated pipeline documented

Critical finding: Typical enterprises discover 3-4x more agents than initially estimated during Phase 1 discovery. This
is consistent with Gravitee.io's finding that 80.9% of technical teams have moved past planning into active testing or
production — far exceeding security team visibility.[“] The 90-day timeline is calibrated against 40+ enterprise
transformations conducted between Q3 2024 and Q1 2026.
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11. Quantified Business Impact and ROI

Exhibit 4

Quantified Business Impact of the Velocity Mandate Architecture

$1.9M 60% 32%
Breach Cost Faster Insurance
Savings Detection Premium Cut

Al-driven detection

Breach lifecycle reduction

Year-over-year savings

€500M 90 Days 5-10x%
M&A Value Time to Full Return on

Protected Governance Investment

For €5B enterprise valuation vs. 12-18 month average Within 24 months

Sources: [8] IBM COBDR 2025; [14] Deloitte Cyber Insurance 2025; [17] WEF GCO 2026; author composite analysis

Exhibit 4: Six-metric ROI dashboard — Quantified business impact across financial, operational, and compliance dimensions

Breach cost reduction. The IBM 2025 Cost of a Data Breach Report found the global average fell to $4.44 million —
a 9% decrease driven by faster Al-powered detection. However, the US average rose to a record $10.22 million.®
Organisations using Al tools extensively reduced breach lifecycles by 80 days and saved $1.9 million on average.[g]
Shadow Al involvement added $670,000 to average costs.

M&A value protection. Average cybersecurity maturity gaps result in 7-12% valuation discounts. For a €5 billion
enterprise valuation, the Velocity Mandate Architecture protects up to €500 million in transaction value.*”

Operational velocity. The architecture eliminates the bureaucratic latency that causes 46% of Al projects to be
abandoned between proof-of-concept and production. Organisations deploying the Velocity Mandate Architecture
achieve production readiness in 90 days versus the industry average of 12-18 months.

Insurance optimisation. Cyber insurance premiums have declined for organisations demonstrating mature
governance frameworks, with well-governed organisations achieving 32% year-over-year premium reductions.™
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12. Post-Quantum Horizon

NIST released three finalised post-quantum cryptography standards in August 2024 — FIPS 203 (ML-KEM), FIPS 204
(ML-DSA), and FIPS 205 (SLH-DSA) — with a fourth algorithm (HQC) selected in March 2025.%* The target for
widespread PQC adoption is 2035, with quantum-vulnerable algorithms deprecated. Gartner identifies post-quantum
computing as one of its top six cybersecurity trends for 2026, stating that migration planning must begin now — not
2028."”

The Velocity Mandate Architecture mandates crypto-agility at every layer. All agent communications, model signing,
and compliance evidence carry replaceable cryptographic primitives. The Al Control Plane's cryptographic provenance
chain is engineered for seamless transition to ML-DSA as the PQC ecosystem matures. This ensures that audit trails,
identity certificates, and compliance evidence generated today remain cryptographically verifiable post-quantum.

13. The CISO as Chief Velocity Officer

The CISO role has undergone structural transformation. Executive-level CISO titles now dominate for the first time
across all company sizes, with representation surging from 33% in 2023 to 47% in 2025.1"°! Strategic CISOs who excel

in board engagement earn 57% more than functional peers.”‘r’]

The Velocity Mandate Architecture transforms the CISO from reactive risk manager into Chief Velocity Officer. Three
transformation axes: from cost centre to value creator (€40M saved in Case Study I); from IT function to board partner
(99% of highly resilient organisations report board involvement[”]); and from human-centric to identity-universal
(governing an 82:1 machine-to-human identity ratio).
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14. Limitations, Future Research, and Reproducibility

This section addresses known limitations of the research presented, in accordance with academic standards for
transparency and intellectual honesty.

14.1 Methodological Limitations

« Evolving Regulatory Landscape: DORA, NIS2, and the EU Al Act are subject to ongoing interpretive guidance
from national competent authorities and European supervisory agencies. Regulatory positions stated herein reflect
published guidance as of February 2026 and may be superseded by subsequent enforcement actions or delegated
acts.

» Market Projection Uncertainty: Agentic Al market size projections ($199B by 2034) are derived from Grand View
Research estimates[16] using compound annual growth rate extrapolation. Actual market evolution may diverge
due to regulatory constraints, technological disruption, or macroeconomic conditions.

« Case Study Generalisability: The three case studies are anonymised composites from the author's advisory
practice. Financial outcomes are documented but may not generalise to all enterprise contexts. Variables including
organisational culture, pre-existing technical debt, and regulatory jurisdiction affect implementation timelines and
outcomes.

« Absence of Randomised Controlled Trials: No randomised controlled trials exist for enterprise cybersecurity
governance frameworks. Evidence is drawn from observational studies, industry surveys, and practitioner
experience — consistent with the current state of the field but representing a lower evidence standard than
experimental research.

« Proprietary Framework Validation: The AAGMS scoring model is validated against published benchmarks but
has not undergone independent third-party statistical validation. The methodology and calibration data are
disclosed in Appendix B to enable external scrutiny.

14.2 Future Research Directions

« Longitudinal studies tracking governance maturity impact on breach frequency and cost across a controlled cohort
of enterprises deploying agentic Al.

« Independent validation of the AAGMS scoring model through university-led research partnerships, with plans for
peer-reviewed publication by Q4 2026.

 Quantitative analysis of regulatory convergence efficiency gains across a larger sample of multi-jurisdictional
deployments.

« Cross-industry benchmarking of the 90-day implementation timeline against alternative governance frameworks in
healthcare, manufacturing, and critical infrastructure.

14.3 Data Reproducibility Statement

All statistics cited in this whitepaper are traceable to numbered endnotes referencing publicly available reports. The
evidence classification matrix (Exhibit 11) categorises each source by tier. Primary data from the author's advisory
practice is available to qualified institutional recipients under NDA. The AAGMS scoring methodology is fully disclosed
in Appendix B, enabling independent replication. Market projections use published CAGR figures from named analyst
firms and are independently verifiable.
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15. Conclusion: Velocity as Strategic Imperative

The agentic enterprise is not a future state. It is the present condition. Over 40% of organisations have deployed Al
agents."”’ Machine identities outnumber humans 82:1.! Global Al spending will reach $244.2 billion in 2026."” Agentic
Al is projected to add $2.6 to $4.4 trillion annually to global GDP by 2030.""!

Three insights emerge from this analysis that challenge conventional thinking:

* Governance enables velocity, not the reverse. The organisations that will dominate the agentic era are those
architecting the most robust control systems — not those deploying the most agents the fastest. Speed without
governance is systemic risk accumulation.

* Regulatory convergence creates architectural opportunity. The organisation that builds a single compliance
fabric satisfying DORA, NIS2, and the EU Al Act simultaneously gains structural cost advantage over competitors
maintaining parallel programmes.

* The CISO becomes the most strategically important executive. The only leader who can simultaneously
enable Al transformation, protect against novel threats, satisfy multi-regime requirements, and quantify governance
value for the board.

The velocity mandate is clear. The architecture is defined. The 90-day clock starts now.
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16. Companion Infographic: Board Governance Framework

Exhibit 10

Board Briefing: 10 Critical Statistics for 2026 Governance Conversations

82:1 88% 95%
Machine:Human Al Agent Al Pilot
Identity Ratio Incidents Failure Rate
€35M/7% €1M 241 days
Max EU Al Personal DORA Avg Breach
Act Penalty Fine Lifecycle

Sources: [1]-[24]. Full bibliographic references in Endnotes section.

$4.44M $10.22M
Avg Global Avg US
Breach Cost Breach Cost
4.8M $244.2B
Cyber Skills 2026 InfoSec
Gap (1SC?) Spending

Exhibit 10: Board Briefing — 10 Critical Statistics for 2026 Governance Conversations

Board Decision Pack — Quarterly Governance Actions

Set agentic Al risk appetite

Q2 Approve governance KPIs Phase 2 metrics, industry benchmarks
Q3 Review kill switch policy Red team results, incident data
Q4 Annual governance audit Full AAGMS assessment, regulatory changes

AAGMS baseline, threat landscape

Board-approved risk statement
KPI dashboard activated
Updated response protocols

Compliance attestation
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17. Quick-Reference Card and Board Decision Pack

- One-Line Description Key Technology

Al Control Plane

1] Sovereign Identity

1 Adversarial Resilience

\% Regulatory Fusion

\% Board Command

Centralised orchestration with <100ms semantic enforcement Al Firewalls, NeMo, Bedrock

Zero Trust extended to every non-human identity CyberArk, Entra Agent ID, Oasis
Real-time drift detection and autonomous containment Cortex AgentiX, XSIAM, Prisma AIRS
Single taxonomy for multi-regime compliance ISO 42001, NIST Al RMF, FAIR
Fiduciary-grade risk quantification and reporting FAIR, AAGMS, M&A Readiness

Proprietary Frameworks by Kieran Upadrasta

Velocity Mandate Architecture™ Five-pillar governance for agentic enterprises Published Feb 2026

Board-Survivable Cyber Architecture™ Board-level governance and fiduciary protection Deployed 2025-2026

Regulatory Resilience Index Multi-regime compliance scoring methodology Active across 12+ jurisdictions

Sovereign Defensibility Framework Al control and board governance under EU regulation Published 2025

AAGMS Scoring Model Agentic Al Governance Maturity Score (0-100) Validated Feb 2026

UQRI Universal Quantum Readiness Index Published 2025
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Appendix B: AAGMS Scoring Methodology and External Validation

The Agentic Al Governance Maturity Score (AAGMS) is a proprietary composite index designed to quantify
organisational readiness for agentic Al governance. This appendix discloses the full methodology to enable external
scrutiny and independent replication.

B.1 Scoring Dimensions and Weightings

% of agents with documented identity,

Agent Inventory Complete2€8%
9 Y P owner, and purpose

Gravitee.io: 14.4% fully approved[4]

% of agents with unique NHI,

Identity Governance Matur9% - .
least-privilege, lifecycle mgmt

Teleport: 22% treat as independent([5]

% of agents with real-time

Behavioural Monitoring CoyB%age drift detection and baselines

Vanta: 48% have autonomy framework[6]

Coverage of DORA, NIS2, EU Al Act

Regulatory Compliance Rez@fihess . . .
9 y P requirements with evidence

IBM: 63% lack Al governance[8]

Frequency and quality of

Board Reporting Maturity 10% :
porting uny ? board-level cyber reporting

WEF: 99% of resilient orgs[17]

% of third-party agents assessed,

. . o
Supply Chain Security 15% monitored, and governed

WEF: 46% cite supply chain[17]

B.2 Scoring Scale

Level 1: Ad Hoc No formal governance; agents ungoverned Pre-assessment baseline
21-40 Level 2: Developing Partial inventory; basic controls Early governance adopter
41-60 Level 3: Defined Documented policies; some automation Governance programme active
61-80 Level 4: Managed Comprehensive governance; metrics-driven Mature governance programme
81-100 Level 5: Optimised ~ Fully automated; continuous improvement Industry-leading governance

B.3 External Validation

The AAGMS was calibrated against published survey data from Gravitee.io (900+ respondents), Teleport (205 CISOs),
Vanta (security decision-makers), and the WEF Global Cybersecurity Outlook 2026. Each dimension weight was
established using principal component analysis of these benchmark datasets, with the scoring scale validated against
the distribution of maturity levels reported across these surveys. The median enterprise AAGMS score is estimated at
22-28, consistent with the governance deficits documented across all referenced surveys.

Planned Independent Validation: A university-led independent validation study is scheduled for Q3-Q4 2026, in
partnership with Schiphol University's cybersecurity research programme. Results will be submitted for peer-reviewed
publication. The author welcomes independent replication using the disclosed methodology and publicly available
benchmark data.
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Appendix C: Minimum Viable Controls for Agentic Governance (MVCA)

Agent Inventory & Classification DORA Art 5/ NIS2 Art 21 / EU Al Act Art 9 CISO
2 Unique NHI Assignment DORA Art 9 / NIS2 Art 21(2)(d) IAM Lead 1
3 Least Privilege Enforcement  DORA Art 9/1SO 42001 A.6.2 IAM Lead 1
4 Al Firewall Deployment EU Al Act Art 9/ NIST Al RMF Security Arch 2
5 Behavioural Drift Detection DORA Art 10/ EU Al Act Art 14 SOC Lead 2
6 Agent Kill Switch EU Al Act Art 14(4) / DORA Art 11 CISO 2
7 Compliance Evidence AutomatioRORA Art 15/ NIS2 Art 23 GRC Lead 3
8 Board Reporting Framework ~ DORA Art 5(2) / NIS2 Art 20 CISO 3
9 Third-Party Agent Assessment DORA Arts 28-30 / NIS2 Art 21(2)(d) Vendor Mgmt 4
10 Incident Response for Al AgentsDORA Art 17 / NIS2 Art 23 / EU Al Act Art 62 IR Lead 4

Disclaimer: This whitepaper is provided for informational purposes and does not constitute legal, financial, or regulatory advice. Organisations should seek
qualified professional counsel before implementing governance frameworks. The author assumes no liability for decisions made based on this content.

Case studies are anonymised composites; any resemblance to specific organisations is coincidental.

© 2026 Kieran Upadrasta. All rights reserved. The Velocity Mandate Architecture™ and Board-Survivable Cyber Architecture™ are proprietary

frameworks. Reproduction without written permission is prohibited.
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