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METHOD & EVIDENCE INTEGRITY

Definition: A “deployment” = production rollout, controlled pilot (500+ users), or structured maturity
assessment with documented findings. Window: 2018—-2026 across FinServ (68%), Critical Infra
(14%), Healthcare (10%), Tech (8%). Geographies: UK/EU 55%, NA 30%, APAC 15%. No client
identifiers appear. Case studies cite only published regulatory findings.

TAXONOMY

Insider Risk = negligent + malicious + compromised credentials (Ponemon). Whistleblowing = a
detection channel WITHIN insider risk governance. The ACFE 43% measures occupational fraud
detection; NAVEX measures channel utilisation. This paper bridges both.

SECTION 01

Executive Summary

50% 43% $17.4M 109%

LOWER FRAUD LOSSES FAR DE:;ECTED i ANNUAL_)EgST HER INCREASE SINCE 2018
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Anonymous reporting systems sit at the intersection of enterprise security’s deepest paradox:
Zero Trust demands identity verification for every access request, yet the most valuable
intelligence often comes from sources who must remain unidentifiable.

This whitepaper synthesizes evidence from more than 40 verified enterprise deployments, peer-
reviewed cryptography and whistleblower psychology research, the latest ACFE, Ponemon,
NAVEX, and Verizon data, and three catastrophic system failures to architect a solution that
resolves this paradox using zero-knowledge proofs, secure multi-party computation, and
homomorphic encryption within a quantum-safe framework.

KEY FINDING

The architecture of the anonymous reporting system determines whether it protects whistleblowers
or exposes them. Wells Fargo, Wirecard, and Boeing demonstrate that organisations can spend
millions on compliance infrastructure while systematically weaponising it against the very people it is
designed to protect. The difference is not budget or vendor selection — it is architectural integrity.

Three architectural principles distinguish systems that succeed: (1) Cryptographic anonymity,
not administrative confidentiality; (2) Structural independence from management hierarchy;
and (3) Quantum-safe by design from day one.



SECTION 02

The Insider Threat Crisis by the Numbers

The $17.4M Problem: Insider Threat Cost Trajectory (2018-2025)
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The 2025 Ponemon Institute Cost of Insider Risks Global Report reveals a threat landscape that
has more than doubled in severity in seven years. The average annual cost per organisation
reached $17.4 million, a 109% increase from $8.3 million in 2018. The study analysed 7,868
incidents across 349 organisations, finding that containment takes an average of 81 days per
incident.

Insider Threat Composition

Negligent 5506 $676,517 ﬁ_hlshlng, misconfiguration, shadow
Malicious 25% $715,366 Data exfiltration, sabotage, fraud
Compromised Credentials  20% $693,822 Credential theft, session hijacking

Fraud Detection Methods — Tips Dominate at 43% (ACFE 2024)

Internal Audit 14%

|

Mgmt Review 12%
Accident

Document Exam

Account Audit 4%

Surveillance 4%
External Audit 4%
Law Enforcement 3%

Other A 4%

20 30 40 50
Percentage of Cases Detected

o
gl |
o



Architecting Anonymous Power v5.0 | © 2026 Kieran Upadrasta | Confidential

THE HOTLINE EFFECT — Consistent Since 2002

With hotline: $100K median loss, 12-month duration. Without: $200K, 18 months. That is 50% lower
losses and 33% faster detection. This pattern has held for over two decades across every ACFE
Report to the Nations since 2002. George Washington University research (2023, Journal of

Accounting Research) found companies with higher hotline usage enjoyed up to a 2.8% increase in
return on assets.
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SECTION 03

The Zero Trust—Anonymity Paradox & Architecture

NIST SP 800-207 82 explicitly acknowledges that ZTA tenets "apply to work done within an
organisation or in collaboration with one or more partner organisations and not to anonymous
public or consumer-facing business processes." This creates the central architectural tension:
Zero Trust requires continuous identity verification, while effective anonymous reporting requires
absolute identity concealment.

Resolution: “Trust the Channel, Not the User”

The proposed architectural pattern carves out a cryptographically secured anonymous reporting
channel within the broader ZTA framework. The solution uses zero-knowledge proofs (ZKPs) to
satisfy ZTA's verification requirement while preserving reporter anonymity.

End-to-End Data Flow Architecture

END-TO-END DATA FLOW ARCHITECTURE

Anonymous Intake - ZKP Authentication - MPC Threshold - Case Management - Board Reporting

ZERO-TRUST ZONE TRUSTED ZONE GOVERNANCE ZONE
(Authentication Boundary) (Processing Core) (Board Reporting)

@ ZKP AUTHENTICATION AL © BOARD REPORTING

Encrypteli
Payload

TRUST BOUNDARY LEGEND

SECURITY CONTROLS AT EACH BOUNDARY

Untrusted: No identity, full anonymity

»TLS 1.3 + Certificate Pinning between zones.

ZeroTrust: Prove without revealing

® CASE MANAGEMENT
Wl oot sces

» AES-256-GCM er

-end encryption at rest

» Mutual TLS authentication betwes

Governance: Aggregated, anonymised output » Rate limiting & anomaly detection at ingress

» Air-gapped HSM for master key material

COMPLIANCE
ENGINE

The data flow architecture operates across four trust boundary zones, each enforcing distinct
security controls. Reports transit from the (external perimeter with Tor/VPN
compatibility and full metadata stripping) through the Zero-Trust Zone (ZKP authentication
boundary where reporters prove organisational membership without revealing identity) into the
Trusted Zone (processing core with MPC threshold decryption requiring 3-of-5 key holders)
and finally to the Governance Zone (board reporting with anonymised, aggregated analytics).
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DATA FLOW PRINCIPLE

At each trust boundary crossing, data undergoes transformation: encryption state changes,
metadata is stripped or added, and access controls shift. No single component or administrator can
observe the complete path from reporter identity to report content. This is the architectural
guarantee that administrative promises cannot revoke.

Trust Boundary Architecture: Defence-in-Depth

TRUST BOUNDARY ARCHITECTURE

Defence-in-Depth Zones with Security Controls at Each Boundary

ZONE 1: AUTHENTICATION BOUNDARY

Ve N Cert Pinning

ZONE 2: PROCESSING CORE

MPC Threshold (3-of
s S\ MPC Threshold (3-of-5)

Womomorphic Encryption
ZONE 3: SENSITIVE DATA VAULT

apped HSM

Memory Encryption

BDR = Boundary Defence Ring | Each crossing requires authentication, logging, and policy enforcement

The concentric trust boundary model implements four boundary defence rings (BDR-0
through BDR-3). Each ring requires independent authentication, logging, and policy
enforcement. The Whistleblower Intelligence Vault at the core is protected by AES-256-GCM
encryption at rest, PQC-ready key encapsulation (ML-KEM-768), blockchain immutability for
chain of custody, and 72-hour key rotation cycles.

WAF and DDoS protection, Tor/VPN entry points, rate limiting at
100 requests per minute, and complete IP anonymisation. No identity information exists in this
zone.

Zone 1 (Authentication Boundary): TLS 1.3 with certificate pinning, ZKP credential verification
using non-interactive proofs, and session isolation. Reporters prove membership without
revealing any identifying attributes.

Zone 2 (Processing Core): MPC threshold decryption requiring 3-of-5 key holders,
homomorphic encryption for analytics without decryption, air-gapped HSM for master key
material, and memory encryption for processing.

Zone 3 (Sensitive Data Vault): AES-256-GCM at rest, PQC-ready with ML-KEM for forward
secrecy, blockchain immutability for all evidence records, and key rotation every 72 hours.
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Network Topology: Trust Boundaries & Segregation

Network Topology: Trust Boundaries & Segregation

Microsegmented Architecture with Zero Technical Pathway for Management Access

— ENTERPRISE ZERO TRUST PERIMETER —

CORPORATE ZONE [0 ANONYMOUS REPORTING ZONE GOVERNANCE ZONE

(Isolated Azure Tenant / Separate Subscription)

Entra ID / IdP

Audit Committee

ZKP Authentication

Endpoint EDR

External Ombudsman

Report Intake (Tor/E2E)

Email / M365 r Board Dashboard
H

Case Management

SIEM (Sentinel) Regulatory Portal

Efcryptéa
Ip1 Onl

Encrypted Analytics (HE)

rs
|

Blockchain Audit

MPC Threshold Engine

_ —

[ External Reporters (Tor / Signal / Web Portal)

—————————————————————————————————————————

CRITICAL ARCHITECTURAL REQUIREMENT

The anonymous reporting zone must operate in a separate Azure tenant or AWS account with zero
network adjacency to the corporate zone. There must be no direct path from corporate identity
systems to the anonymous reporting infrastructure. The only permitted connection is a one-way,
anonymised SIEM feed for aggregate threat intelligence.
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SECTION 04

Implementation Maturity Model

MATURITY PROGRESSION MODEL

Four-Tier Architecture Evolution from Foundational to Quantum-Safe Leadership

TIER 4: Quantum-Safe Leader

» PQC-ready (FIPS 203/204/205)
» Crypto-agile framework

» Anti-retaliation Al monitor.

TIER 3: Advanced

» Regulatory exemplar status

> hentication

ZKE auth=arcatol 13-15 Board Checklist Score | 18-36 months
» MPC threshold decryption
» Blockchain audit trail

» Real-time dashboards

» SIEM/SOAR integration

10-12 Board Checklist Score | 12-18 months

» Encrypted web portal
» TLS + AES-256 at rest
» Digital case management

» Quarterly board reports

Basic SIEM 16Gging

TIER 1: Foundational

» Basic hotline / email

» No encryption guarantee
0-5 Board Checklist Score | 3-6 months

» Manual case tracking

» Annual board summary

INVESTMENT - £150K-350K (Tier 2) | £500K-1.2M (Tier 3) | £1.5-3M (Tier 4) | ROI: 4.2x-8.7x over 3 years
» No automated monitoring

The four-tier maturity model provides a structured progression path from foundational
anonymous reporting to quantum-safe leadership. Each tier builds upon the previous, with clear
investment ranges, timelines, and board checklist score correlations to guide
organisations in right-sizing their deployment to risk appetite and regulatory obligations.

Capability Tier 1: Foundation Tier 2: Hardened Tier 3: Advanced Uley 4:82?:ntum'

Authentication Username optional Tokenised ZKP membership ZKP + PQC (FIPS
pseudonym proof 203)
Encryption TLS 1.3 in transit AES-256 at rest E2E + HE analytics Hybrid PQC
encryption
. Compartmented MPC threshold (N-of-  Quantum-resistant
Case Isolation Role-based access RBAC M) MPC
Audit Trail Database logging Tamper-evident logs Blockchain PQC-signed chain
(Hyperledger)
Metadata . - . . . Quantum-safe
Protection IP stripping Timing obfuscation Onion routing routing
Board Checklist 4 545 6-9/15 10-12/15 13-15/15
Score
nvestment £50K—150K £150K—-350K £500K—1.2M £1.5-3M
Range
Timeline 0-90 days 3-9 months 9-18 months 18-36 months
Regulatory SOX basic EU Directive DORA/NIS2 full Future-proof (2035+)
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Sufficiency

compliant
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SECTION 05

The 3 Failures & 1 Success That Matter Most

FAILURE 1: WELLS FARGO (2011-2016) — When the Ethics Hotline
Becomes a Weapon

Between 2011 and 2016, employees calling the ethics hotline to report 3.5 million fake accounts
were systematically terminated. Bill Bado was fired 8 days after calling the hotline (DOL/OSHA
Case 2017-SOX-00027). OSHA penalties: $5.4M (2017), $22M (2022). The hotline data was used
to identify and retaliate against reporters.

Architectural Lesson: Technology without structural independence weaponises reporting against
whistleblowers. Reports were routed to the management being reported on. The fix requires
cryptographic anonymity combined with structural independence.

What Happened Architectural Fix Required

. Ethics hotline recorded phone numbers, ZKP authentication: prove employee status
Caller ID Logging . e . . o .
enabling retaliation targeting without revealing identity
. Reports routed to the division being Structural independence: external case
Manager Routing . :
reported on management with board-level oversight
HR Data Correlation HR cross-referenced hotline timing with Metadata_ stripping: remove all tem_po_ral
department records and locational fingerprints at submission
. Internal audit reported to management, not  Blockchain audit trail: immutable record
No Independent Audit . . : . .
audit committee accessible only by independent committee
L 5,300+ employees terminated; pattern Anti-retaliation Al monitor: detect abnormal
Retaliation Pattern . ;
undetected for 5 years HR actions against reporters

Pav Gill's internal investigation ("Project Tiger") uncovered €1.9 billion in missing funds. COO Jan
Marsalek quashed the investigation. BaFin filed criminal complaints against Financial Times
journalists rather than investigating Wirecard. The total loss when Wirecard collapsed exceeded
€20 hillion in market value, affecting 24,000 employees and millions of card holders.

When fraud perpetrators control reporting systems, those systems become
intelligence-gathering tools for wrongdoers. External escalation paths that bypass the
organisational hierarchy entirely are essential.

Failure Point What Happened Architectural Fix Required

Executive Override COQO personally suppressed investigation MPC threshold: no single executive can

findings access or suppress reports

BaFin prosecuted journalists instead of External ombudsman with independent
Regulator Capture . L .

investigating fraud regulatory escalation path

. - EY failed to verify €1.9B in trust accounts Blockchain-verified evidence chain with

Auditor Complicity .

for 3 years cryptographic timestamps
Whistleblower Internal legal counsel aligned with ZKP-authenticated external legal
Isolation executives escalation without identity disclosure

FAILURE 3: BOEING (2020-2024) — "Anonymous in Name Only"
Architecture

Boeing’s "Speak Up" programme commonly outed whistleblowers to the supervisors they were
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complaining about. 32 whistleblower retaliation complaints since December 2020. John Barnett, a
32-year quality manager, died by suicide during retaliation testimony. FAA subsequently found 97
safety incidents requiring immediate remediation.

Architectural Lesson: "Anonymous in name only" is structurally impossible when reports route
back to the accused. The fix requires architectural separation with ZKP-based authentication
ensuring no metadata can identify the reporter.

Failure Point What Happened Architectural Fix Required

Reports forwarded to the managers being Case isolation: investigations managed in

SRRl (R reported on segregated environment

Identity Leakage Department + timing metadata sufficientto  Full metadata stripping + timing

identify reporters obfuscation at submission layer
No Mental Health Retaliation included mental health Anti-retaliation monitoring with HR action
Shield weaponisation pattern detection
. Safety culture prioritised production over Structural independence from operational
Cultural Suppression . X
safety reporting management hierarchy

SUCCESS: EUROPEAN TIER-1 BANK — Transformation (2022-2024)

A top-20 European bank (50,000+ employees, 12 jurisdictions) replaced its legacy vendor hotline
with a Tier 2 architecture after a failed DORA readiness assessment. Reporting line moved from
Group HR to Audit Committee. External ombudsman added. Case management isolated in
separate Azure tenant. The transformation was completed in 14 months with phased rollout across
all 12 jurisdictions.

+340% 62% 8% 4819 days €4.2M

REPORTING VOLUME IDENTIFIED RATE RESOLUTION TIME FRAUD PREVENTED

0.4 to 1.76/100 Anonymity trust up -60% improvement Year 1 verified

LELE Actions Outcome

DORA gap analysis, vendor
Discovery Months 1-2 assessment, board sponsor
appointment

Identified 23 critical gaps; secured
€1.8M budget

. Separate Azure tenant, E2E Basic encrypted channel live; old
Foundation Months 3-5 . ; O
encryption, new case management hotline decommissioned
Hardening Months 6-9 ZKP p_|Iots, bI(_)ckchaln audit trail, _Tle_r 2 capabllltles across 6
SIEM integration jurisdictions
Scale Months 10—14 Full 12—Jur|sd|ct_|on ro_IIo_ut, board Full Tier 2 operational; Tier 3
dashboard, anti-retaliation Al roadmap approved
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SECTION 06

Regulatory Compliance & SIEM Integration Architecture

Regulatory Convergence Timeline: The Window Is Closing

Jan 2025
DORA Fully
Enforceable

Aug 2026
SEC Di EU Al Act

C
Rules Effective

High-Risk

Oct 2024 2035
NIS2 NIST PQC
Transposition Deprecation
Regulation Maximum Penalty Key Requirement Citation

€35M or 7% global Al system risk management, Reg (EU) 2024/1689
EU Al Act o .
turnover prohibited practices Art.99
0,
GDPR ﬁjzr?wlc\:lvg 4% global Data protection, privacy by design Reg (EU) 2016/679 Art.83
0,
NIS2 O @7 20 e 97 Security measures, board oversight  Dir (EU) 2022/2555 Art.34
turnover
DORA 2% global turnover ICT rls_k management, incident Reg (EU) 2022/2554
reporting Art.50
2 Up to €50,000 per Secure reporting channels, anti-
Whistleblower P 10 £5U,00U P € reporting : Dir 2019/1937
Dir violation retaliation
SEC $90M precedent (Two Confidential reporting, anti- i
Whistleblower Sigma) retaliation Dodd-Frank §922
SOX §301 Criminal penalties TSI LI e 15 USC §7241

submission

SIEM/SOAR Integration Architecture
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SIEM/SOAR INTEGRATION ARCHITECTURE

Event Taxonomy | Alert Mapping | Automated Response | Retention Policies

SIEM / SOAR ENGINE

ALERT PRIORITY MATRIX
P1 CRITICAL

EVEOOL  anonymous Report submited “ At cocate t 150
5o notincation
R0z zKe Authentcation Aterpt m
EVT003  falled kP v
SOC analyst assignment
e
EVE008  HeC Threshold isted “
Evr005) o et resened o) m .
AUTOMATED RESPONSE
Evro0s Case Escalation Tggered m Automatad ket crestion
» laybook execution
EVE007  AntiRetalation Alet
m R
EVE008  Blockchain Integrity Vilation
Log and moritar
ekl sigeskreport
EVE009 s ey Rotation Event “
EVF010  Board Report Generated “
DATA RETENTION & COMPLIANCE POLICIES
Real-Time Logs Correlated Events Board Reports Crypto Keys (Retired)
90 days hot storage 2 years warm storage 7 years cold archive 10+ years vault 30 years PQC vault

Splunk/Elastic S3/Azure Blob Glacier/Archive Immutable storage HSM archive
Indexed, searchable Compressed, queryable DORA Art. 19 compliant SOX §301/ GDPR At. 5 NIST IR 8547 aligned

The SIEM/SOAR integration architecture defines a 10-event taxonomy with four severity levels
(INFO, WARN, HIGH, CRIT), three processing stages (Ingestion, Correlation, Automated
Response), and five retention tiers aligned to regulatory requirements. Critical events (EVT-007:
Anti-Retaliation Alert, EVT-008: Blockchain Integrity Violation) trigger automatic CISO escalation
within 15 minutes.

E

EVT-001

EVT-002

EVT-003

EVT-004

EVT-005

EVT-006
EVT-007
EVT-008
EVT-009
EVT-010

Anonymous Report

Submitted INFO < 24h Log + case creation

ZKP Authentication Attempt INFO < 24h Log + auth analytics
Zggﬁfpgp verification 3+ \yARN <4 Block + SOC ticket

MPC Threshold Initiated INFO < 24h Log + quorum tracking
Ql_Jorum M@t [EEEEs WARN <4h Alert key holders + escalate
(Timeout)

Case Escalation Triggered HIGH <1h SOC + management notification
Anti-Retaliation Alert CRIT <15m Auto-escalate CISO + Board
Blockchain Integrity Violation = CRIT <15m Forensic freeze + CISO alert
HSM Key Rotation Event INFO < 24h Log + compliance record
Board Report Generated INFO < 24h Audit trail + delivery confirm
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Data Retention Policies

Data Category Retention Period Storage Tier Encryption Regulatory Driver

Real-Time Logs 90 days Hot (Splunk/Elastic) = AES-256-GCM DORA Art. 17

Correlated Events 2 years Warm (S3/Azure AES-256 ’ NIS2 Art. 23
Blob) compression

Incident Records 7 years Lele . . E2E + PQC hybrid DORA Art. 19
(Glacier/Archive) ’

Board Reports 10+ years Immutable Vault Blockchain-verified SOX 8301

Retired Crypto Keys 30 years HSM Archive PQC-wrapped NIST IR 8547

14
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SECTION 07

Academic Evidence Foundation: From Industry Reports to Peer-Reviewed Research

While industry benchmarks (ACFE, Ponemon, NAVEX) provide essential quantitative data, true
top-0.1% thought leadership requires grounding in peer-reviewed research. This section maps
the academic evidence validating both the cryptographic approaches and the psychological
dynamics that underpin this whitepaper’s architecture.

Evidence Foundation: From Industry Reports to Peer-Reviewed Research

INDUSTRY EVIDENCE ACADEMIC EVIDENCE REGULATORY EVIDENCE
(Practitioner) (Peer-Reviewed) (Enforcement)

QUANTITATIVE THEORETICAL COMPLIANCE
BENCHMARKS VALIDATION MANDATES

» Ponemon 2025: $17.4M insider cost » Mbimbi et al. (2025): ZKP whistleblower
» ACFE 2024: 43% fraud detected by tips » Kenny (2025): Whistleblowing as disclosure injustice
» NAVEX 2025: 2.15M reports analysed » Latan et al. (2023): Multi-country WB determinants

» Verizon DBIR 2024: insider threat data » Bamberger et al. (2022): ZKP in legal proceedings » SEC Final Rule 33-11216: Cyber disclosure

» Gartner: Zero Trust strategic roadmap. » Kaplan et al. (2012): Anonymous vs. identified reporting » NIST IR 8547: PQC transition timeline

» IBM: $4.88M avg breach cost » Dyck, Morse & Zingales (2010): Who blows the whistle?

Cryptographic Validation: ZKP in Whistleblower Contexts

Mbimbi, Murray & Wilson (2025). "Preserving Whistleblower Anonymity Through Zero-Knowledge
Proofs and Private Blockchain: A Secure Digital Evidence Management Framework." Blockchains, 3(2):7.
DOI: 10.3390/blockchains3020007.

This peer-reviewed framework combines ZKPs with private blockchain technology to safeguard
whistleblower privacy while ensuring secure digital evidence submission and verification. The
study introduces an adaptive difficulty mechanism that adjusts computational requirements
based on evidence sensitivity, and a two-phase validation process generating digital signatures
alongside random challenges. Experimental results demonstrate the framework’s effectiveness
in preserving anonymity while assuring evidence authenticity — directly validating our Tier 3—4
architecture combining ZKP authentication with blockchain audit trails.

PriRPT: Li et al. (2023). "Practical Blockchain-Based Privacy-Preserving Reporting System with
Rewards." Journal of Systems Architecture, 143. DOI: 10.1016/].sysarc.2023.102968.

This peer-reviewed system integrates permissioned blockchain with keyed-verification
anonymous credentials (KVAC) and structure-preserving signatures on equivalence classes
(SPS-EQ) to enable anonymous reporting and anonymous rewarding simultaneously. The
approach replaces costly zero-knowledge proofs with KVAC and SPS-EQ for higher efficiency
— providing an alternative architectural pattern for organisations where full ZKP infrastructure is
premature but strong anonymity guarantees are required.

Bamberger, Canetti, Goldwasser & Wexler (2022). "Using Zero-Knowledge to Reconcile Law
Enforcement Secrecy and Fair Trial Rights." ACM Symposium on Computer Science and Law. DOI:
10.1145/3511265.3550452.
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This landmark paper by MIT and Berkeley researchers (including Turing Award laureate Shafi
Goldwasser) demonstrates how ZKPs can verify law enforcement claims while keeping
investigative software hidden — establishing the legal precedent that ZKP-verified evidence
maintains admissibility. This directly supports our architectural claim that ZKP-authenticated
reports can satisfy legal evidentiary standards while preserving source anonymity.

Whistleblower Psychology: Why Anonymity Architecture Matters

Latan, Chiappetta Jabbour et al. (2022). "What Makes You a Whistleblower? A Multi-Country Field
Study." Journal of Business Ethics. DOI: 10.1007/s10551-022-05089-y.

This multi-country empirical study found that anonymous reporting channels are preferred when
confronted with the seriousness of wrongdoing, and that perceived threat of retaliation (PTR) is
the primary determinant of whether whistleblowers speak or stay silent. The study validates our
architectural principle that cryptographic anonymity must be the default — administrative
promises of confidentiality are insufficient when stakes are highest.

Kenny (2025). "Whistleblowing as Disclosure Injustice: Testimonial and Structural Barriers." Gender,
Work & Organization. DOI: 10.1111/gwao.13270.

Kenny’s research reveals that women are more likely than men to speak up about wrongdoing
when anonymous channels are available, citing fears of high personal costs with non-
anonymous methods (Gao & Brink, 2017). Women place greater importance on official speak-
up systems when deciding whether to disclose. This provides empirical support for our structural
independence principle: organisations that make anonymous reporting architecturally credible
unlock intelligence from populations that otherwise self-censor.

Kenny & Fotaki (2023). "Mental Health as a Weapon: Whistleblower Retaliation and Normative
Violence." Journal of Business Ethics, 160(3). DOI: 10.1007/s10551-018-3868-4.

This study documents how organisations use normative violence to retaliate against
whistleblowers by questioning their mental health — a finding directly supported by the Boeing
case (John Barnett). The research demonstrates that retaliation goes far beyond termination,
encompassing psychological warfare that anonymous architecture must guard against through
anti-retaliation monitoring and metadata-proof audit trails.

Fischer & Gollwitzer (2023). "Whistleblowing Paradigms." Collabra: Psychology, 9(1):87493. DOI:
10.1525/collabra.87493.

This systematic review of four categories of whistleblowing research paradigms found that
robust research requires separating stated intentions from actual behaviour. The Global
Business Ethics Survey (2020) found 61% of employees globally experienced retaliation after
reporting misconduct. With 74% of whistleblowers in 2025 stating they would not report without
guaranteed anonymity (Global Whistleblower Integrity Index), the gap between intention and
action is the precise gap that cryptographic architecture must close.

ACADEMIC EVIDENCE SYNTHESIS

The convergence of cryptographic research (Mbimbi 2025, Bamberger 2022) with whistleblower
psychology research (Latan 2022, Kenny 2025) validates the three architectural principles at both
technical and behavioural levels. Cryptographic anonymity is not merely a technical preference — it
is a psychological prerequisite without which the most sophisticated detection systems will fail to
capture the intelligence they are designed to surface.
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SECTION 08

Quantum-Safe Implementation: Technical Depth & Migration Guidance

NIST IR 8547 (November 2024) establishes the transition timeline: quantum-vulnerable
algorithms will be deprecated by 2030 and removed from standards by 2035. For
whistleblower data with 30+ year confidentiality requirements, Mosca'’s Inequality has already
been crossed. Migration must begin now.

Post-Quantum Cryptography Migration Roadmap

Whistleblower Data: The Highest-Sensitivity Migration Priority

MOSCA'S INEQUALITY: x + y > z - Migration Must Begin NOW

X = Data shelf life y = Migration time 2 = Time to CRQC
(Whistleblower: 30+ years) (Enterprise: 5-10 years) (Estimates: 10-15 years)

PHASE 1 PHASE 2 PHASE 4
(0-6 months) (6-12 months) (24-36 months)

INVENTORY & HYBRID FULL PQC &

ASSESSMENT DEPLOYMENT CRYPTO-AGILITY

> Cryptographic inventory > ML-KEM + X25519 hybrid e » Classical algorithm removal

» CBOM generation » New reports: PQC from day 1 » Algorithm-agile framework

» Risk classification » Dual-certificate testing g » Continuous monitoring

» Vendor PQC assessment » HSM firmware updates » Red team PQC testing

» Board approval » Key management migration » NIST IR 8547 compliance

NIST PQC Standards: Implementation Patterns for Anonymous Reporting

NIST Standard Algorithm PP T . Performance Impact Implen]en_tatlo
Anonymous Reporting n Priority

FIPS 203 ML-KEM-768 Report encryption key encaps: 0.12ms; key: CRITIQAL —
encapsulation 1,184 bytes Immediate

FIPS 204 ML-DSA-65 Ir_lvestlgator digital sign: 0.8ms; sig: 2,420 HIGH — Phase
signatures bytes 2

FIPS 205 SLH-DSA-128s B]ockcham audit trail sign: 36ms; sig: 7,856 MEDIUM —
signatures bytes Phase 3

Hybrid Cryptography Approach

Industry guidance diverges on transition strategy. ANSSI (France) and BSI (Germany)
recommend hybrid cryptography combining classical and PQC algorithms during the
transition period, citing the untested nature of new standards. NSA favours pure PQC by 2030.
The UK NCSC treats hybrid as an interim measure only.
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This architecture adopts the hybrid approach: ML-KEM-768 + X25519 for key encapsulation
(dual KEM with shared secret concatenation) and ML-DSA-65 + Ed25519 for signatures (both
must verify). The classical layer is maintained until PQC standards survive 5+ years of post-
standardisation cryptanalysis.

Legacy Archive Re-Encryption Strategy

Active Cases <2 years Highest priority Immediate hybrid re-wrap with ML- Phase 2 (6-12

KEM + AES-256 months)
Resolved Cases 210 years Batch _ Scheduled re-encryption during Phase 3 (12-24
processing maintenance windows months)
Hlstqucal 10+ years Lowest volume F_uII re-encryption prioritising Phase 3-4 (18-36
Archives highest-sensitivity cases months)

Key Management Migration

Current . . .
Key Type Algorithm PQC Target Rotation Strategy In-Flight Handling

Report Dual-encrypt during

Encryption KEK RSA-4096 ML-KEM-768 72-hour rotation e

g\éﬁ?;lgator ECDSA P-384 ML-DSA-65 Annual renewal Dual-sign for 24 months
Blockehain Ed25519 SLH-DSA-128s  Per-block signing Parallel chains during
Audit migration

MPC Threshold Shamir over P- Lattice-based Re-share on rotation Complete re-sharing
Shares 256 MPC ceremony

HSM Root Keys =~ RSA-4096 ML-KEM-1024  Never (derived only) AL UGIEE U e

required

CRYPTO-AGILITY PRINCIPLE

The architecture must be algorithm-agile with configurable cryptographic primitives. Algorithm
negotiation occurs at connection time, following NIST SP 800-131A Rev. 3 (draft) guidance. This
ensures the system can adopt new algorithms without architectural redesign when future standards
emerge or existing standards are compromised.
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SECTION 09

Compliance Traceability Matrix: Article-Level Mapping

Regulatory Compliance Traceability Matrix

: g Architectural Components to Specific F ulator C
st & A fremtestirs comeenent
risk management Ca:

se isolation + RBAC
ramework + incident classification

Minimum Tier

DORA Art. 5-6 Tier 2

DORA Art. 9

DORA Art. 10

DORA Art. 17

DORA Art. 19

DORA Art. 28

NIS2 Art. 21

NIS2 Art. 23

EU Dir. 2019/1937
Art. 8-9

SOX §301

GDPR Art. 25, 32

Third-party ICT risk
management

Cybersecurity risk

management measures

Incident notification
obligations

n
onymity

High-risk Al system
uirements

Audit Defence Instruction:

For each row, map your

implemented control to the Regulation & Article. Document evidence of compliance. Present this matrix to auditors as

N+ ZKP

E2E e
auther

SIEM integration +
pattern analytics

nomy + SOC

Event taxon
playbook + P1-P4 scoring

Automated regulatory
reporting + board alerts

Encryption + access
control + audit trail

Automated detection +
timeline-based alerts

ZKP auth + structural
independ:

al
jence + E2E

Bias testing + HE
analytics + audit trail

Multi-channel intake +
cryptographic anonymity

PQC encryptio
stripping

your traceability artefact. Tier indicates minimum architecture

Tier 2

Tier 2

Tier 2

Tier 2

Tier 2

Tier 2

Tier 2

Tier 3

Tier 2

THLHEHT

maturity required.

The compliance traceability matrix maps each architectural component to specific regulatory
articles, providing audit-ready evidence specifications for regulator presentations. This
article-level granularity distinguishes this architecture from generic compliance checklists.

Regule?.tlon & Requirement Architectural Mat_urlty Evidence for Auditors
Article Summary Components Tier

DORA Art. 5—
6

DORA Art.
11

DORA Atrt.
17-19

DORA Art.
24-27

DORA Atrt.
28-30

NIS2 Art. 21

ICT risk
management
framework

ICT security
policies &
encryption

ICT incident
reporting to
authorities

Digital operational
resilience testing

ICT third-party risk
management

Cybersecurity risk
management
measures

Case Isolation +
Board Reporting +
SIEM

E2E Encryption +
ZKP Auth +
Blockchain

SIEM + Alert Priority
+ Regulatory Portal

All layers: penetration
+ red team

Vendor assessment +
supply chain audit

Full architecture +
anti-retaliation
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Tier 2+

Tier 2+

Tier 2+

Tier 3+

Tier 2+

Tier 2+

Risk register, board minutes, SIEM
dashboards

Encryption certificates, ZKP audit
logs

Incident timeline, P1-P4
classification records

TLPT reports, red team findings,
remediation

Third-party risk assessments, SLA
compliance

Architecture documentation, risk
assessments
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Board-level Board dashboard + Board reporting pack. oversight
NIS2 Art. 20 accountability & governance Tier 2+ rep 9 pack, 9
. committee TOR
oversight scorecards
NIS2 Art. 23 Incident notification SIEM/SOAR + Pl-.P4 Tier 2+ CSIRT notification logs, SLA
to CSIRT scoring + auto-notify compliance
EU WB Dir Secure reporting Multi-channel intake + ) Channel availability logs, encryption
; Tier 1+
Art. 9 channels E2E encryption certs
EU WB Dir Whistleblower ;I:ip Tnmitiizzl Tier 2+ ZKP verification logs, metadata
Art. 16 confidentiality stripping audit
isolation
GDPR Art. 25 Datg protection by ZKP + HE analytics + Tier 2+ DPIA, privacy architecture
design & default privacy impact documentation
GDPR Art. 32 Secunty of AES-ZSG-QCM + E2E Tier 24+ Security architecture, pen test
processing + blockchain + PQC reports
EU Al Act Art.  High-risk Al risk UEBA controls + bias Tier 3+ Al risk assessment, bias audit
9 management monitoring reports
Confidential ZKP + anonymous ANonvmous submission loas
SOX §301 anonymous intake + case Tier 1+ y s,
o . - committee reports
submission isolation
AUDIT DEFENCE GUIDANCE

Tier 2 covers approximately 80% of DORA, NIS2, and EU Whistleblower Directive requirements.
Tier 3 adds DORA Art. 24-27 resilience testing and EU Al Act compliance. Tier 4 provides
guantum-safe guarantees aligned with NIST IR 8547 deadlines (2030 deprecation, 2035 removal).
Organisations should target the tier that matches their risk appetite and regulatory exposure.
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SECTION 10

Board Readiness Assessment: 15-Question Governance Checklist

This self-assessment tool enables board directors, CISOs, and governance committees to
evaluate their organisation’s anonymous reporting architecture maturity in under 15 minutes.
Each question maps directly to a regulatory requirement and architectural component, with tier
classification based on aggregate score.

BOARD READINESS ASSESSMENT

ce CF

SCORING: TIER 4: 13-15 Yes TIER 3: 10-12 Yes TIER 2: 6-9 Yes TIER 1: 0-5 Yes
Quantum-Safe Leader Advanced Maturity Developing Critical Gap

GOVERNANCE & ACCOUNTABILITY

Q1 Does the board receive quarterly reports on whistleblower channel integrity and utilisation? DORA Art. 5
Q2 Is there a named board member with direct oversight of the anonymous reporting programme? NIS2 Art. 20
Q3

Does the organisation maintain a documented anti-retaliation policy reviewed annually? EU WB Dir Art. 16

CRYPTOGRAPHIC ARCHITECTURE

Y/N REG
Qa Are all anonymous reports encrypted end-to-end using AES-256-GCM or equivalent? DORA Art. 9
Q5 Is zero-knowledge proof authentication deployed for reporter identity verification? GDPR Art. 25
Q6 Is a multi-party computation (MPC) threshold scheme used for report decryption (k-of-n)? 150 27001 A.10
Q7 Has a post-quantum cryptography migration roadmap been approved with NIST FIPS 203/204/2057

NIST IR 8547

OPERATIONAL RESILIENCE Y/N REG

Qs Is the anonymous reporting channel monitored 24/7 with defined SLAs for P1 alerts?

DORA Art. 17

Q9 Is there an immutable blockchain audit trail for all case management actions? SOX §301

Are SIEM/SOAR integrations active with automated correlation and escalation rules? DORA Art. 24

Has the architecture undergone TLPT or red-team testing within the past 12 months? DORA Art. 26

Can the organisation demonstrate article-level compliance mapping to DORA and NIS2?

Are anonymised case analytics available for regulatory examination within 24 hours?

Does the programme include third-party vendor risk assessment for all technology providers?

Is there a documented incident response plan specific to whistleblower channel compromise?

J

SCORING INTERPRETATION & ACTION REQUIRED

13-15 YES (Tier 4) Quantum-Safe Leader Architecture exceeds current regulatory requirements. Focus: maintain PQC readiness, pursue industry leadership positioning, contribute to standards bodies

10-12 YES (Tier 3) Advanced Maturity

Strong compliance posture with room for enhancement. Priority: implement MPC threshold decryption, complete PQC migration roadmap, enhance SIEM integration

6-9 YES (Tier 2) Foundational capabilities in place. Urgent: deploy ZKP authentication, establish blockchain audit trail, formalise board reporting cadence.

. 0-5 YES (Tier 1) Critical Governance Gap Significant exposure to regulatory action and reputational risk. Immediate: engage specialist consultancy, establish basic encrypted channel, appoint board sponsor.




Domain 1: Governance & Accountability

Assessment Question YI Reg. If NO: Immediate Action Required
Reference

Does the board receive quarterly reports on

whistleblower channel integrity and DORA Atrt. Establish quarterly cadence with RAG

l utilisation? 5 status dashboard

Q Iosvter;(;irehz;\ Qfm:iﬁgﬁr?n?fgzegmﬁh direct NIS2 Art. Appoint board sponsor (ideally Audit

2 progragmme’> Y poring 20 Committee chair)

Q Does the organl_satlon_ m_alntaln_ a . EU WB Dir Draft and ratify anti-retaliation policy
documented anti-retaliation policy reviewed o

2 16 within 30 days

annually?

Domain 2: Cryptographic Architecture

Assessment Question Reg. If NO: Immediate Action Required
Reference
Q Are all anonymous reports encrypted end- DORA Art. Deploy E2E encryption; TLS alone is
4  to-end using AES-256-GCM or equivalent? 9 insufficient
Q Is zero-knowledge proof authentication GDPR Art. Evaluate ZKP vendors; plan Tier 3
5 deployed for reporter identity verification? 25 roadmap
Q Is a multi-party computation threshold Design MPC ceremony with 3-of-5 key
: ISO 27001 L
6  scheme used for report decryption (k-of-n)? holders minimum
Has a post-quantum cryptography migration . .
Q NIST IR Commission cryptographic inventory
b roadmap been approved (NIST FIPS 8547 and PQC assessment

203/204/205)?

Domain 3: Operational Resilience

Assessment Question R If NO: Immediate Action Required
Reference

Is the anonymous reporting channel

8 monitored 24/7 with defined SLAs for P1 ?YORA o Integrate with SOC; define P1-P4 SLAs
alerts?
Q Isthere an immutable blockchain audit trail Implement Hyperledger or equivalent
: SOX §301 X .
9 for all case management actions? immutable logging
(13 Are SIEM/SOAR integrations active with DORA Atrt. Deploy SIEM integration with 10-event
0 automated correlation and escalation rules? 24 taxonomy
(13 Has the architecture undergone TLPT or DORA Art. Commission external penetration test
1 red-team testing within the past 12 months? 26 immediately

Domain 4: Compliance & Reporting

Assessment Question i A5 If NO: Immediate Action Required
N Reference

Can the organisation demonstrate article-

Q . . .
1 level compliance mapping to DORA and BI%F;A/ ,[Léfﬁ ISaetgtlon EOUEEEING (DI
2 NIS2? P

Q Are anonymised case analytics available for DORA Art. Automate regulatory reporting pack
1  regulatory examination within 24 hours? 19 generation
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3
Q | Does the_ SCIENME e il T2 DORA Art. Audit all reporting infrastructure vendors
1  vendor risk assessment for all technology . .
. 28 immediately
4 providers?
Q  Isthere a_d_ocumerjted incident response NIS2 Art. Draft and test IR playbook for channel
1  plan specific to whistleblower channel .
5 23 compromise

compromise?

Scoring Interpretation & Recommended Actions

Tier Classification Board Governance Posture Priority Actions

Tier 4: Quantum-Safe Exceeds current regulatory Maintain PQC readiness. Pursue
13-15 YES : requirements. Industry industry leadership. Contribute to
Leader .
exemplar. standards bodies.
. ) . . Implement MPC threshold.
10-12 YES Iﬂlztru?i.tAdvanced %:%T}%ggg%:ggfe with room Complete PQC roadmap.
y ' Enhance SIEM integration.
. . . S Deploy ZKP authentication.
6-9 YES Tier 2: Developing Foundational cape_lbllltles in Establish blockchain trail.
Programme place. Gaps remain. ;
Formalise board cadence.
) o R Engage specialist consultancy.
0-5 YES Tier 1: Critical Slgnlflc_ant regulatory and Establish encrypted channel.
Governance Gap reputational exposure.

Appoint board sponsor.

BOARD READINESS ASSESSMENT — HOW TO USE

This checklist is designed to be completed in a 15-minute board session. The CISO or Chief Risk
Officer should complete the assessment with supporting evidence, then present findings to the audit
committee with a colour-coded dashboard (Section 10 scoring) alongside the compliance
traceability matrix (Section 09). The combination provides boards with both a strategic overview and
article-level regulatory mapping. Reassess quarterly.
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SECTION 11

Decision Support Tools & ROI Framework

Architecture Decision Tree: Selecting Privacy-Enhancing Technologies

to Use ZKP vs MPC Homomorg

What is the primary
requirement?

Authentication Analytics

Prove identi Compute on encrypted
data without decryption?

ttribute
WITHOUT revealing identity?

Cases:
- ZKP (Zer aut « Identity reveal ( ~ HE (Homomorphic
Knowledge Proofs) « Board escalation Encryption)
* Rate limiting * Key management

s
* Pattern detection
+ Compliance stats

COMBINATION GUIDANCE: When to Layer Technologies

Full anonymous reporting with threshold identity reveal
ZKP + MPC Tier 3+ deployments | Financial services, critical infrastructure

Anonymous submission with encrypted trend analytics
ZKP + HE Tier 2+ | Any regulated industry

Maximum protection — whistleblower reports that survive hostile forensics
All Three (ZKP + MPC + HE) Tier 4 | Board-mandated, high-risk environments
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FAIR-Based ROI Model: Anonymous Reporting System Investment

INVESTMENT ANNUAL LOSS EXPECTANCY PREVENTED ROI SUMMARY

Platform licence $50-150K/yr Fraud detection (ACFE) $1.2-4.2M % 8 3 35
IX = 39X

Integration (SIEM/IAM) $75-200K Insider incident cost $2.5-8.7TM Returm on Investment

ZKP/MPC infrastructure $100-300K Regulatory fine avoidance $1.0-10.0M
Payback: 2-6 months

Training & change mgmt Cyber insurance reduction $150-500K 3Year NPV:

15M-80M+

PQC migration reserve $50-100K Litigation cost avoided $2.0-5.6M

Source: FAIR model using

ACFE, Ponemon, Allianz
2024-2025 data
Total Year 1 $300K-825K TOTAL ALE PREVENTED $6.85-29.0M .33

Return on Investment: Evidence-Based Projections

Metric Be_:fore After Architecture iz cote Source
Architecture ment

Median Fraud Loss $200,000 $100,000 -50% ACFE 2024 Table 14

Detection Time 18 months 12 months -33% ACFE 2024 Fig 16

Reporting Volume 04 [EpTE 1100 L4 reypeits o UL +340% European Bank (verified)
employees employees

Repqr@er . 62% identifiable 8% identifiable -87% European Bank (verified)

Identification Rate

%?fg REealnter 48 days 19 days -60% European Bank (verified)

Regulatory . €4.2M Year 1/

Penalties Avoided Baseline €12M projected 3yr N/A Aggregated deployment data

S CEmTRENES 4/15 (Tier 1) 11/15 (Tier 3) +175% Board readiness assessment

(Checklist)

THREE-YEAR ROI MODEL

Based on aggregated data from 40+ deployments: Tier 2 investment (E150K—350K) delivers 4.2x
ROI over 3 years through fraud prevention and regulatory penalty avoidance. Tier 3 investment
(E500K-1.2M) delivers 6.8x ROI through enhanced detection capability. Tier 4 investment (£1.5—
3M) delivers 8.7x ROl when accounting for quantum-safe future-proofing and market differentiation.
The European Tier-1 Bank case confirmed these projections with €4.2M fraud prevented in Year 1
alone.
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