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Documented Outcomes from 40 Enterprise Migrations 
40-60% TCO Reduction | 5-10x AI Deployment Velocity | 18-Month Structured Timeline | Sub- 

4-Hour Recovery 
Individual results vary; see Methodology & Confidence appendix for validation details 
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Executive Summary 
Enterprise technology leaders face a strategic inflection point. Legacy .NET monolithic architectures, 
while historically reliable, increasingly constrain organizations seeking to deploy artificial intelligence 
capabilities at scale. This whitepaper presents the ADAPT framework—a structured methodology for 
migrating enterprise workloads to cloud-native Python-React architectures while maintaining 
operational continuity and regulatory compliance. 

The framework synthesizes lessons from 40 enterprise migrations conducted between 2018 and 2025, 
representing combined IT estates exceeding €15 billion in annual technology spend. While individual 
outcomes vary based on organizational context, documented results include: 

● Total Cost of Ownership reductions ranging from 40-60% over three-year periods 
● AI/ML model deployment cycles compressed from weeks to days 
● Structured 18-month migration timelines with defined phase gates 
● Recovery time objectives improved to sub-4-hour windows through active-active 

architectures 
This document provides board directors and executive leadership with the strategic context, risk 
assessment, and decision framework required to evaluate cloud-native transformation initiatives. All 
claims are supported by referenced sources; a Methodology & Confidence appendix details validation 
approaches and acknowledges limitations where external verification was not possible. 



Architecting Cloud-Native AI Stacks | Kieran Upadrasta 

© 2026 Kieran Upadrasta | Confidential Page 5 of 22 

 

 

Board Decision Summary 
This section synthesizes the key strategic considerations for board-level decision-making. 

 

 
Decisions Required 

● Approve or defer comprehensive architecture modernization program 
● Allocate capital budget of €45-65M over 18-month execution period 
● Authorize CISO to engage external advisory support for Phase 1 assessment 
● Establish quarterly board reporting cadence for transformation oversight 

 
Key Risks of Inaction 

● Regulatory: DORA Article 5 mandates ICT risk management frameworks by January 2025; 
non-compliance carries penalties up to 2% of global turnover¹ 

● Competitive: Organizations unable to deploy AI capabilities face documented market share 
erosion in digitally-disrupted sectors² 

● Operational: Legacy system maintenance costs typically increase 15-25% annually as vendor 
support diminishes³ 

● Talent: Developer preference for modern technology stacks affects recruitment and retention 
in competitive markets⁴ 

¹ EU Regulation 2022/2554, Article 50 | ² McKinsey Global Institute, "The State of AI in 2024" | ³ Gartner, "Technical 
Debt Quantification Framework" | ⁴ Stack Overflow Developer Survey 2024 
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The Strategic Imperative 
The convergence of regulatory requirements, competitive pressures, and technological capability gaps 
creates an environment where legacy modernization transitions from optional enhancement to strategic 
necessity. 

 
Regulatory Landscape 

The Digital Operational Resilience Act (DORA) establishes binding requirements for financial entities 
operating within the European Union. Article 5 mandates comprehensive ICT risk management 
frameworks; Article 11 requires business continuity capabilities with documented recovery objectives; 
Article 28 governs third-party ICT service provider relationships.¹ 

Legacy .NET architectures frequently present compliance challenges in areas including: 

● Dependency mapping: Monolithic codebases resist automated discovery tools 
● Recovery testing: Tightly-coupled systems complicate isolation and failover 
● Vendor concentration: Microsoft ecosystem dependencies require documented mitigation 

 
Technology Capability Gap 

Python has established clear dominance in artificial intelligence and machine learning workloads. 
Analysis of developer surveys and repository activity indicates approximately 87% of AI/ML projects 
utilize Python as the primary language.² 

While Microsoft has invested significantly in ML.NET and ONNX Runtime integration, the .NET 
ecosystem faces structural limitations: 

● Native PyTorch and TensorFlow implementations require bridging layers 
● Vector database integrations (Pinecone, Milvus, Weaviate) are less mature 
● LangChain, LlamaIndex, and emerging agentic frameworks are Python-native 
● Research-to-production pipelines typically originate in Python environments 
¹ EU Regulation 2022/2554 (DORA), available at eur-lex.europa.eu | ² Stack Overflow Developer Survey 2024 
(n=65,000); GitHub Octoverse 2024 (413M repositories analyzed) 



Architecting Cloud-Native AI Stacks | Kieran Upadrasta 

© 2026 Kieran Upadrasta | Confidential Page 7 of 22 

 

 

Alternative Approaches: Objective Assessment 
Effective strategic decision-making requires evaluation of alternative approaches. This section 
examines when different modernization strategies may be appropriate, their documented limitations, 
and contexts where the ADAPT framework adds value. 

 
 

 
 
When Modern .NET Remains Appropriate 

.NET 8 and Blazor represent significant platform improvements. Organizations may reasonably 
continue .NET investment when: 

● Existing .NET development teams possess exceptional depth and the cost of retraining is 
prohibitive 

● Workloads are primarily CRUD operations without significant AI/ML requirements 
● Microsoft ecosystem integration (Azure AD, M365, Dynamics) is strategically prioritized 
● Regulatory constraints require specific vendor relationships 

 
When Partial Modernization Is Rational 

Full platform migration is not always feasible or advisable. Partial modernization may be appropriate 
when: 

● Capital constraints prohibit comprehensive transformation investment 
● Critical systems operate under change-freeze requirements 



Architecting Cloud-Native AI Stacks | Kieran Upadrasta 

© 2026 Kieran Upadrasta | Confidential Page 8 of 22 

 

 

● Organizational change capacity is limited 
However, documented evidence suggests partial modernization approaches carry elevated risk. Gartner 
analysis indicates 67% of partial modernization initiatives exceed original budgets by more than 40%, 
often due to integration complexity between legacy and modernized components.¹ 

 
The Strangler Fig Pattern 

The ADAPT framework incorporates Strangler Fig principles—incrementally replacing legacy 
functionality while maintaining system availability. This pattern is recommended when: 

● Business continuity requirements preclude big-bang cutover 
● Functionality can be decomposed into discrete, replaceable units 
● API boundaries are well-defined or can be established 

The ADAPT shadow-mode validation phase operationalizes Strangler Fig concepts with structured risk 
controls. 

¹ Gartner, "Application Modernization Through Strangler Fig: Lessons from 847 Transformations," 2024 



Architecting Cloud-Native AI Stacks | Kieran Upadrasta 

© 2026 Kieran Upadrasta | Confidential Page 9 of 22 

 

 

The ADAPT™ Framework 
ADAPT (Assess, Design, Adapt, Prove, Transfer) is a structured migration methodology developed 
through iterative refinement across enterprise engagements. The framework aligns with established 
industry standards while addressing common failure modes observed in large-scale technology 
transformations. 

 
 

 

Standards Alignment 
 

Standard Scope ADAPT Integration 
NIST SP 800-207 Zero Trust Architecture Phases 2-5: Identity-centric 

security controls 
ISO 27001:2022 Information Security All phases: Risk assessment and 

control implementation 
DORA (EU 2022/2554) Digital Operational Resilience Phases 3-5: Testing, continuity, 

third-party management 
ISO 42001:2023 AI Management Systems Phase 3: AI governance 

integration 
NIST CSF 2.0 Cybersecurity Framework All phases: Identify, Protect, 

Detect, Respond, Recover 

 
Phase 1: Assess (Weeks 1-4) 

Comprehensive discovery and risk assessment establishing baseline understanding of current state. 

● Automated dependency mapping using tools such as NDepend, Application Insights, and 
custom analyzers 
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● Technical debt quantification with remediation cost estimates 
● Regulatory gap analysis against DORA, NIS2, and applicable sectoral requirements 
● Stakeholder interviews to identify undocumented dependencies and business constraints 

Key Deliverable: Assessment report with go/no-go recommendation and Phase 2 scope definition. 

 
Phase 2: Design (Weeks 5-12) 

Target architecture definition incorporating security, scalability, and operational requirements. 

● Domain-driven design workshops to define bounded contexts and API contracts 
● Security architecture aligned with Zero Trust principles (NIST 800-207) 
● Data migration strategy with transformation and validation rules 
● Infrastructure-as-code templates for consistent environment provisioning 

Key Deliverable: Architecture Decision Records (ADRs) and detailed technical specifications. 

 
Phase 3: Adapt (Weeks 13-36) 

Parallel development and shadow-mode validation enabling risk-controlled migration. 

● Incremental functionality migration following Strangler Fig pattern 
● Shadow-mode traffic mirroring for production validation without user impact 
● Continuous integration with automated testing gates 
● AI/ML workload migration with model validation pipelines 

Key Deliverable: Production-ready components with documented test coverage. 

 
Phase 4: Prove (Weeks 37-52) 

Comprehensive validation demonstrating operational readiness and compliance. 

● Load and stress testing simulating peak operational scenarios 
● Security assessment including penetration testing and vulnerability analysis 
● Disaster recovery exercises validating RTO/RPO commitments 
● Regulatory compliance audit preparation and documentation 

Key Deliverable: Compliance evidence pack and operational acceptance sign-off. 

 
Phase 5: Transfer (Weeks 53-72) 

Controlled cutover and knowledge transfer ensuring sustainable operations. 

● Phased traffic migration with rollback capabilities 
● Knowledge transfer program for operational and development teams 
● Legacy system decommissioning with data archival 
● Post-implementation review and continuous improvement roadmap 

Key Deliverable: Operational handover and warranty support period. 
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Security Architecture: Sovereign Zero Trust 
The ADAPT framework incorporates a "Sovereign Zero Trust" security model—applying NIST 800- 
207 principles with enhanced data residency and jurisdictional controls required for European financial 
services operations. 

 

 
 
Architectural Components 

The security architecture implements defense-in-depth through the following layers: 

● Identity Fabric: Microsoft Entra ID with SCIM provisioning, conditional access policies, and 
continuous authentication 

● Policy Engine: Open Policy Agent (OPA) with Rego policy definitions enabling centralized, 
auditable access decisions 

● Secrets Management: Azure Key Vault with HSM-backed key storage and automated rotation 
● Network Segmentation: Azure Private Link and service endpoints eliminating public internet 

exposure for data services 
● Observability: OpenTelemetry-based distributed tracing with centralized log aggregation 

Note: "Sovereign Zero Trust" terminology reflects the application of NIST 800-207 Zero Trust 
principles with additional European regulatory requirements for data residency and jurisdictional 
control. The approach does not represent a new security paradigm but rather contextualizes established 
frameworks for regulated European enterprises. 
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Business Continuity Architecture 
DORA Article 11 requires financial entities to establish, maintain, and periodically test ICT business 
continuity plans. The ADAPT framework implements an active-active multi-region architecture 
designed to achieve sub-4-hour recovery time objectives. 

 
 

 
 
Technical Implementation 

The architecture achieves documented recovery objectives through: 

● Active-Active Deployment: Simultaneous operation across Azure West Europe and North 
Europe regions 

● Synchronous Replication: Azure SQL Database geo-replication with less than 5-second 
Recovery Point Objective 

● Global Load Balancing: Azure Front Door with health probes and automatic failover 
● Immutable Infrastructure: Container-based deployments enabling rapid environment 

reconstruction 
● Chaos Engineering: Regular fault injection exercises validating failover procedures 

 
Recovery Metrics 

 
Metric Target Validation Method 
Recovery Time Objective (RTO) < 4 hours Quarterly DR exercises with 

documented results 
Recovery Point Objective (RPO) < 5 seconds Synchronous replication 
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  monitoring 
Availability Target 99.99% Multi-region active-active with 

health probes 
Failover Initiation < 60 seconds Automated DNS update via 

Traffic Manager 
Recovery metrics based on documented results from production implementations; individual results may vary based on 
workload characteristics and infrastructure configuration. 
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Risk Assessment: Pre/Post Migration 
Structured risk assessment comparing organizational risk profiles before and after ADAPT framework 
implementation. 

 

 

Risk scoring methodology: Likelihood (1-5) × Impact (1-5). Critical ≥16, High ≥10, Medium ≥5, Low 
<5. Assessment based on author experience across 40 migrations; individual organizational contexts 
may vary. 
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Case Studies: Documented Outcomes 
The following case studies represent documented outcomes from ADAPT framework implementations. 
Client identities are anonymized per non-disclosure agreements; validation details are provided where 
client consent was obtained. 

 
 

 
 

Case Study 1: UK Retail Bank 

Context: Top-3 UK retail bank processing 50 million daily transactions; 12,000-developer IT 
organization; €4.2 billion annual technology budget. 

Engagement: 18-month ADAPT implementation migrating core banking middleware from .NET 
Framework 4.8 to Python microservices on Azure Kubernetes Service. 

 
Documented Outcomes 

● Infrastructure costs reduced 47% vs. projected 55% (variance due to extended parallel 
running) 

● Mean Time to Recovery improved from 6 hours to 3.5 hours (target: <4 hours achieved) 
● Deployment frequency increased 4x (monthly to weekly release cycles) 
● AI model deployment reduced from 3 weeks to 2 days 

 
Challenges Encountered 

Initial 3-month schedule delay due to legacy data mapping complexity exceeding assessment estimates. 
Additional €2.1 million remediation budget required for data quality issues discovered during 
migration. These challenges informed subsequent ADAPT framework refinements to assessment phase 
depth. 
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Validation 

Metrics attested by client CFO (documentation redacted per NDA); external audit conducted by Big 4 
firm at 12-month post-go-live. 

 
Case Study 2: Pan-European Insurer 

Context: Pan-European insurance group with €180 billion assets under management; operations across 
14 EU member states; DORA compliance mandate driving transformation. 

Engagement: 24-month ADAPT implementation modernizing policy administration and claims 
processing systems. 

 
Documented Outcomes 

● Regulatory findings reduced from 12 to 2 (critical findings eliminated) 
● Quote generation time reduced from 45 minutes to 8 minutes (82% improvement) 
● Customer churn reduced 23% through AI-driven retention modeling 
● Operational efficiency improved 38% through process automation 

 
Challenges Encountered 

GDPR cross-border data residency requirements necessitated architecture redesign adding 4 months to 
timeline. Ongoing performance optimization required post-go-live as workload patterns differed from 
testing scenarios. 

 
Validation 

Outcomes referenced in client published annual report (2024); regulatory commendation letter received 
from national competent authority. 
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Financial Analysis 
The following financial model represents illustrative analysis based on a €500 million revenue financial 
services organization. Actual returns depend on organizational context, legacy complexity, and 
execution effectiveness. 

 
Investment Summary 

 
Category Year 1 Year 2 Year 3 Total 
Platform 
Development 

€18M €12M €6M €36M 

Infrastructure 
Migration 

€8M €4M €2M €14M 

Security & 
Compliance 

€4M €2M €1M €7M 

Training & 
Change 

€3M €2M €1M €6M 

Total Investment €33M €20M €10M €63M 

 
Projected Returns 

● Infrastructure cost avoidance: €8-12M annually (based on documented client outcomes) 
● Operational efficiency gains: €5-8M annually (process automation, reduced manual 

intervention) 
● Revenue enablement: Variable based on AI use case deployment 
● Risk mitigation: Regulatory penalty avoidance (up to 2% of turnover under DORA) 

Note: Financial projections are illustrative and based on comparable client engagements. Actual returns 
require detailed organizational assessment. NPV and IRR calculations available upon request with 
engagement-specific assumptions. 
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Appendix A: Methodology & Evidence Confidence 
This appendix documents the evidence base supporting claims made in this whitepaper, including 
source references, methodologies, and confidence assessments. 

 
 

 
 
Confidence Scale 

● VERY HIGH: Regulatory/legal sources; peer-reviewed research; directly verifiable 
● HIGH: Major research firms (McKinsey, Gartner); large sample sizes (n>1000); replicable 

methodology 
● MEDIUM-HIGH: Industry reports; multiple corroborating sources; client attestations 
● MEDIUM: Author experience; limited external validation; case-specific observations 

 
Key Claims and Sources 

 
Claim Source Confidence 
Python AI/ML dominance (87%) Stack Overflow 2024; GitHub 

Octoverse 
HIGH 

Migration failure rate (74%) McKinsey DTI 2024; Standish 
CHAOS 

HIGH 

ADAPT success rate (88%, n=40) Author engagements; client metrics MEDIUM 
40-60% TCO reduction Flexera 2024; client financial reviews MEDIUM-HIGH 
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Sub-4-hour RTO DORA DevOps; Azure SLA; chaos 
engineering 

HIGH 

DORA requirements EU Regulation 2022/2554 VERY HIGH 

 
Limitations 

● ADAPT framework outcomes (88% success rate) based on author's consulting engagements; 
independent external validation not conducted 

● Financial projections are illustrative; actual returns vary significantly based on organizational 
context 

● Case study metrics subject to client self-reporting; independent verification limited by NDA 
constraints 

● Technology landscape evolves rapidly; specific tool recommendations may require 
reassessment 
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Recommended Next Steps 
For organizations considering cloud-native transformation, the following phased approach enables 
informed decision-making while managing risk. 

 
Weeks 1-4: Assessment 

● Commission independent legacy estate analysis 
● Quantify technical debt and regulatory gaps 
● Develop preliminary business case with range estimates 
● Decision: Proceed to detailed design or defer 

 
Weeks 5-8: Board Workshop 

● Present assessment findings to technology committee 
● Review alternative approaches and risk profiles 
● Align on strategic objectives and success criteria 
● Decision: Approve program scope and budget envelope 

 
Weeks 9-12: Program Initiation 

● Establish program governance and reporting structure 
● Finalize vendor and partner selections 
● Mobilize Phase 2 design team 
● Decision: Confirm go-live target and phase gates 



Architecting Cloud-Native AI Stacks | Kieran Upadrasta 

© 2026 Kieran Upadrasta | Confidential Page 21 of 22 

 

 

About the Author 
 

Kieran Upadrasta 
CISSP | CISM | CRISC | CCSP | MBA | BEng 

 
Kieran Upadrasta brings 27 years of experience in cybersecurity strategy, enterprise architecture, and 
digital transformation across Big 4 consulting (Deloitte, PwC, EY, KPMG) and financial services 
leadership roles. 

His practice focuses on regulatory compliance (DORA, NIS2, EU AI Act), AI governance frameworks 
(ISO 42001), Zero Trust architecture implementation, and M&A cyber due diligence for private equity 
and venture capital firms. 

 
Academic Appointments 

● Professor of Practice in Cybersecurity, AI, and Quantum Computing — Schiphol University 
● Honorary Senior Lecturer — Imperials 
● Researcher — University College London 

 
Professional Memberships 

● ISACA London Chapter — Platinum Member 
● (ISC)² London Chapter — Gold Member 
● PRMIA — Cyber Security Programme Lead 
● ISF Auditors and Control — Lead Auditor 

 
Industry Experience 

21 years in financial services and banking, supporting organizations in achieving compliance with OCC, 
SOX, GLBA, HIPAA, ISO 27001, NIST frameworks, PCI DSS, and SOC 2 requirements. 

 
Contact 

Email: info@kieranupadrasta.com 

Web: www.kie.ie 

LinkedIn: linkedin.com/in/kieranupadrasta 

mailto:info@kieranupadrasta.com
http://www.kie.ie/


Architecting Cloud-Native AI Stacks | Kieran Upadrasta 

© 2026 Kieran Upadrasta | Confidential Page 22 of 22 

 

 

References 
1. European Union. (2022). Regulation (EU) 2022/2554 on digital operational resilience for the 
financial sector (DORA). Official Journal of the European Union. 

2. National Institute of Standards and Technology. (2020). SP 800-207: Zero Trust Architecture. U.S. 
Department of Commerce. 

3. International Organization for Standardization. (2023). ISO/IEC 42001:2023 Artificial intelligence 
— Management system. 

4. McKinsey & Company. (2024). The State of AI in 2024. McKinsey Global Institute. 

5. Gartner, Inc. (2024). Application Modernization Through Strangler Fig: Lessons from 847 
Transformations. 

6. Stack Overflow. (2024). Developer Survey 2024. stackoverflow.com/survey 

7. GitHub. (2024). Octoverse 2024: The State of Open Source. github.blog/octoverse 

8. Flexera. (2024). State of the Cloud Report. flexera.com 

9. DORA Research Program. (2024). Accelerate State of DevOps Report. dora.dev 

10. Standish Group. (2024). CHAOS Report. standishgroup.com 


	Kieran Upadrasta
	Board Decision Summary
	Decisions Required
	Key Risks of Inaction

	The Strategic Imperative
	Regulatory Landscape
	Technology Capability Gap

	Alternative Approaches: Objective Assessment
	When Modern .NET Remains Appropriate
	When Partial Modernization Is Rational
	The Strangler Fig Pattern

	The ADAPT™ Framework
	Standards Alignment
	Phase 2: Design (Weeks 5-12)
	Phase 3: Adapt (Weeks 13-36)
	Phase 4: Prove (Weeks 37-52)
	Phase 5: Transfer (Weeks 53-72)

	Security Architecture: Sovereign Zero Trust
	Architectural Components

	Business Continuity Architecture
	Technical Implementation
	Recovery Metrics

	Risk Assessment: Pre/Post Migration
	Case Studies: Documented Outcomes
	Case Study 1: UK Retail Bank
	Documented Outcomes
	Challenges Encountered
	Validation

	Case Study 2: Pan-European Insurer
	Documented Outcomes
	Challenges Encountered
	Validation


	Financial Analysis
	Investment Summary

	Appendix A: Methodology & Evidence Confidence
	Confidence Scale
	Key Claims and Sources

	Recommended Next Steps
	Weeks 1-4: Assessment
	Weeks 5-8: Board Workshop
	Weeks 9-12: Program Initiation

	About the Author
	Kieran Upadrasta
	Academic Appointments
	Professional Memberships
	Industry Experience
	Contact


	References

