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1. Executive Summary

The contemporary cybersecurity landscape is defined not merely by the sophistication of threat
actors, but by the fragility of the leadership structures designed to oppose them. With CISO tenure
averaging just 18-26 months—a fraction of the 4.9-year average for other C-suite executives—
organizations increasingly find themselves in leadership vacuums at their most vulnerable
moments.

Into this breach steps the Interim CISO: a tactical asset deployed into a combat zone, mandated
not to maintain the status quo but to execute a turnaround mission under extraordinary time
pressure. This whitepaper presents the comprehensive 90-Day Command Framework™ for
interim security leaders.

The framework addresses the unique challenges facing interim CISOs in 2026: navigating new
DORA compliance requirements now enforceable across European financial services,
implementing Al Governance protocols aligned with ISO 42001, quantifying cyber risk in board-
ready financial terms, and establishing Zero Trust Architecture foundations that demonstrate
measurable progress within aggressive timelines.

THE LEADERSHIP IMPERATIVE: KEY STATISTICS

Metric Value \ Implication
Average CISO Tenure 18-26 months Leadership vacuum risk
C-Suite Average Tenure 4.9 years CISO disadvantage evident
CISO Burnout Rate 73% Unsustainable role pressure
Open to Job Change 75% Flight risk in every organization
Average Breach Cost $4.88 million Highest ever recorded
US Breach Cost $9.36 million Premium market risk
Staffing Shortages 67% Capability gaps endemic
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2. The Anatomy of the Void

2.1 The Precipitants of Leadership Failure

Understanding the mission of the Interim CISO requires first analyzing the conditions that
necessitate their arrival. The departure of a sitting CISO is rarely a benign event—it is often the
lagging indicator of deep-seated structural dysfunction.

WHY INTERIM CISOs ARE CRITICAL

The Leadership Gap ) The CISO Crisis

4.9 years

®1 73% 75%
67%

Average Tenure (Years)
Percentage of CISOs

Other C-Suite Experienced Open to Report
Average Burnout Job Change Staffing Gaps

When a CISO departs abruptly, it often triggers what crisis management literature terms a
"turnaround scenario." This can be precipitated by a shock event: a successful ransomware attack
that halts production, a failed regulatory audit that threatens licensure, or the implosion of a major
digital transformation initiative.

2.2 The Three Archetypes of the Interim Mandate

Not all interim engagements are created equal. The strategy deployed in the first 90 days depends
entirely on the specific mandate agreed upon with the Board:

* The Caretaker (The Bridge): Planned departure, stable organization, maintain
momentum. Duration: 3-6 months.

* The Turnaround (The Fixer): Organization in distress, expansive authority to stop
bleeding. Duration: 6-12 months.

* The Transformer (The Architect): Fundamental security model redesign required.
Duration: 9-18 months.

Diagnosing which archetype applies is the Day 1 priority. A misdiagnosis is fatal; acting as a
Caretaker in a Turnaround scenario leads to catastrophe.
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3. The 90-Day Command Framework™

90-DAY COMMAND FRAMEWORK™

Transforming Crisis into Boardroom Confidence

PHASE 1 PHASE 2 PHASE 3
TRIAGE TRANSLATION TRANSFORMATION
Days 1-30 Days 31-60 Days 61-90

. Ground Truth Assessment ‘ FAIR Risk Quantification . Target Operating Model

— —r

. Command & Control ‘ Board Dashboard . Zero Trust Foundation

. Legal Protocols ' DORA Assessment . Succession Planning

. Technical Stabilization . Strategic Roadmap . Handover Architecture

v 100% MFA Coverage v Top 10 Risks Quantified v Zero Trust +1 Stage v Succession Ready

The 90-Day Command Framework™ represents a proprietary methodology developed through
decades of transformation engagements across financial services, critical infrastructure, and
enterprise technology organizations. The framework structures the interim engagement into three
distinct phases, each with specific objectives, deliverables, and success metrics.

Phase Duration Primary Objective Key Deliverables
Phase 1: TRIAGE Days 1-30 Stabilization & Assessment  Ground Truth Report,
Command Authority
Phase 2: Days 31-60 Risk Quantification & FAIR Analysis, Board
TRANSLATION Strategy Dashboard
Phase 3: Days 61-90 Institutionalization & Target Operating Model,
TRANSFORMATION Succession Handover Dossier
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4. Phase 1: Triage (Days 1-30)

4.1 Days 1-7: The Assessment of Ground Truth

The first week is defined by the aggressive pursuit of "ground truth." In a crisis, information flowing
upward to the C-Suite is often sanitized, fragmented, or structurally optimistic. The Interim CISO
must bypass these filters to assess the raw reality of the security posture.

Critical Diagnostic Vectors:
» Asset Visibility: Organizations cannot protect what they cannot see. Determine if
accurate asset inventory exists.

» Identity Hygiene: Audit MFA status across all privileged accounts. Lack of universal MFA
is a "stop work" condition.

» Backup Viability: Verify backup immutability and restoration time. Many discover
backups are encrypted by ransomware.

* Regulatory Exposure: Assess compliance posture against DORA, NIS2, SEC, GDPR
requirements.

4.2 Establishing Command and Control

In a crisis, democracy fails. Research shows that 70% of leaders report internal conflict causes
more damage than the attack itself during incident response. To mitigate this, the Interim CISO
must establish a centralized Command and Control structure immediately.

This involves securing an explicit "License to Operate" from the Board—a documented mandate
defining the interim's authority to make unilateral decisions regarding network segmentation,
external engagement, and communication control.

4.3 The Legal Firewall: Privilege and Preservation

One of the most critical, yet frequently mishandled, aspects of the Interim CISO's entry is the
immediate establishment of legal protocols. Third-party forensic firms must be retained directly
by Outside Counsel to cloak work product under attorney work-product doctrine.
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4.4 Phase 1 Implementation Checklist

INTERIM CISO

First 15 Days Checklist

DAYS 1-3: ESTABLISH PRESENCE

D Obtain written scope of authority

D Review incident history (24 months)

I:I Meet with General Counsel

D Review cyber insurance policy

DAYS 4-7: ASSESS GROUND TRUTH

D Complete direct report 1:1 meetings

D Assess MFA coverage

D Verify backup immutability

D Review asset inventory

DAYS 8-10: STABILIZE OPERATIONS

D Establish command structure

I:I Deploy vulnerability scan

CI Verify incident response plan

I:I Review third-party access

DAYS 11-15: COMMUNICATE PROGRESS

D Deliver Ground Truth Report

|:I Establish board reporting cadence

I Identify quick wins

Draft 90-day transformation plan

Phase 1 KPIs and Success Metrics

Metric

Ground Truth Report Delivery

Critical Vulnerability Closure Rate

MFA Coverage on Privileged
Accounts

Backup Restoration Test

Legal Privilege Protocol

Target Measurement Method
Day 10 Board presentation completed
80% of CVSS >9.0 Vulnerability management platform
100% Identity management audit

<4 hours RTO
Day 7

Documented test results

General Counsel confirmation

© 2026 Kieran Upadrasta | www.kie.ie | Page 9



Commanding the Crisis: An Interim CISO's 90-Day Roadmap

5. Phase 2: Translation (Days 31-60)

5.1 The Translation Problem

Once immediate bleeding has stopped, the Interim CISO must pivot to the core strategic deficit:
the Board's inability to understand cyber risk in financial terms. Traditional CISO reporting is often
catastrophic for confidence—CISOs tend to report on "activity" rather than "risk."

According to NACD data, 77% of directors now discuss material and financial implications of cyber
incidents—a 25-point increase from 2022. However, only 38% of board members admit to
understanding cybersecurity issues despite 82% expressing concern.

5.2 Implementing FAIR: Quantitative Risk Analysis

To enable board-level decision making, the interim should introduce Factor Analysis of
Information Risk (FAIR)—the international standard for quantifying cyber risk in financial terms.
Unlike qualitative heatmaps, FAIR decomposes risk into Loss Event Frequency and Loss
Magnitude.

FAIR Risk Quantification: Top Cyber Scenarios

Compromise

Third-Party _
BreaCh _ $4-1M
Data Breach _
(Insider) I $0.52M
Ransomware _|

0 2 4 6 8 10 12
Board-ready financial quantificXisnuetizedd sdsExpettategofALE) in Millions USD

Business Email _I $0.175M

Risk Scenario Quantification

Scenario ' Frequency Primary Loss Secondary Loss ALE

Ransomware Attack 10% annually ~ $2M/day x 22 days $5M regulatory $9.8M

Data Breach (Insider) 5% annually $4.88M avg cost $2M litigation $520K
Third-Party Breach 15% annually ~ $3M response $8M regulatory $4.1M
Business Email 25% annually ~ $500K avg loss $200K recovery $175K
Compromise
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5.3 Designing the Board Dashboard

The Board Dashboard is the primary artifact of CISO credibility. Most dashboards are cluttered
with operational noise. The Interim CISO must redesign this to focus on Key Risk Indicators (KRIs)
and Performance against Risk Appetite.

BOARD CYBER RISK DASHBOARD

Risk Appetite Status Top 5 Risks by Financial Impact Compliance Status
Ransomware $9.8M DORA 87%
Third-Party $4.1M NIS2 92%
WITHIN
TOLERANCE Data Breach $0.5M 1SO 27001 95%
MTTR MTTD MFA Coverage Vendor Risk

< 4 hrs < 24 hrs 100% o

Mean Time to Respond Mean Time to Detect Privileged Accounts Within Tolerance

Strategic Initiatives Status

. Zero Trust Implementation x: :‘ SOC Automation . Third-Party Risk Program . Al Governance Framework

On Track At Risk on Track In Progress

Board-Ready Metrics Transformation

Traditional Metric (Avoid) Board-Ready Metric (Adopt) \ Strategic Insight

Total patches applied Mean Time to Remediate Efficiency and exposure window
(MTTR)

Phishing click rate Reporting rate vs. click rate Cultural resilience

Attacks blocked Dwell time (Mean Time to Detection maturity
Detect)

Vendors assessed % vendors exceeding risk Supply chain concentration
tolerance

Compliance checklist Financial exposure from non- Dollar value of penalties
compliance
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5.4 DORA Compliance: A Board-Level Imperative

For financial services organizations, DORA compliance represents a fundamental shift in board-
level accountability. The regulation explicitly makes the Management Body accountable for ICT
risk management, becoming fully enforceable on January 17, 2025.

REGULATORY COMPLIANCE TIMELINE

DORA PCI DSS 4.0 GDPR
Enforceable Full Breach

Jan 17, 2025 Mar 31, 2025 72 Hours
2% turnover $100K/mo 4% turnover

SEC 8-K
Disclosure

4 Bus Days
Enforcement

Key DORA Board Requirements

* Board members must maintain "sufficient knowledge and skills to understand and
assess ICT risk"

* Regular training on ICT risk is mandated for board members
* Management body must approve ICT outsourcing arrangements
» First Register of Information submission due April 30, 2025

DORA Penalty Structure

Entity Type Penalty ' Additional Consequences
Financial Entities Up to 2% annual worldwide OR 1% average daily global
turnover turnover
Individual Directors Up to €1 million Personal liability applies
Critical ICT Third-Parties Up to €5 million Designation and oversight
Gross Negligence Criminal liability Varies by member state
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5.5 Al Governance and ISO 42001

With 66% of organizations believing Al will have the biggest impact on cybersecurity according to
the World Economic Forum, establishing Al Governance frameworks has become essential for
board confidence. ISO 42001—the world's first international Al management system standard
published in December 2023—provides a certifiable framework for responsible Al.

Al Governance Dashboard Elements

Category Metric Target

Al System Inventory % of Al systems documented 100%

Risk Assessment Coverage Al systems with completed impact 100% of high-risk
assessment

Human Oversight % of Al decisions with human review Per risk classification
capability

Bias Monitoring Active bias detection on deployed models  All customer-facing

Data Governance Al training data quality score >95%

Key Al Security Concern: In early 2024, Al deepfakes were used to impersonate a CFO, resulting
in $25 million theft. While 87% of executives claim Al governance frameworks exist, fewer than
25% have fully operationalized enterprise governance.
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6. Phase 3: Transformation (Days 61-90)

6.1 The Transition from Hero to Process

As the 90-day mark approaches, the Interim CISO's focus must shift from leading the response
to designing the sustainable security organization. The expansive leadership style necessary
during acute crisis must yield to a collaborative, process-driven governance model.

6.2 Zero Trust Architecture: The 90-Day Foundation

Establishing credible Zero Trust Architecture progress within 90 days requires strategic focus on
achievable milestones rather than comprehensive implementation.

ZERO TRUST MATURITY MODEL

CISA Framework: 90-Day Quick Wins

IDENTITY DEVICES NETWORKS APPLICATIONS DATA

-%

Phishing-resistant MFA Device inventory Critical asset Privileged access Data classification
on privileged access baseline established segmentation management pilot launched

63% 2% 78%

Organizations Achieved full ZT < 25% of
implementing ZT maturity security budget

90-Day Zero Trust Quick Wins

Pillar 90-Day Milestone Implementation Steps
Identity Phishing-resistant MFA on all Deploy FIDO2/hardware keys for admin
privileged access accounts
Devices Device inventory baseline Integrate MDM/EDR data for visibility
Networks Critical asset segmentation Isolate crown jewels from general network
Applications Privileged access management Implement session recording for critical
apps
Data Data classification pilot Classify top 20% of sensitive repositories
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6.3 M&A Cyber Due Diligence Framework

For organizations engaged in acquisition activity, establishing M&A Cyber Due Diligence
capabilities is increasingly critical. Research indicates that 53% of dealmakers discovered
significant cyber issues after closing in 2024, while 73% would walk away from deals with
undisclosed breaches.

M&A CYBER DUE DILIGENCE FRAMEWORK

NOTABLE M&A CYBER FAILURES

Verizon-Yahoo Marriott-Starwood Anthem-Cigna
$350M price cut (2017) $123M fine (2016) $54B deal collapsed (2015)
Security Incident Technical Identity & Third-Party
Framework History Assessment Access Risk
@ soc2 @ Breach records @ Pen testing @ MFAstatus @ Vendor inventory
@ 15027001 @ Legal exposure @ Vulnscan @ M @ Fourth-party
@ rciDss @ Remediation @ Architecture @ logging @ Contracts

6.4 Succession Planning and Handover Architecture

The ultimate measure of an Interim CISO's success is the quality of the handover. A chaotic exit
can undo months of stabilization work.

Handover Dossier Contents
+ State of the Union Report: Unvarnished assessment of program maturity and remaining
risks
+ Talent Heatmap: Assessment of who performed during crisis and flight risks
* In-Flight Project Tracker: Detailed status of active remediation programs
* 12-Month Roadmap: Strategic plan with budget approval for successor
* Regulatory Assurance Pack: Incident reports and board minutes proving "due care"
* Relationship Map: Key stakeholder relationships and political dynamics
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7. Case Studies in Interim CISO Excellence

CASE STUDIES IN INTERIM CISO EXCELLENCE

CASE 1: Financial Services Ransomware Recovery

Situation: Ransomware encrypted 80% of trading systems

Outcome: Full recovery in 45 days | Zero regulatory penalties | $12M insurance claim
CASE 2: M&A Integration Crisis

Situation: Post-close discovery of undisclosed breach (2.3M records)

Outcome: HIPAA fine negotiated 92% down | Class action within limits

CASE 3: Regulatory Transformation

Situation: Multiple supervisory actions for cyber deficiencies

Outcome: License restriction avoided | Enhanced monitoring only

Case Study 1: Financial Services Ransomware Recovery

Situation: A mid-sized investment management firm suffered a ransomware attack that encrypted
80% of production systems, including trading platforms. The sitting CISO resigned during the
incident.

Phase 1 Actions

« Established command authority through emergency board resolution

* Engaged outside counsel and forensic firm under privilege

» Verified backup integrity—discovered 40% of backups were compromised
* Achieved partial trading capability by Day 12

Outcome

Full recovery achieved within 45 days. Zero regulatory penalties. Insurance claim settled
at $12M. Permanent CISO hired with clear mandate and budget approval.
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8. The Rising Cost of Inaction

GLOBAL DATA BREACH COSTS: A RISING TIDE

Highest
Ever Recorded

Average Cost (Millions USD)

2022
Year

The global average data breach cost reached $4.88 million in 2024—the highest ever recorded.
US organizations face an average of $9.36 million per incident. With average ransom payments
reaching $2 million in 2024—a 500% increase from the prior year—the cost of leadership vacuum
continues to escalate.
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9. Board Cyber Governance Checklist

Governance ltem Status Due Date
Board-approved cyber risk appetite documented O Immediate
Cyber risk included in enterprise risk register O Day 30
Board cyber training completed annually O Ongoing
(DORA/NIS2 mandatory)
Cyber discussed at every board/committee cycle O Quarterly
Third-party ICT risk reviewed at board level O Quarterly
Exit strategies documented for critical ICT providers O Day 60
FAIR risk quantification model implemented O Day 45
Zero Trust roadmap approved O Day 90
Al governance framework established O Day 60
M&A cyber due diligence process documented O Day 90
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10. Conclusion: The Catalyst for Resilience

The role of the Interim CISO transcends mere placeholder leadership. It represents an opportunity
to command the crisis—to transform organizational vulnerability into lasting strength. By viewing
the interim period as a distinct strategic phase characterized by rapid assessment, political
stabilization, and the establishment of quantitative truth, the interim leader fundamentally alters
the trajectory of an organization's security posture.

The 90-Day Command Framework™ outlined in this whitepaper moves organizations from
reactive panic to proactive governance. It replaces hero culture with systemic resilience, and
vague technical jargon with financial risk quantification. It leverages the interim's unique outsider
status to break political logjams and speak uncomfortable truths to power.

"The legacy of the Interim CISO is not the fires they extinguish, but the fire

station they build before departure.”

The boardroom awaits those who can command the crisis. This framework
provides the roadmap.
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