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Executive Summary

THE BOARD-LEVEL PROMISE

Transform DORA and NIS2 compliance into measurable competitive advantage:

Enhanced enterprise valuations * Reduced cost of capital * Accelerated M&A
outcomes

Within 12 months of implementing this framework

The Stakes: Why Boards Must Act Now
Personal liability for cybersecurity oversight is now explicit law. For the first time in European
regulatory history, individual board members face:

* €1,000,000 personal fines per board member under DORA
*  Temporary or permanent bans from management positions under NIS2
* Public naming and reputational damage extending beyond the organisation

The Board Cyber Governance Gap

Why Immediate Action is Required

67% 2% €1M

of boards acknowledge have achieved firm-wide of NEDs lack confidence maximum personal I fine
na t ractic ber resilienc - measurin r val r board member
inadequate practices cyber resili eRegulatory TimelqEasuring cyber value per boa e

<> & & o—

Oct 2024 Jan 2025 Mar 2025 2026

DORA
Applicable

Three Critical Insights from 47 Board Assessments

Cyber governance is an asset class, not an expense line

Boards that treat cybersecurity as strategic investment achieve 23% faster compliance and
18% lower incident costs than those treating it as technical overhead.

The compliance gap is a governance gap

83% of organisations with compliance delays trace the root cause to insufficient board
engagement—not technical capability or budget constraints.

First movers capture asymmetric advantage

Organisations achieving compliance in the first wave report improved terms in M&A
negotiations, cyber insurance renewals, and counterparty due diligence.

Three Actions for Boards This Quarter
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ACTION 1 ACTION 2 ACTION 3

Complete Board Training Implement Operating Model Deploy Board Dashboard

Mandatory under DORA Article 5(4) Deploy RACI matrix and committee 12 KPlIs translating technical metrics
and NIS2 Article 20(2) structure (Section 3) to business risk (Section 6)
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1. The Problem: Cybersecurity as Cost vs.
Cybersecurity as Asset

THE PROBLEM

For two decades, boards have treated cybersecurity as a technical expense to minimize—
delegated to IT departments, measured by cost reduction, and reviewed only after incidents.
This model is now illegal under European law and commercially obsolete.

THE NEW LENS

Treat cyber governance as an asset class under board stewardship. Like treasury
management or real estate, cyber resilience requires active board oversight, strategic
allocation, performance measurement, and continuous optimization—because it directly
impacts enterprise value.

1.1 Why the Shift Happened Now

The period 2024-2025 marks an inflection point driven by three converging forces:

* Regulatory Enforcement: DORA and NIS2 make board members personally
accountable for cyber oversight failures, with individual fines and management bans.

+ Market Expectations: M&A due diligence now routinely includes cyber
assessments; breaches discovered post-acquisition have cost acquirers hundreds of
millions.

» Systemic Risk Recognition: High-profile incidents (CrowdStrike, SolarWinds,
Change Healthcare) demonstrated that cyber failures cascade into operational,
financial, and reputational damage at enterprise scale.

@ STRATEGIC LENS: Throughout this whitepaper, we return to this central question: Is your
board treating cyber as an asset to optimize, or an expense to minimize?

1.2 The Regulatory Framework: DORA and NIS2

The European Union has implemented two complementary regulations that fundamentally
restructure board accountability:
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DORA vs NIS2: Board Accountability Comparison

DORA

Financial Services 18 Critical Sectors

v Article 5 Board Duties # Article 20 Governance

v €1M Individual Fines v Management Bans

v 2% Turnover Entity Fine v €10M/2% Entity Fine

BOTH
REQUIRE

+ Mandatory Training v Mandatory Training

v 4-Hour Incident Report v 24-Hour Early Warning

Pergonal Board Accountability

v TLPT Testing Required v 10 Security Measures

Aspect DORA ___ _ NIs2 |
Scope 21 types of financial entities 18 critical sectors
Board Article Article 5 Article 20
Personal Liability Up to €1,000,000 individual Management bans possible
Entity Fine 2% global turnover + daily penalties €10M or 2% turnover
Effective Date 17 January 2025 17 October 2024
Board Training Mandatory (Article 5(4)) Mandatory (Article 20(2))
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2. Original Research: Insights from 47 Board
Assessments

@ STRATEGIC LENS: This section presents anonymised findings from board-level cyber
governance assessments conducted between 2023-2025, providing empirical baselines against
which boards can measure their own maturity.

Between January 2023 and December 2025, we conducted comprehensive cyber governance
assessments across 47 organisations in the UK and EU, spanning financial services (n=28),
critical infrastructure (n=12), and healthcare (n=7). The findings reveal systemic patterns that
boards can use to benchmark their own positions.

2.1 Board Training Completion Rates

DORA Atrticle 5(4) and NIS2 Article 20(2) mandate that board members receive appropriate
training to understand and assess ICT risks. Our research reveals significant variation in
compliance:

Banking & Investment 34% 78% 100%
Insurance 28% 1% 100%
Critical Infrastructure 19% 52% 100%
Healthcare 12% 41% 100%

Key Finding: Financial services boards have nearly doubled training completion rates since
DORA enforcement began, while non-financial critical infrastructure sectors remain
significantly behind. Healthcare shows the largest compliance gap, despite handling some of
the most sensitive data.

2.2 DORAJ/NIS2 Readiness Gap Analysis

We assessed organisations against 14 core requirements spanning both regulations. The heat
map below shows average compliance percentages:

ICT Risk Management Framework 42% 67% 84%
Board Governance Documentation 38% 61% 79%
Incident Reporting Capabilities 29% 58% 72%
Third-Party Risk Management 23% 47% 63%
Operational Resilience Testing 18% 41% 56%
Board Training Completion 24% 59% 68%

2.3 Observed KPI Baselines

Across assessed organisations, we established baseline ranges for the 12 board-level KPIs
recommended in Section 6:

KPI Bottom Quartile Median Top Quartile
MTTD (hours) >200 72 <24
MTTR (hours) >48 18 <4
Critical Vendor Concentration >60% 38% <25%
Regulatory Compliance Score <50% 71% >90%

2.4 The Correlation: Board Engagement and Compliance Velocity

KEY FINDING

Organisations where boards reviewed cyber dashboards monthly achieved full DORA compliance
23% faster than those with quarterly or ad-hoc reviews. Board engagement is the single strongest
predictor of compliance velocity—stronger than budget allocation or team size.
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3. What the Law Requires: Board Responsibilities

@ STRATEGIC LENS: Treating cyber as an asset class means understanding its requlatory
parameters—just as treasury operations must comply with banking regulations. This section
outlines the specific legal duties boards must discharge.

3.1 DORA Article 5 - Management Body Accountability

&2 LEGAL REQUIREMENT

"The management body of the financial entity shall define, approve, oversee and be responsible for
the implementation of all arrangements related to the ICT risk management framework." — DORA
Regulation (EU) 2022/2554, Article 5

Under DORA Article 5, the management body must:

» Bear ultimate responsibility for managing the financial entity's ICT risk

* Putin place policies ensuring high standards of availability, authenticity, integrity and
confidentiality of data

» Set clear roles and responsibilities for all ICT-related functions

* Approve the digital operational resilience strategy including risk tolerance levels

» Oversee and periodically review ICT business continuity and recovery plans

+ Undertake specific training on a regular basis to understand and assess ICT risk

3.2 NIS2 Article 20 - Director Personal Liability

® CRITICAL: PERSONAL LIABILITY

Member States shall ensure that members of the management bodies of essential and important
entities can be held liable for infringements... including temporary bans from management positions.
— NIS2 Directive (EU) 2022/2555, Article 20

3.3 The 10 Mandatory NIS2 Cybersecurity Measures

Under Article 21, boards must formally approve implementation of:

1. Policies on risk analysis and information system security

Incident handling (prevention, detection, response, recovery)

Business continuity and crisis management, including backup and disaster recovery
Supply chain security, including relationships with direct suppliers

Security in network and information systems acquisition, development and
maintenance

Policies and procedures to assess effectiveness of cybersecurity measures
Basic cyber hygiene practices and cybersecurity training

Policies on use of cryptography and encryption

Human resources security, access control policies and asset management

0 Multi-factor authentication or continuous authentication, secured communications

ok wbN
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4. The Board-Level Cyber Governance Operating
Model

@ STRATEGIC LENS: Just as boards oversee investment portfolios through structured
governance, cyber resilience requires a formal operating model. This section provides the
architecture for treating cyber as an asset under active management.

Effective cyber governance requires a clear structure that maintains board accountability while
ensuring appropriate delegation. The following operating model integrates regulatory
requirements with governance best practices.

Board-Level Cyber Governance Operating Model

BOARD OF DIRECTORS

Risk/Audit Committee Cyher/Tech Committee

Oversight | Assurance | Compliance echnical Review | Testing | Third Party

CISO / Securi:y Leadership

Quarterly Board Reports | Risk Metrics | Incidents

=

—

ICT Risk Incident Third Party
Management Response Risk

4.1 RACI Accountability Matrix

Clear accountability prevents the diffusion of responsibility. R = Responsible, A = Accountable,
C = Consulted, | = Informed

[0 CISO CRO Audlt
Cyber Strategy Approval R C

Risk Appetite Definition A R C C R I
Major Incident Declaration | | A R Cc |
Board Cyber Training R R R R R |
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5. Incident Reporting: Critical Timelines

@ STRATEGIC LENS: Incident response under DORA and NIS2 is a governance event, not
merely an IT event. Boards must understand the timelines they are accountable for meeting.

DORA Incident Reporting Timeline

Initial Intermediate Final r
Notification Report Report Informed
4 Hours

1 Month Ongoing

P S P -

Detection to Classification

Resolution & Remediation

Boards must be informed of major incidents, their impact, and corrective measures

Report Type DORA Timeline NIS2 Timeline
Initial Alert

4 hours from classification (max 24h) 24 hours (early warning)
Intermediate 72 hours 72 hours (full report)

Final Report 1 month 1 month
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6. 90-Day Implementation Roadmap

@ STRATEGIC LENS: Treating cyber as an asset means having a structured investment and
development plan. This roadmap provides a minimum viable path to regulatory compliance.

/\ ENISA EXPERT WARNING

"If you haven't started yet, you're already late."

Implementation Roadmap to Board Cyber Excellence

0-30
Days

ASSESS

* Gap Analysis

« Committee Review

* CISO Reporting

* Framework Update

- Dashboard Deploy

* Risk Register

90-180
Days

MATURE

* TLPT Programme

= Risk Quantification

* Board Training

180+
Days

EXCEL

* Al Governance

= Continuous Assurance

* Benchmarking

Continuous improvement cycle with quarterly board reviews

Phase 1: Foundation (Days 1-30)

* Conduct regulatory applicability assessment (DORA vs NIS2 vs both)
» Establish compliance steering committee with executive sponsorship
+ Complete gap analysis against DORA Articles 5-27

+ Create ICT asset register and critical function inventory

» Tier ICT third-party vendors by criticality (Tier 1/2/3)

Phase 2: Framework Build (Days 31-60)

* Draft ICT Risk Management Framework (DORA Article 6)

» Define digital operational resilience strategy

+ Create incident classification criteria and reporting templates

+ Conduct Business Impact Analysis and define RTO/RPO

+ Update policies: ICT security, BCP, third-party risk management

Phase 3: Operationalization (Days 61-90)

» Develop and execute operational resilience testing plan

* Launch board cyber training program (mandatory under both regulations)
* Finalize and deploy board cyber dashboard

* Present initial compliance status to board

+ Consolidate compliance evidence repository
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7. Board-Level Cyber Dashboard: 12 Essential KPls

@ STRATEGIC LENS: Asset managers track portfolio performance through standardized metrics.
This section provides the equivalent measurement framework for cyber governance.

70

60

50 +

40

30 4

H

Detection & Response
-

W~ MTTR (hrs)

Board-Level Cyber Risk Dashboard

Security Score: 720 DORA Compliance

Times Quantified Risk Exposure
MTTD (hrs)

IS
L

w
s

N
s

Exposure ($M)

KPI

Executives

Third Party Risk Distribution

Low

Medium

High

Critical

10 20 30 40

Training Completion

Staff

Board 100%

100

O hRhWN-=

MTTD

MTTR
Concentration
Peer Benchmark
Posture Drift
Regulatory Status

Description
Mean Time to Detect incidents
Mean Time to Respond/Contain
Dependency on critical ICT providers
Security rating vs sector median
Deviation from approved baseline
DORA/NIS2 compliance status

Governance Value

Cost per hour of undetected breach
Downtime costs, recovery expenses
Exposure from provider failure
Relative competitive position

Early warning of control degradation
Enforcement risk exposure
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8. Case Studies: Governance Lessons from Major
Incidents

@ STRATEGIC LENS: These cases demonstrate the material consequences of treating cyber as
expense (failures) versus asset (successes)—and the governance decisions that made the
difference.

Major Cyber Governance Enforcement Actions
Board-Level Accountability Consequences

Marriott
(2018)

(20T158E§ . $18:65M

Solarwinds
(2020) CISO Charged

Equifax _

0 100 200 300 400 500 600 700 800
Settlement/Fine Amount ($ Millions)

$18.4M

Target _
(2013) I $18.5M

8.1 Norsk Hydro (2019): The Gold Standard Response

The Incident: 22,000 systems encrypted across 35,000 employees in 40 countries. Total
losses: $71 million.

Why It's a Governance Success: The board had established cyber as a strategic priority
before the attack. Their response demonstrated the asset-class approach:

+ Radical Transparency: Daily press conferences admitting ransomware; refused to
pay ransom

+ Executive Visibility: CEO and Board Chair communicated directly with stakeholders

+ Clean Room Strategy: Rebuilt from backups rather than paying, demonstrating the
value of prior investments

Outcome: Stock price increased slightly during the crisis. Microsoft noted: 'Norsk Hydro set
the example for the industry.'

8.2 M&A Due Diligence Failure: Marriott/Starwood

The Incident: Starwood's reservation system had been compromised since 2014—two years
before the $13.3 billion acquisition. The breach, discovered two years post-close, affected 339
million guest records.

Financial Impact: ~$72 million direct costs, £18.4 million UK ICO fine, FTC settlement
requiring independent security assessments for 20 years.

Governance Lesson: The acquirer treated cyber due diligence as a technical checklist rather
than a strategic asset assessment. Had the board required deep cyber evaluation, the breach
would have been discovered pre-acquisition, enabling price adjustment or deal restructuring.

8.3 CrowdStrike Outage (July 2024): Concentration Risk
Materialised
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The Incident: A faulty content configuration update triggered 8.5 million Windows device
crashes globally within 7 minutes. This was NOT a cyberattack—it was vendor failure.

Impact: Fortune 500 companies suffered $5.4 billion in direct losses; global financial damage
exceeded $10 billion.

Governance Lesson: Boards that had treated vendor concentration as an asset allocation
decision (with documented risk limits and exit strategies) recovered faster. Those treating it
as an IT procurement matter faced extended outages.
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9. Emerging Frontiers: Al Governance and M&A Due
Diligence

@ STRATEGIC LENS: The asset-class lens extends naturally to Al risk oversight and M&A cyber
assessment—both now material to enterprise value.

9.1 Al Governance (ISO 42001)

ISO/IEC 42001:2023 - Al MANAGEMENT SYSTEMS

The world's first international Al management system standard, providing a framework supporting
compliance across multiple regulations. Specifies 38 controls covering Al policy, risk evaluation,
system lifecycle management, and third-party oversight.

Board Al oversight is accelerating: 48% of Fortune 100 companies now cite Al risk as part of
board oversight responsibilities (up from 16% in 2024), and 40% assign Al oversight to board-
level committees.

9.2 M&A Cyber Due Diligence

Cyber due diligence has evolved from technical assessment to board-level strategic concern:
+  60% of firms in 2024 M&A transactions considered cybersecurity posture critical to
due diligence
* 73% of business leaders say an undisclosed security issue is a deal-breaker
*  53% of organizations have encountered cyber issues during M&A that jeopardized

the deal
Deal Impact
Verizon/Yahoo (2017) $350M Price reduction + SEC fine
Marriott/Starwood (2016) $90M+ Fines + settlements + 20yr monitoring
T-Mobile/Sprint (2020) $60M First-ever CFIUS enforcement fine
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10. Conclusion: From Compliance to Competitive
Advantage

X Cyber as Expense v Cyber as Asset

» Minimize security spend  Optimize risk-adjusted returns

* Delegate to IT department * Board-level stewardship

» Annual compliance exercises * Continuous improvement culture
* React to incidents * Build resilience proactively

The Board's Question

"Is your board treating cyber as an asset to optimize, or an expense to
minimize? The regulations have made this question urgent. The competitive
landscape has made the answer strategically consequential.”

Organisations that embrace the asset-class model report enhanced stakeholder trust,
improved operational efficiency, favorable insurance terms, stronger M&A positioning, and
constructive regulatory relationships.

The framework in this whitepaper provides the governance architecture to make that
transformation—within 12 months, with measurable outcomes.
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Appendix A: Board Cyber Governance Checklist
Governanceltem  __ __ _ ____________ Status |

Board-approved cyber risk appetite documented

Cyber risk included in enterprise risk register

Board cyber training completed annually (DORA/NIS2 mandatory)
Cyber discussed at every board/committee cycle

Third-party ICT risk reviewed at board level

Exit strategies documented for critical ICT providers

Ooooooano
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Appendix B: Sample Board Minutes (Gold Standard)

[ RECOMMENDED BOARD MINUTE LANGUAGE

"The Board reviewed the organisation's cyber and ICT risk posture, including NIS2/DORA alignment.
Management presented incident trends, third-party risk exposure, and resilience testing outcomes.
The Board challenged recovery assumptions and approved additional investment in operational
resilience. The Board confirmed that all members had completed their annual cyber training as
required under DORA Article 5(4)."
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This whitepaper is intended for informational purposes and does not constitute legal advice.
Organizations should consult qualified legal counsel for specific compliance guidance.
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