THE BOARDROOM CYBER PLAYBOOK

A Research-Based Strategic Guide for Directors and Executives

KIERAN UPADRASTA
CISSP, CISM, CRISC, CCSP | MBA | BEng

Principal Consultant | Board Advisor | Fractional CISO

27 Years' Cyber Security Experience | Big 4 Consulting (Deloitte, PwC, EY, KPMG)
21 Years Financial Services & Banking | Honorary Senior Lecturer, Imperials

RESEARCH METHODOLOGY: Original analysis of 47 board governance assessments (2022-2025)

combined with regulatory analysis, enforcement review, and industry benchmarking

info@kieranupadrasta.com | www .kie.ie | linkedin.com/in/kieranupadrasta

DORA Compliance | NIS2 Implementation | Al Governance (ISO 42001) | Board Reporting | M&A Cyber Due Diligence

© 2026 Kieran Upadrasta | January 2026 | Version 2.0



The Boardroom Cyber Playbook | Kieran Upadrasta

Table of Contents

TabIE Of CONTENES ..o e e e e e e e e e e e e e e e e e eeeas 2
EXECULIVE SUMMIAIY ...ttt ettt e e e e e e e e e e e e e e e e e e e nnneeees 3
[INCTST=Y= T o o Y/ =11 T To L] o o | 4
Data Sources and CollECHON ............ooiiiiiiieeceiee ettt aesenssennennnnnne 4
Limitations @nd SCOPE ....uuui i e e e e e e e aaanan 4
Proprietary Research: Board Governance Maturity AnalySis............ccccuuiiiiiiiiiiiiiiiiiiecee e 5
Finding 1: The Board GOVErNaNCE Gap ..........cuuuuiiiiiiiiiiiice e e e e e e e 5
The Regulatory LandSCaPE .........uuuiiiiiiiiiiiiiieieiet s 6
DORA: Digital Operational ReSIlIENCE ACL ..........iiiiiiie e 6
NIS2: Network and Information Security DIreCtiVe ............cooiiiiiiiiiiii e 6
Incident Reporting Requirements COMPAriSON ...........coiiiiiiiiiiii e 8
The Governance Operating MOEl ... 9
RACI Accountability MatriX ...........ooouiiiiiii e e e e e 9
Board-Level Cyber Risk DashbOard.............ooiiiiiiiiiiiee et e e 10
12 Essential Board Cyber KPIs with Calculation Methods ..., 10
Case Studies: Governance Lessons with Measurable OQutcomes ............ccccoooeiiiiiiie, 11
Case Study 1: European Bank Governance Transformation .............cccccooeiiiiiiiiiii e, 11
Case Study 2: Marriott/Starwood M&A Due Diligence Failure ..............cooooviiiiiiiiiiiiiiee e, 11
Implementation TEMPIALES.......... e e e e e e e e e e e e e e e eeennanns 13
Template 1: Board Cyber Risk Appetite Statement ..., 13
Template 2: Quarterly Board Cyber Pack OULINe............c.uuuiiiiiiiiiie e 13
IMmplementation ROAAMAD ......ccuu e e e e e et e e e et e e e e aa e e e eanan s 14
90-Day Implementation Detail ..............uuuuuuiiiiiiiii 14
Appendix A: Board Cyber Governance Checklist..............oooooiiiiiiiiiiiiiee e 15
Appendix B: Sample Board Minutes (Gold Standard) ... 16
Appendix C: Risk Quantification Methodology ..............uuu e 17
Annualized Loss Expectancy (ALE) Calculation..............ccooiiiiiiiiiiiiiieeeeee e 17
ADOUL the AUTNOT ... e e e e e e e e e e e e e e e e e e e aeas 18
S =T =] o PP 19

© 2026 Kieran Upadrasta | info@kieranupadrasta.com | www.kie.ie | Page 2 of 19



The Boardroom Cyber Playbook | Kieran Upadrasta

Executive Summary

THE BOARD'S STRATEGIC IMPERATIVE: Transform DORA and NIS2 compliance into
competitive advantage within 12 months, achieving measurable reduction in risk exposure while
positioning cyber governance as a board-stewardship asset class.

KEY FINANCIAL STAKES (with citations)

$4.88M Average Breach Cost!l | €10M Maximum NIS2 Finel? | €1M Individual DORA Liability®
$2.2M Savings with Al/Automation!'! | 100 Days Faster Response with Mature Governancel!'!

Cybersecurity has undergone a fundamental transformation from an IT operational concern to a
board-fiduciary responsibility with personal liability implications. The convergence of DORA
(applicable January 17, 202581), NIS2 (transposition deadline October 17, 20242), SEC disclosure
rulest, and the UK Cyber Governance Code of Practice® has created an unprecedented regulatory
environment where directors face direct accountability for cyber oversight failures.

MIT research demonstrates that organizations with digitally-savvy boards outperform peers by 10.9
percentage points in return on equity®. IBM/Ponemon research shows organizations deploying
Al and automation in security operations experience $2.2 million lower breach costs!'! and identify
breaches 100 days faster!'! than those without.

Three Critical Research Findings:

1. Cyber as Asset Class: Our analysis of 47 board assessments reveals that organizations
treating cyber governance as strategic asset optimization (vs. cost minimization)
demonstrate 34% higher maturity scores and 28% faster regulatory compliance
achievement.

2. Personal Accountability Is Here: DORA Article 5 and NIS2 Article 20 mandate individual
director responsibility23], with penalties including management bans and personal fines up to
€1 million.

3. The 12-Month Advantage Window: Organizations achieving mature governance posture
within the next year establish competitive moats through superior insurance terms (15-25%
premium reduction!”), stronger M&A positioning, and enhanced stakeholder confidence.
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Research Methodology

This whitepaper synthesizes original research with systematic analysis of regulatory frameworks,
enforcement actions, and industry benchmarks. The methodology was designed to produce
actionable, evidence-based guidance for board-level cyber governance.

Data Sources and Collection
1. Original Board Governance Assessment Dataset (n=47)

Between January 2022 and December 2025, the author conducted 47 board-level cyber
governance assessments across financial services, critical infrastructure, and regulated industries.
Assessments followed a standardized 78-item evaluation framework measuring governance
maturity across five domains: risk appetite definition, board oversight mechanisms, CISO reporting
quality, third-party risk governance, and incident response preparedness.

Sample Characteristics:
» Sector distribution: Financial Services (62%), Critical Infrastructure (21%), Healthcare (11%),
Other Regulated (6%)
* Geographic scope: UK (47%), EU (38%), Multi-jurisdictional (15%)
» Organization size: >€1B revenue (34%), €100M-€1B (45%), <€100M (21%)
+ Assessment timing: Pre-DORA/NIS2 (2022-2023): 23 assessments; Post-regulation (2024-
2025): 24 assessments

2. Secondary Source Analysis

Source Catego Sources Analyzed Selection Criteria
Regulatory Frameworks DORA, NIS2, SEC Rules, UK Code Primary legislative text only
Industry Research IBM/Ponemon, Verizon DBIR, MandiantSample size >1,000; peer-reviewed

Enforcement Actions  ICO, FCA, SEC, CNIL (2020-2025) Board governance cited as factor
Academic Literature MIT CISR, NACD, Harvard Law Forum Peer-reviewed; 2022-2025

Limitations and Scope

Selection bias: Organizations commissioning governance assessments may have above-

average awareness of cyber risk, potentially skewing maturity findings upward.

Geographic concentration: UK/EU focus (85% of sample) limits generalizability to other

jurisdictions; SEC analysis based on public filings only.

* Temporal factors: DORA/NIS2 became applicable in 2024-2025; long-term compliance
outcomes cannot yet be measured.

+ Jurisdictional scope: DORA applies to EU financial entities (21 entity types) and their

critical ICT providers; NIS2 applies to essential/important entities in 18 sectors across EU

member states; SEC rules apply to US-listed companies; UK Code is currently voluntary for

all UK organizations.
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Proprietary Research: Board Governance Maturity
Analysis
Analysis of 47 board governance assessments reveals significant gaps between current practices

and regulatory expectations. The following findings represent the first systematic measurement of
board-level cyber governance maturity in the DORA/NIS2 era.

Finding 1: The Board Governance Gap

The Board Cyber Governance Gap

Why Immediate Action is Required

67% 2% €1M

of boards acknowledge have achieved firm-wide of NEDs lack confidence maximum personal fine

inadequate practices cyber resilienceg o g latory Timelli25uring cyber value per board member

<2 & @ o—

Oct 2024 Jan 2025 Mar 2025 2026

Figure 1: Board Cyber Governance Gap analysis from original research (n=47) and industry
benchmarks.

Original Assessment Findings (n=47, 2022-2025):

Board-approved cyber risk appetite documented 26% 54%
Dedicated board/committee cyber time (>30 min/quarter) 35% 67%
Board members completed cyber training (annual) 17% 1%
CISO has direct board access (not filtered via CIO) 43% 58%
Risk quantification in financial terms (FAIR or equivalent) 9% 21%
Third-party concentration risk analyzed at board level 13% 46%
Exit strategies for critical ICT providers documented 4% 29%

Key Finding: DORA/NIS2 implementation has driven significant improvement in basic governance
indicators (training +54pp, risk appetite documentation +28pp), but advanced practices (risk
quantification, exit strategies) remain underdeveloped. Only 21% of organizations can quantify
cyber risk in financial terms—a critical gap for board-level decision-making.
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The Regulatory Landscape

The year 2025 marks an inflection point in cyber governance regulation. For the first time, major
regulatory frameworks across the EU, UK, and United States simultaneously impose explicit
board-level accountability requirements with substantial penalties for non-compliance.

Jurisdictional Scope Note: DORA applies exclusively to EU-regulated financial entities (21 entity
types including banks, insurers, investment firms, crypto-asset service providers) and their critical
ICT third-party providers. NIS2 applies to essential and important entities across 18 sectors in EU
member states, with national transposition creating implementation variations. SEC rules apply only
to US-listed companies. The UK Cyber Governance Code is currently voluntary, with potential
legislative mandates under the forthcoming Cyber Security and Resilience Bill.

DORA vs NIS2: Board Accountability Comparison

DORA

Financial Services 18 Critical Sectors
+ Article 5 Board Duties v Article 20 Governance
s €1M Individual Fines + Management Bans
v 2% Turnover Entity Fine v €10M/2% Entity Fine
BOTH
- REQUIRE .
v Mandatory Training v Mandatory Training
+ 4-Hour Incident Report v 24-Hour Early Warning

Pergonal Board Accountability

v TLPT Testing Required 7 10 Security Measures

Figure 2: DORA and NIS2 comparison. Source: EUR-Lex Regulation 2022/2554 and Directive
2022/2555.

DORA: Digital Operational Resilience Act

DORA ARTICLE 5(1) - BOARD GOVERNANCE REQUIREMENTS

"The management body of the financial entity shall define, approve, oversee and be accountable for the implementation o
all arrangements related to the ICT risk management framework." — Regulation (EU) 2022/2554, Article 5(1)F!

DORA became fully applicable on January 17, 20259, establishing the most comprehensive ICT
risk management framework for financial services globally. The regulation applies to 21 different
types of financial entities as enumerated in Article 2(1).

Key Board Requirements (Article 5):
Annual ICT risk management framework review with management body approval (Art. 5(1))=
* Personal approval of ICT risk strategies, policies, and controls (Art. 5(2))®!
* Mandatory cyber training for all management body members (Art. 5(4))
* Register of Information deadline: April 30, 2025 (Art. 28(3))=!
* Penalties: Up to 2% of annual worldwide turnover for entities; up to €1,000,000 for natural
persons (Art. 50)8!

NIS2: Network and Information Security Directive

NIS2 ARTICLE 20(1) - GOVERNANCE REQUIREMENTS
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"Member States shall ensure that the management bodies of essential and important entities approve the cybersecurity
risk-management measures taken by those entities... and can be held liable for infringements." — Directive (EU)
2022/2555, Article 20(1)?!

NIS2 expanded EU cybersecurity requirements from approximately 20,000 entities under NIS1 to
roughly 300,000 entities across 18 critical sectors®. The transposition deadline passed on
October 17, 2024; however, implementation varies by member state.

Critical Governance Provisions:
* Personal responsibility: Directors can face temporary prohibition from exercising
managerial functions (Art. 20(1))?
+ Maximum fines: €10 million or 2% of global annual turnover for essential entities (Art. 34)2
» Initial incident notification within 24 hours; full report within 72 hours; final report within 30
days (Art. 23)®
+ Mandatory cybersecurity training for management bodies (Art. 20(2))®
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Incident Reporting Requirements Comparison

DORA Incident Reporting Timeline

Initial Intermediate Final Board
Notification Report Report Informed
4 Hours 72 Hours 1 Month Ongoing
Detection to Classification Root Cause & Impact Resolution & Remediation Major Incidents

Boards must be informed of major incidents, their impact, and corrective measures

Figure 3: DORA incident reporting timeline. Source: DORA Atrticle 19.1
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The Governance Operating Model

The Central Thesis: Cyber governance should be treated as an asset class under board
stewardship—optimized for risk-adjusted returns rather than minimized as an expense.
Organizations in our assessment dataset (n=47) adopting this paradigm demonstrate 34% higher
governance maturity scores and achieve regulatory compliance 28% faster than those treating
cyber as a cost center.

Board-Level Cyber Governance Operating Model

BOARD OF DIRECTORS

ountability | Strategy Approval | Risk Appetite

Risk/Audit Committee Cyher/Tech Committee

Oversight | Assu | Compliance Technical Review | Testing | Third Party

CISO / Security Leadership

Quarterly Board Reports | Risk Metrics | Incidents

= —

ICT Risk Incident Third Party
Management Response Risk

Figure 4: The Board-Level Cyber Governance Operating Model establishes clear lines of
accountability from Board through committees to operational functions.

RACI Accountability Matrix

Based on NACD-ISA Director's Handbook on Cyber-Risk Oversight principles’® and DORA Article 5
requirements.®)

Governance Activit Board Risk Ctte CISOMgmt
C

Cyber Risk Appetite A R |
ICT Risk Framework (DORA Art.5) A R R C
Major Incident Response | A R R
Third-Party Risk Oversight A R R C
Board Cyber Training (mandatory) A/R R C |

R = Responsible, A = Accountable, C = Consulted, | = Informed
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Board-Level Cyber Risk Dashboard

Board-Level Cyber Risk Dashboard

70 4

60 A

Security Score: 720

Detection & Response Times
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DORA Compliance

Quantified Risk Exposure
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Board 100%
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Figure 5: Sample Board-Level Cyber Risk Dashboard showing essential KPIs for board oversight.

12 Essential Board Cyber KPIs with Calculation Methods

> (Detection Time - Intrusion Time) / # Incidents
>(Resolution Time - Detection Time) / # Incidents
SLE x ARO (Single Loss Expectancy x Annual Rate of Occurrence) Within board risk appetite; compare to peers

Concentration Risk (Revenue dependent on top 3 ICT providers / Total ICT spend) x 100<30% single provider dependency
Training Completion (Board members trained / Total board members) x 100

(Compliant requirements / Total requirements) x 100

MTTD
MTTR
ALE

DORA Gap Score

<197 days (IBM avg: 197 days)!"]
<73 days (IBM avg: 73 days)!"]

100% annually (DORA/NIS2 mandatory)
>95% by enforcement date
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Case Studies: Governance Lessons with Measurable
Outcomes

Major Cyber Governance Enforcement Actions
Board-Level Accountability Consequences

Target _

(2013) $18.5M

Marriott |
(2018)

(onlssB) . #4505

SolarWinds _
(2020) CISO Charged

Equifax _

0 100 200 300 400 500 600 700 800
Settlement/Fine Amount ($ Millions)

$18.4M

Figure 6: Major cyber governance enforcement actions. Sources: ICO, FTC, SEC public
enforcement records (2017-2024).

Case Study 1: European Bank Governance Transformation

Source: Author's assessment database (Organization ID: FS-2023-017, anonymized per client agreement)

Board cyber time per quarter 10 minutes (end of agenda) 45 minutes (dedicated slot)
Risk appetite documented No Yes (board-approved)
Director training completion 0% 100%
Regulatory examination result 6 material findings 0 material findings
DORA readiness score 34% 87%

Implementation Cost: ~€180,000 (90-day transformation program including training, framework
development, dashboard implementation)

Estimated Value Protected: €2.4M+ (avoided regulatory fines based on peer enforcement actions;
improved insurance terms)

Case Study 2: Marriott/Starwood M&A Due Diligence Failure

Sources: ICO Decision (October 2020); FTC Consent Order (June 2024); SEC 8-K filings

Background: Marriott acquired Starwood Hotels in September 2016 for $13.6 billion. Neither
company's board was aware that Starwood's reservation system had been compromised since
2014.10

Governance Failures Identified by Regulators:
* Inadequate cyber due diligence during acquisition process
* Post-acquisition integration prioritized speed over security assessment
* Breach discovered November 2018—two years post-close—with attackers maintaining
active access
+ 339 million guest records affected globally

Quantified Financial Impact:

ICO Fine (GDPR) £18.4M (reduced from initial £99M notice )]

FTC Order 20-year compliance monitoring; comprehensive security program mandate
State AG Settlements (US)$52M across 50 states

Estimated Total Cost $200M+ (including remediation, legal, reputational)

Key Lesson: Research indicates 73% of executives consider undisclosed breaches deal-
breakers!'l. M&A cyber due diligence must be elevated to board-level strategic concern with pre-
close assessment protocols.
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Implementation Templates

Template 1: Board Cyber Risk Appetite Statement

SAMPLE CYBER RISK APPETITE STATEMENT
[Organization Name] Board of Directors

Cyber risk appetite defines the type and level of cyber risk we are willing to accept in pursuit of our strategic objectives.
This statement, approved by the Board, guides management's cyber risk decisions.
Quantitative Thresholds:

» Maximum single-event loss exposure: €[X]M (aligned with operational risk appetite)
» Maximum annualized loss expectancy (ALE): €[Y]M

» Recovery time objective for critical systems: [Z] hours

 Third-party concentration limit: No single provider >30% of critical ICT services

Qualitative Boundaries:

» Zero tolerance for: Compliance failures resulting in regulatory sanction; knowing acceptance of unmitigated critical
vulnerabilities; inadequate board cyber training

Approved by: [Board Chair] | Date: [Date] | Review: Annual

Template 2: Quarterly Board Cyber Pack Outline

Recommended Structure (30-45 minute presentation):

4. Executive Summary (1 slide): Risk posture traffic light; key changes since last quarter;
items requiring board decision

5. Risk Dashboard (2 slides): MTTD/MTTR trends; ALE by risk category; third-party
concentration; training status

6. Regulatory Compliance Status (1 slide): DORA/NIS2 gap closure progress; upcoming
deadlines; audit findings status

7. Incident Summary (1 slide): Material incidents (if any); near-misses; lessons learned;
response time metrics

8. Third-Party Risk Update (1 slide): Critical provider status; concentration changes; exit
strategy readiness

9. Forward Look (1 slide): Emerging threats; planned initiatives; resource requests; board
actions required

10. Appendix: Detailed KPI data; peer benchmarks; glossary for non-technical directors
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Implementation Roadmap

Implementation Roadmap to Board Cyber Excellence

0-30
Days

ASSESS

+ Gap Analysis

+ Committee Review

+ CISO Reporting

* Framework Update

+ Dashboard Deploy

« Risk Register

90-180
Days

MATURE

* TLPT Programme

* Risk Quantification

+ Board Training

= Conl

180+
Days

EXCEL

* Al Governance

tinuous Assurance

« Benchmarking

Continuous improvement cycle with quarterly board reviews

Figure 7: Four-phase implementation roadmap from initial assessment through operational
excellence.

90-Day Implementation Detail
Phase 1 (Days 1-30): ASSESS

Gap Analysis: Map current state against DORA Article 5 (EU financial services) / NIS2
Article 20 (other sectors) / UK Code (voluntary) as applicable to your jurisdiction

Committee Review: Assess current oversight structure; determine whether dedicated cyber
committee or enhanced audit/risk committee mandate is appropriate

CISO Reporting Quality: Evaluate current board reporting against 12 Essential KPIs
framework; identify gaps

Deliverable: Board-ready gap assessment report with prioritized remediation
recommendations

Phase 2 (Days 31-60): BUILD

Risk Appetite: Draft board-level cyber risk appetite statement using Template 1; obtain
board approval

Dashboard Implementation: Configure risk-quantified dashboard with 12 Essential KPls;
establish data collection processes

Training Schedule: Design and schedule mandatory director cyber training program
(DORA/NIS2 requirement)

Deliverable: Approved risk appetite; operational dashboard; training curriculum

Phase 3 (Days 61-90): EXECUTE

Board Challenge Session: Conduct first formal cyber risk discussion with documented
minutes (use Appendix B template)

Tabletop Exercise: Execute incident response simulation with board participation; test

escalation protocols

Third-Party Review: Complete ICT concentration analysis; document exit strategies for
critical providers

Deliverable: 90-day progress report to board; forward roadmap; documented evidence

portfolio
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Appendix A: Board Cyber Governance Checklist

Regulatory mapping: ltems marked (D) = DORA requirement; (N) = NIS2 requirement; (B) = Both

Governance Item -E-EEII!E

Board-approved cyber risk appetite documented

ICT risk management framework approved by management body (D) g
Cybersecurity risk-management measures approved by management body (N) m
Board cyber training completed annually (B) 0
Third-party ICT risk reviewed at board level (D) 0
Exit strategies documented for critical ICT providers (D) m
Incident response plan tested annually (B) 0
Register of Information maintained (ICT contracts) (D) m
Board minutes document cyber challenge and decisions (B) 0
CISO has direct board access Best Practice =
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Appendix B: Sample Board Minutes (Gold Standard)

RECOMMENDED BOARD MINUTE LANGUAGE

"The Board reviewed the organisation's cyber and ICT risk posture, including DORA/NIS2 alignment [adjust regulatory
reference based on jurisdiction]. Management presented: (a) incident trends showing MTTD improvement from [X] to [Y]
days; (b) third-party concentration risk analysis identifying [provider] at [X]% dependency; (c) TLPT/resilience testing
outcomes with [X] findings remediated. The Board challenged management on recovery time assumptions for critical
business services and approved additional investment of €[X] in operational resilience capabilities. The Board confirmed

that all [X] members have completed their annual cyber training as required under [DORA Article 5(4) / NIS2 Article
20(2)]."
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Appendix C: Risk Quantification Methodology

This appendix provides the minimum data requirements and calculation methods for implementing
risk quantification using the FAIR (Factor Analysis of Information Risk) framework!'2, enabling
boards to compare cyber risk with other enterprise risks in financial terms.

Annualized Loss Expectancy (ALE) Calculation

Formula: ALE = SLE x ARO

Where:
* SLE (Single Loss Expectancy) = Asset Value x Exposure Factor
* ARO (Annual Rate of Occurrence) = Expected frequency of loss event per year

Minimum Data Required:

DataElement  _______ _Source _______ ______ TypicalRange |

Asset Value (data breach)Records x Cost per record $164/record (IBM 2024)!"]
Threat Event Frequency Historical incidents; threat intelligence 0.1-2.0 per year (varies by industry)
Vulnerability (%) Control effectiveness assessment 20-80% (based on control maturity)

Example Calculation:

Scenario: Ransomware attack on financial services firm
+ SLE =€2.5M (business interruption + ransom + recovery + regulatory)
* ARO = 0.3 (30% probability per year based on industry data)
« ALE=€2.5M x 0.3 =€750,000

Board Application: This €750,000 ALE can be compared directly to other enterprise risks and used
to justify cyber investment ROI. A €200,000 control reducing ARO by 50% would save €375,000
annually (ROI: 88%).
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